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Foreword

This background paper discusses the technological options available for use
in an electronic system to deliver public assistance benefits, the privacy and secu-
rity implications of such a system, and the programmatic effects of changing to
an electronic delivery system. It was requested by the Subcommittee on the Hand-
icapped of the Senate Committee on Labor and Human Resources. The paper built
on research conducted for two earlier OTA studies, Federal Government Infor-
mation Technology: Electronic Records and Individual Privacy (June 1986) and
Defending Secrets, Sharing Data: New Locks and Keys for Electronic Informa-
tion (October 1987).

Preparation of this background paper involved extensive assistance from and
review by experts and other interested parties. OTA appreciates the participa-
tion of the many individuals who provided information and review comments. The
background paper itself, however, is solely the responsibility of OTA, not of those
who so ably advised and assisted us in its preparation.

i Kt

U JOHN H. GIBBONS
Director
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INTRODUCTION AND FINDINGS

Within the next 5 to 15 years, it is inevita-
ble that federally funded assistance programs
will move to some form of electronic delivery
system. Part of the impetus for such a change
comes from government concerns for effi-
ciency, especially in relation to detecting fraud,
waste, and abuse, and for reducing costs asso-
ciated with a paper-based, manual issuance and
redemption system. Another part of the impe-
tus comes from members of the financial and
information service communities who seek new
or expanded markets in State and local assis-
tance programs. Decisions that may shape an
electronic system are currently being made,
i.e., computerization at the State level, tech-
nical standards, and policies for computer link-
ages between Federal agencies. These incre-
mental decisions, made in a number of different
policy arenas, are already establishing con-
straints on a future electronic system.

Any electronic issuance and redemption sys-
tem would necessitate a reliable and secure iden-
tity card, a unique personal identifier, and a way
of communicating information among various
databases. These are the essential elements of
a national database. Earlier proposals that have
suggested the creation of an identity card for
even a subset of the population, the creation
of a unique numerical identifier that could be
used for a number of purposes, or the estab-
lishment of a centralized database have been
summarily rejected by Congress. Public opin-
ion polls that raise these as possibilities have
consistently drawn negative responses from
an overwhelming majority of respondents. pro
posals to create an electronic issuance and
redemption system for public assistance pro-
grams would need to take into account the fun-
damental privacy and security concerns that
have been raised in previous debates.

An efficient electronic issuance and redemp-
tion system may necessitate changes in the
administration of public assistance programs,
and the rules and regulations for program im-
plementation. For example, because of econ-
omies of scale and scope, an electronic system
may lead to the consolidation of the adminis-
tration of a number of discrete public assis-

tance programs. Moreover, an electronic sys-
tem may involve changes in the relationship
of Federal agencies to State and local agen-
cies, as well as the relationship between the
public sector and the private sector. Previous
policy discussions on welfare reform should
therefore be taken into account in considering
proposals to create electronic systems for de-
livery of public assistance benefits.

In anticipation of a move to an electronic sys-
tem, OTA has identified three key policy
issues:

1. Which of a variety of technological options
is most appropriate, given the goals that
public assistance programs would want
to achieve through use of an electronic
system?

2. What are the privacy and security impli-
cations of such a system?

3. What are the programmatic effects of
changing to an electronic system, includ-
ing effects on agency staff, clients, and
providers?

Although privacy and programmatic concerns
are fundamental and must inform any policy
discussion, an understanding of the technologi-
cal options is necessary to understand the pos-
sible implications for privacy and security, as
well as for programmatic administration.

Based on preliminary examination of these
issues, using the Food Stamp Program as an
example, OTA found that:

. If Government assistance programs were
now to adopt an online electronic system
using magnetic stripe cards, the system
may become “old technology’ before full
implementation. However, a coremitment
now to a microchip smart-card system
might be premature, not only for techni-
cal reasons but also because they are not
yet in wide commercial use in the United
States for credit cards or debit cards. Fed-
eral funding of the development of a large-
scale benefit issuance and redemption sys-
tem might provide subsidization for a pri-
vate sector move to a smart-card system
or other retail point-of-sale system.



* An electronic system for issuance and

redemption of Federal benefits and serv-
ices would be a significant component of
a national database, and would, in effect,
create a national identity card for many
Americans. Privacy and security concerns
would be raised as more personal informa-
tion would be collected directly by third
parties and exchanged without individual
consent.

An efficient electronic benefits issuance
and redemption system may necessitate
automation of all stages of program ad-
ministration in order to be cost-effective.
The consolidation of the administration

of a number of eligibility benefit programs
may also be necessary. To ensure that
these decisions are not driven by the tech-
nology alone, program staff should be ac-
tively involved in design and implemen-
tation of an electronic system.

An electronic system would entail social
and practical, as well as technological,
changes for clients, providers, and finan-
cial institutions. It would also involve
retraining of agency personnel, and may
involve some shifts in agency staffing, as
well as more private sector involvement
in program administration.



BACKGROUND ON PUBLIC ASSISTANCE PROGRAMS

There are more than 70 different Federal ben-
efit programs that provide cash, goods, and
services to people who meet eligibility require
ments based on income level or need. These
programs are largely (almost 75 percent) funded
by the Federal Government, with funding for
the remainder provided by States and locali-
ties. The programs are generally administered
by the States and localities, in accordance with
Federal guidelines that vary from very detailed
to quite general. The major types of benefit
programs include: medical (e.g., Medicaid, and
Maternal and Child Health Services); cash (e.g.,
Aid to Families with Dependent Children
(AFDC) and Supplemental Security Income
(SSI)); food (e.g., Food Stamp and School Lunch
Programs); housing (e.g., “Section 8“ and pub-
lic housing); education (e.g., student loans);
jobs and training (e.g., under the Job Train-
ing Partnership Act); and energy assistance.

The process by which these programs are
administered is initially similar and begins
when a potential client files an application. Fol-
lowing that, additional information is collected
and the accuracy and completeness of client-
provided information is verified, often through
third parties or separate databases. Based on
review of this information, eligibility and the
level of benefits are determined.

After this determination, the administration
of public assistance programs diverge marke-
dly. Some, such as cash aid programs like
AFDC and SS1, deliver benefits with the in-
tervention of only one significant intermedi-
ary-the bank or similar entity that cashes the
public assistance check—and place no restric-
tions on how benefits may be used. Others,
such as “in-kind” programs like Food Stamps,
require more than one intermediary -i.e., the
provider of the good (the grocer), plus a sepa-
rate entity to redeem the value of the food
stamps (the bank, which is then credited by

'For a review of these programs see U.S. Congress, Congres-
sional Research Service, Cash and Noncash Benefits for Per-
sons with Limited Income: Eligibility Rules. Recipient and Ex-
penditure Data, FY 1984-86, CRS Report 87-759 EPW, Sept.
10, 1987.

the Federal Reserve). Other examples of this
type of program include Medicaid, and hous-
ing and energy assistance. This paper concen-
trates on these “in-kind” programs because
they pose the more challenging questions in
considering automation.

Automation of Program
Administration

Much of the attention to date has been fo-
cused on automating the verification function
—the process by which client information is
cross-checked or matched with information in
other databases. For example, under the Defi-
cit Reduction Act of 1984, States are required
to adopt a wage reporting system and to estab-
lish an Income Eligibility Verification System
in order to check, in a timely and comprehen-
sive fashion, the accuracy and completeness
of information on clients of major benefit pro-
grams.’Increasingly, officials responsible for
administering assistance programs are shift-
ing their attention to the automation of the
issuance and redemption of benefits. They re-
gard this as a means of reducing the poten-
tially large risks from lost, stolen, or diverted
benefits. Additionally, they believe that au-
tomating will save postage, paper, printing,
and administrative time in processing.

For the purposes of this paper, the adminis-
tration of public assistance programs will be
viewed as having five stages. A system could
be designed to automate only the eli~"bifity
and benefit determination stage of program
administration. Automation of the verification
of client provided information could be added
to this system or created independently. Sim-
ilarly, the automation of benefit issuance secu-
rity (i.e., making sure that benefits are issued
only to the eligible recipient) could be done as
part of a larger automation effort or as an in-

2Depa_rtment,s of Labor, Agricu.lture. and Health and Human

Services, “Income & Eligibility Verification Procedures for Food
Stamps, Aidto Families with Dependent Children, State Admin-
istered Adult Assistance, Medicaid and Unemployment Com-
pensation Programs: Final rule, ” Federal Register, vol. 51, No.
40, Feb. 28, 1986, pp. 7178-7217.



dependent system. Additionally, automation
of the issuance of benefits (i.e., distributing
cash or in-kind benefits to the recipient) could
be developed as part of a larger system or
separately. Lastly, benefits issuance and re-
demption (i.e., crediting the provider for the
value of a good or service) could be automated
together or integrated into a comprehensive
system.

This paper concentrates on new proposals
for automating the issuance and redemption
stages, or “back-end,” of public assistance pro-
grams. At the present time, there is signifi-
cant automation of eligibility and benefit de-
termination, and verification of client-provided
information. Automated, online integrated
eligibility and benefit determination systems
have been implemented in over a dozen
States.’ Although cost reductions that might
be realized by integrating issuance and re-
demption with these “front-end” systems
should be considered, this paper will not dis-
cuss these systems.

Pilot Projects

There are a number of pilot projects au-
tomating the issuance and/or redemption of
public assistance benefits.” For example,
New York State has established an Electronic
Medicaid Eligibility Verification System in or-
der to verify, at the time of issuance, clients’
eligibility for certain treatments or medica-
tions. Ramsey County, Minnesota, has begun
to use automatic teller machines (ATMs) and
point-of-sale (POS) terminals to issue cash for
certain public assistance programs.’Reading,

SMany of these do not involve interactive processing by eligi-

bility workers but rely on separate data-entry staff. FoodStamps
Program Operations Study Report on State Census: Automated
Certification Systems (Final Report), Mathematical Policy Re-
search, Inc., February 1987. Prepared for U.S. Department of
Agriculture, Food and Nutrition Service under Contract No.
53-3198-5-51.,

+For more detailed discussion Of pilot proposals see Alterna-
tive Issuances and Delivery Systems, U.S. Department of La-
bor, Office of Inspector General (Igresndent’s Council on Integrity
and Efficiency), July 1987, pp. 4-14. X

5For a description’of Ramsey County’s pilot Electronic Ben-
efit System (EBS), which began in June 1987, see: Ramsey
County Electronic Benefit System Evaluative Information,
Transfirst Corp., St. Paul, MN, November 1987.

Pennsylvania, has a demonstration project for
food stamp issuance and redemption that uses
magnetic stripe cards in conjunction with POS
terminals installed in participating retail es-
tablishments to debit clients’ benefit accounts,
which are retained in a central database.’ In
this case, the computer system, its network,
and its database are dedicated to public assis-
tance programs. New York City has moved be-
yond the pilot stage and has set up an online
Electronic Payment File Transfer (EPFT) pro-
gram for issuance security for both food
stamps and public assistance. EPFT serves
SOO,QOO recipients and pays out $2 billion a
year.

Recent pilot projects have demonstrated the
technical feasibility and relatively high accept-
ance of electronic benefits systems. However,
data from these pilots have not yet demon-
strated the cost-effectiveness of electronic sys-
tems for the governments issuing the benefits.
Cost data are not yet available for the Ram-
sey County pilot; according to press accounts,
the contractor for the system was anxious to
test its transaction system and therefore
charged the county a nominal amount for the
first 6 months.”Ongoing administrative/oper-
ating costs for the Food Stamp pilot in Read-
ing were shown to be several times higher per
case, per month, than for the type of manual
(paper food stamps) system most Food Stamp
project areas use. This suggests that other effi-
ciency measures, such as consolidation of sev-
eral public assistance programs, might be nec-

%The online demonstration project began operation in early
1985 and was initially funded and administered by the Food
and Nutrition Service (FNS) and operated by a third-party con-
tractor (Planning Research Corp.). Although FNS’ direct admin-
istration of the Reading project ended after December 1985,
FNS extended the project for two more years. After a transi-
tion period, the Pennsylvania Department of Public Welfare
took over operation of the Electronic Benefit Transfer (EBT)
system in March 1986. See: The Impact of an Electronic Bene-
fit Transfer System in the Food Stamp Program, Abt Associ-
ates, May 1987. Prepared under Contract No. 53-3198-3-103 with
the U.S. Department of Agriculture, Food and Nutrition Serv-
ice, Office of Analysis and Evaluation.

‘Correspondence with Al Giove, Department of Social Serv-
ices, TheCf‘}i‘fv PaufW York, Feb. 19, 1988.

SAmy ohen ' “Welfare Benefits Issued at Automatic
Teller Sites,” Government Computer News, July 17,1987, p. 1.



essary to make the system cost-effective.’
For other pilot projects, cost-benefit figures
are not yet available.

The Food and Nutrition Service expects to
conduct up to three new Food Stamp demon-
stration projects, and has solicited concept
papers from interested State and local agen-
cies. ” Because the Food Stamp Program is
so large, because all the complexities accom-
panying provider involvement are present, and
because it is a likely candidate for some de-
gree of automation, a brief description of the
program follows in order to provide a context
for congressional evaluation of technological
alternatives.

The Food Stamp Program

Because of the large number of households
participating and large Federal expenditures
involved, the Food Stamp Program has been
suggested as a public assistance program in
which large savings could be realized through
electronic issuance and redemption. Propo-
nents argue that retailers and recipients would
also benefit from increased convenience, effi-
ciency, and security because there would be
no need to protect or handle paper food stamp
coupons.

The Food Stamp Program operates in all 50
States, plus the District of Columbia, the Vir-
gin Islands, and Guam. It is administered at
the Federal level by the Food and Nutrition
Service (FNS). At the State and local levels,
the Food Stamp Program is administered by
welfare offices that determine eligibility and
issue, or supervise the issuance of, food stamps.
FNS is responsible for the printing and distri-
bution of food stamps (under strict accounta-
bility requirements) to the States. Through the
Federal Reserve System, redeemed food stamps
are converted to cash credits for food sellers’
bank accounts.

YAbt Ass,it, op. cit., footnote 6. Now that the Project
is being operated by the Pennsylvania Department of Public
Welfare, the computer system used is being shared with other
State data processing.

“Federal Register, 52 FR 35287, Sept. 18, 1987.

The Food Stamp Act of 1977 (as amended)
provides for 100 percent Federal funding of
Food Stamp benefits and Federal administra-
tive costs, and 50 percent Federal funding of
most State and local administrative costs.
State and local costs associated with com-
puterization and fraud control activities are
eligible for 75 percent Federal funding."A
1985 law (Public Law 99-198) required the De-
partment of Agriculture to develop a model
computerization plan; at this time, this is be-
ing used to encourage State and local com-
puterization of determination of eligibility and
benefits, as well as computerization of verifi-
cation of client-provided information. In 1987,
estimated Federal Food Stamp expenditures
totaled some $11.7 billion, including some $1
billion for Federal administrative costs and
Federal matching of State and local costs.
State and local expenditures were estimated
to be about $0.9 billion. Average monthly par-
ticipation was 7 million households (the typi-
cal recipient unit) with an average monthly
benefit of $130 per household. ”

According to FNS, at the end of fiscal year
1986, about 231,000 food providers were au-
thorized to accept food stamps for purchases
of eligible food items. Most of these (over
227,000) were retailers; the remainder were
food wholesalers, meals on wheels, congregate
dining or treatment facilities, etc. FNS statis-
tics for atypical month (September 1986) show
that, while supermarkets number only about
15 percent of those redeeming food stamps,
they account for almost 74 percent of the value

"'U.S. Congress, Congressional Research Service, “How the
Food Stamp Program Works, ” by J. Richardson. CRS Report
87-806 EPW, Oct. 1, 1987. Program policies for Federal fund-
ing of State and local computerization activities are not intended
to favor one technical approach over another (e.g., developing
in-house computer facilities versus contracting with third par-
ties for ADP services). However, some consider that formulas
for 75 percent Federal funding of capital/development costs and
50 percent of operating costs might, on the margin, provide State
and local authorities with more incentives to invest in in-house
ADP facilities. Others consider that contracting out for large-
scale systems may not be less costly in the long run and, more-
over, that strong privacy concerns are raised by the prospect
of third-party operation of Federal databases.

2Interview with J. Richardson, Congressional Research

Service, Feb. 26, 1988.



of the redemptions (over $620 million out of
a total of $842 million that month, or $17,448
per store). Small and medium grocery stores
and convenience stores represent the majority
of those redeeming food stamps (28 and 22 per-

cent, respectively), but together these account
for only about 16 percent of the value of the
redemptions (per-store monthly averages of
$1,592 and $585, respectively).



TECHNOLOGICAL OPTIONS FOR PUBLIC ASSISTANCE
BENEFIT DELIVERY SYSTEMS

A public assistance card, with magnetic
stripe and photo, used in a stand-alone, online
public assistance system, is only one of sev-
eral options. **The other options vary accord-
ing to:

+ whether a real-time communications link
to a central database is used to make a
transaction;

+ the card’s storage medium and capabil-
ities (magnetic stripe card, optical mem-
ory card, microchip “smart card, ” or a hy-
brid of these); and

+ whether the benefits issuance and redemp-
tion system is dedicated to one or more
public assistance programs or shares an
infrastructure with private financial trans-
action systems.

Online v. Offline Systems

In online systems, e.g., cash issuance via
bank ATMs, magnetic stripe cards are used
in conjunction with card readers and a telecom-
munication network. The readers (located with
providers of a good or service) are Linked via
communication lines (usually leased telephone
lines) to a central computer database. For pub-
lic assistance programs, this database would
be the client eligibility and benefits database,
either residing in the agency’s computer or
taken from the main agency files but held in
a contractor’s computer. A food purchase or
other authorized transaction would result in
a debit in the client account and a credit no-
tation for the provider who could then redeem
the value through one or more financial insti-
tutions.

135 comparative descripion Of the features and capabilities

of these various types of systems is contained in: The Feasibil-
ity ofan Electronic Benefit Transfer System for the Food Stamps
Program, Birch and Davis Associates, Inc. and The Orkand
Corp., prepared under Contract No. 53-3198-1-139 with the U.S.
Department of Agriculture, Food and Nutrition Service, Office
of Analysis and Evaluation, 1982. This report found that a pig-
gybacked online system using magnetic stripe cards would be
most cost-effective because initial capitalization and operating
costs would be shared with bank point-of-sale/debit card net-
works. Although some of the information in the report is now
obsolete, it is likely that this finding is still valid.

Financial settlement in an online system can
be accomplished through the Federal Reserve
and/or Automated Clearing House (ACH) sys-
tems. At this time, there are two distinct types
of commercial online systems: real-time sys-
tems, such as ATM systems, and batch sys-
tems, which treat POS transactions like “elec-
tronic checks” and use the ACH system for
settlement.

In this paper, the distinction between online
and offline systems hinges on whether or not
telecommunication links to a central database
are required to execute a transaction. In some
of the online systems currently used for com-
mercial transactions, the provider's bank ac-
count is settled periodically, rather than each
time a transaction is executed.”

To execute a transaction in offline issuance
systems, a smart card containing a microchip
(that can have logic, as well as memory, func-
tions) is inserted into a read/write terminal.
With these systems, there is no requirement
for a real-time communication link to a cen-
tral database to perform a transaction. In a
commercial system, for instance, the terminal
would power the microchip in the card, read
the balance in the chip’s memory, debit the
card for the amount of the transaction, and re-
cord a credit on the seller’s card (or other mem-
ory device). In a public assistance system, the
chip’s memory would contain the benefits bal-
ance. For either type of system, the commer-
cial seller or benefit provider would communi-
cate periodically (again through telephone
lines) with a central computer to record credits;
financial settlement would be accomplished via
the Federal Reserve and/or ACH systems.
Communication links between the read/write
terminal and central database would also be

MAt present, there are regional procedures for online point-
of-sale (POS) debit procedures and multiple payment systems.
The two main online POS payment systems are those usin,
batched settlement through the ACH system (treating POS
transactions as “electronic checks”), and those in which real-
time verification, reconciliation and settlement is possible (sim-
ilar to cash withdrawals from customer accounts via bank ATM
machines).



used to periodically update information in the
chip’s memory, including cash balance or ben-
efit allotments. These links also would permit
posting of “hot card” lists containing the num-
bers of lost and stolen cards.

The primary model for online delivery sys-
tems for public assistance programs is the
banking system. A careful investigation of its
efficiency and effectiveness may, therefore, be
in order before government welfare agencies
duplicate it, become integrated with it, or
try to take the lead in development and de-
ployment.

At this time, financial services providers (in-
cluding equipment vendors, data processors,
and electronic switch operators) and financial
institutions (including major credit card com-
panies) are exploring the feasibility and accept-
ability of an offline commercial system. They
may, therefore, be looking for new users (e.g.,
government agencies) for their existing online
telecommunication networks and central data
processing centers. They may also be looking
for noncommercial users (e.g., government
agencies) to help finance an offline system. If
either were to occur, it might spur more wide-
spread commercial adoption of POS systems
and increase their utilization via government-
subsidized placement of POS terminals (e.g.,
in food stores in a debit issuance and redemp-
tion system for food stamps).

Card Capabilities and Functions

For electronic delivery of public assistance
benefits, a card containing a magnetic stripe
and photo is the less technologically sophisti-
cated of the two options examined here.”The
client photo would be used for personal iden-
tification; for enhanced security, the client
could be required to enter a memorized per-
sonal identification number (PIN) via a key-

“This paper examines uses for magnetic stripe cards and
smart cards, not optical memory cards. The latter could be used
in online issuance security and/or issuance systems, but their
comparative advantages lie in their relatively larger data stor-
age capacity. There is growing interest in use of these cards
for portable medical records, etc.

pad.I'The magnetic stripe contains informa-
tion (preferably encrypted) identifying the
client and case file. The POS terminal contains
a card reader and a keypad for the PIN. For
public assistance programs, a printer might
be necessary for receipts. Information read
from the card triggers an inquiry via a com-
munication link to a central benefits database
to verify eligibility and/or transfer benefits to
the recipient or retailer. The card itself is rela-
tively inexpensive” and is thought to be
functional for up to 2 years. For online issu-
ance security andlor issuance of eligibility serv-
ices (e.g., Medicaid) or lump issuance of bene-
fits (e.g., food stamps or cash assistance), a
magnetic stripe and photo card may be ade-
quate. This type of card is now being used in
New York State for issuance security and issu-
ance of Medicaid program benefits, and for pa-
per food stamps and cash issuance in several
California counties.”

A magnetic stripe card can also be used in
conjunction with a network that allows for
transactional services. Then, benefits can be
issued incrementally as the client needs them
rather than in a periodic (e.g., monthly) lump
sum as is done in the Food Stamp Program
and most other assistance programs. The net-
work for such a system is more sophisticated
than that for issuance security alone. Addi-
tional expenses are the transaction fees to the

16The American Bankers Association (ABA) has issued POS
guidelines covering physical card characteristics, customer iden-
tification, processing availability, operations requirements,
backup and recovery operations, and security. These build on
existing banking standards wherever possible. The ABA guide-
lines specify use of a customer PIN (rather than a signature)
for identification. PINs stored on cards are commonly encrypted
for security purposes. The ABA standards recommend use of
the ANSI Standard X9.8 Data Encryption Algorithm for PIN
encryption. (Guidelines for Online Debit card Systems at the
Point of Sale, American Bankers Association, 1987). For more
information about uses of data encryption in financial trans-
actions, see: U.S. Congress, Office of Technology Assessment,
Defending Secrets, Sharing Data: New Locks and Keys for Elec-
tronic Information, OTA-CIT-310 (Washington, DC: U.S. Gov-
ernment Printing Office, October 1987).

175 magnetic stripe card with photo costs less than $2, ex-

cluding the costs‘?f photographic equipment and labor. =
18+, g review Of pilots presently being conducted In eligi-
bility benefit programs see: Alternative Issuances and Deliv-
ery Systems, Department of Labor, Office of Inspector Gen-
eral (President’s Council on Integrity and Efficiency), July 1987.



terminal owner and to the operator of the tele-
communication switch used to route transac-
tions to the correct central database. These
could be passed on to the client or absorbed
by the public assistance agency.

Magnetic stripe cards can be counterfeited
relatively easily and inexpensively—one Na-
tional Bureau of Standards (NBS) expert esti-
mates that a device for magnetic stripe ‘skim-
ming’ (reading and capturing the information
written on the magnetic stripe in order to trans-
fer it to a counterfeit card) can be assembled
with 100 dollars’ worth of electronic gear. How-
ever, the photo and encrypted PIN would les-
sen some of this risk.I’

Because of these difficulties with systems
using magnetic stripe cards, banks and credit-
card issuers are researching and testing smart
cards. A conventional smart card contains a
microchip that stores information. It can con-
duct transactions when inserted into a termi-
nal containing a card reader/writer and a key-
pad for the PIN. Information on the card can
be updated through a telecommunication sys-
tem while the card is inserted into the termi-
nal. Estimates of price ranges vary (and de-
pend on assumed quantities), but from all
reports, the costs of both the card itself and
the interface terminal, or reader/writer, are de-
creasing.”

Proponents see several advantages to smart
cards. A significant advantage of smart cards,
despite their higher cost (in the $5 to $10
range), is that they are considered difficult to
counterfeit. Another advantage is that tele-
communication requirements are reduced. Ad-
ditionally, security is increased because author-
ization of the transaction is performed within
the card and reader/writer (rather than through
communication to a central database and

%One report indicated that in 1985 MasterCard and Visa had
a combined loss of $245 million due to counterfeit and other
frauds. Jeffrey Kutler, “Consumers Receptive to Smart Cards
and Anti-Fraud Measure. ” r;ﬁai@n Banker, Oct. 1, 1986.

%Qpe Vendor 0 smart cards I-minds suggested “quan-
tity’ prices in the $150-$300 range for a relatively simple smart-

card terminal with PIN pad forPOS use, and an additional $100-

$500 for a printer. J. Esser, Schlumberger, personal communi-
cation, Mar. 2, 1988.

transaction processing center). For credit card
applications, they can reduce credit losses, can
be offered with a smaller credit line, and credit
can be stopped more easily. Some experts con-
sider that smart cards will be ideal for debit-
card/POS applications.”1 However, use of
smart cards may be less practical in programs,
such as public assistance, that have a high cli-
ent turnover or where cards must be replaced
frequently.

Standardization of smart cards is a problem.
In order to enable smart cards to work on any
reader and to be used for more than one appli-
cation, a committee of the American National
Standards Institute (ANSI) is developing a
standard for the location of contact points on
smart cards and for a set of general commands
for passing information between card and
reader. Agreement on standards is probably
2 to 5 years away.” At present, Japanese
smart cards meet different standards than
those worked out by the International Orga-
nization for Standardization (1S0). Agreement
on standards is moving slowly, probably more
for political/proprietary reasons than for tech-
nical ones.

Interest in and use of smart cards is grow-
ing. They are increasingly used in the private
sector in Europe. MasterCard has successfully
conducted a small pilot program in the United
States and is planning to extend its use of
smart cards; Visa and American Express are
expected to follow. Some experts at NBS con-
sider that a general movement to use of smart
cards as credit cards would be possible begin-
ning in 1990, and that by 1995, it will be rea-
sonable to implement a large smart-card net-
work, enabling the financial industry to use
offline smart-card debit cards (which would be
periodically “loaded” with new balances on-
line) .23 However, use of smart cards has
lagged behind projections, in part because of
uncertainties concerning standards.

21Some “super smart cards, ” with their own small keypads
for input/output functions, are also being tested for multipur-
pose card applications.

”0TA staff interview with R. Warnar (NBS), Nov. 24, 1987.

See also, High Technoloay. July 1986, p. 42.
230TA staff interview with R. Warnar FNBS), Nov. 24,1987.
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In the civilian sector of the Federal Govern-
ment, a number of pilot programs using smart
cards for transaction or access control appli-
cations are currently being planned or con-
ducted, including the Department of Agricul-
ture’s peanut quota program and tobacco price
support program, and the FNS'S feasibility
study for an offline Food Stamp demonstra-
tion project. There is also great interest on the
part of defense and intelligence agencies,
mostly for access control applications. Al-
though most of the completed pilot programs
have been termed successes in terms of tech-
nical feasibility and user acceptance, their costs
have been high.

Magnetic stripe cards and smart cards re-
quire different readers and have different
standard conventions for data storage. There-
fore, making the transition from a system
based on magnetic stripe cards to one using
smart cards would require revisions to data
center software to reflect new input formats
and replacement of existing card readers. Also,
while magnetic stripe cards are generally used
only as “read only” cards,”use of smart
cards implies extensive read and write capa-
bilities (to update balances directly onto the
card). For commercial credit card applications,
there is already an extensive base of magnetic
stripe card readers. Some foresee a “transition
generation” of credit cards-with a magnetic
stripe and a microchip-so that existing read-
ers can be used during the transition to smart-
card read/write terminals.”

24Some have noted that it is possible to use magnetic striPe
cards with rewritable tracks in an offline type of system; how-
ever, most discussions of offline systems involve smart cards
because of the technical limitations of read/write magnetic stripe
cards.

2The proposed international ISO smart card standard is for
a card with both chip and magnetic stripe, suitable for the tran-
sition generation. Dual terminals would be more expensive than
magnetic-stripe-only terminals-a dual terminal for the transi-

tion generation, which can interface with a microchip and a mag-

netic stripe, currently sells for $500 to $1,000, compared with
$150 to $300 for a magnetic stripe reader (not including printers).
However, prices for dual card terminals can be expected to fall
as the technology is refined and large numbers of terminals are
sold. According to some, prices for ISO standard dual units may
eventually be under $300 in large volumes.

Stand-Alone v. Piggybacked Systems

As discussed in this paper, a stand-alone sys-
tem for public assistance programs would be
one in which the cards, terminals, communi-
cation network, and information processing ca-
pabilities are dedicated to one or more assis-
tance programs. A piggybacked system would
be one in which major elements of the system
(e.g., terminals, network and/or processing fa-
cility) are shared with commercial systems
(bank ATM networks, retail debit-card/POS
systems, etc.). In a piggybacked government/
commercial system, the government would not
bear the total cost. At the same time, the gov-
ernment would not have total control over the
system.

Piggybacked systems might have lower to-
tal costs per transaction because of increased
network utilization and shared capital costs
for terminals and other equipment. If piggy-
backing were indeed to lower costs per trans-
action, then the cost-effectiveness of electronic
issuance security and/or issuance systems for
food stamps or cash benefits would depend on
the status of the local commercial electronic
transaction infrastructures (e.g., ATM net-
works, retail/supermarket POS systems).

As was mentioned previously, there are two
distinct types of online POS systems. In a real-
time online POS system, all the information
to verify, reconcile, and settle the transaction
is collected and recorded at the time the trans-
action is made. In principle, therefore, settle-
ment between the customer’s and provider’s
accounts can be done in real time.” By con-
trast, in the batch or “electronic check” type
of online POS system, information to verify
and reconcile a transaction is collected at the
time the transaction is made. Batches of trans-
actions are subsequently recorded in digitized

26 However, according to the American Bankers Association

(ABA), net cash settlement between interchange parties (e.g.,
card-issuing institutions or networks) is often done periodically
using a settlement agent (which may be a bank or ACH) and
the Federal Reserve System. P. Brown, ABA, personal com-
munication, Feb. 29, 1988.
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form (e.g., on magnetic tape) and processed for
settlement by an ACH. In this model, the card
issuer or network does not have all the infor-
mation necessary to settle the transaction un-
til the transaction is “cleared” at the ACH.

One successful supermarket POS implemen-
tation, by Lucky Stores, is discussed below.
This is a real-time online system piggybacked
onto the existing banking ATM networks and
retail POS networks. The online Food Stamp
demonstration project in Reading, Pennsyl-
vania, was a real-time system that used a lo-
cal bank as agent for daily ACH settlement.
This system was a stand-alone one and there-
fore did not offer the same potential for per-
transaction cost reductions through increased
volume and sharing of network infrastructure
to better match volume and capacity .27

The American Bankers Association (ABA)
published its guidelines for debit-card/POS in
1987, after a 2-year effort to build consensus
within the financial and retail communities
about the shape and form of POS systems.”
The ABA intends these guidelines to foster the
growth of POS networks at the local level and
to encourage the development of national sys-
tems. The ABA guidelines describe an online,
real-time POS system using magnetic stripe
cards.

Some retailers and financial services provid-
ers have already established proprietary or
shared debit-card/POS networks, sometimes
in conjunction with credit card systems. The
number of POS terminals is growing rapidly,
although they continue to be outnumbered b
ATM terminals.” By January 1988, accord-

27 Joseph S.Pendleton 111, Meridian Bank (Reading, PA),

personal communication, Jan. 20, 1988.

A description of the operation of the Reading demonstration
system is given in chapter 2 of the Abt Associates report, op.
cit., footnote 6.

*Guidelines for Online Debit Card Systems at the Point of
Sale, American Bankers Association, 1987. L.

29 According to the Electromic’ Funds’ Transfer Association
(EFTA), the total number of operational ATMs was about 70,000
in mid-1987, installed by some 10,000 financial institutions. Of
these ATMs, most now operate in shared networks. (EFTA Data
Charts, Set No. 1, August 1987)

Financial institutions are not required to report the number
of ATMs they have installed. Also, total cost data for private
ATM operations are difficult to obtain and are not publicly re-
ported.

ing to POS News, about 41,000 POS debit ter-
minals had been installed. Of these, some
15,500 had been installed by various major
retailers, department stores, fast-food restau-
rants, and non-retail locations. About 15,700
had been installed by retail gas stations, about
8,400 by supermarkets, and about 1,600 by
Convenience StoreS'SO Electronic Fun S Trans-
fer Association (EFTA) data show that, by
mid-1987, an estimated 13,000 debit-card is-
suers had an outstanding debit-card base of
some 160 million cards, mostly for ATM ac-
cess; of these, perhaps 50 million could be used
to access POS terminals. By comparison,
EFTA statistics indicate that there were over
750 million credit cards outstanding in 1986,
with MasterCard and Visa alone accounting
for over 2.6 billion transactions that year.”

Safeway Stores, one of the Nation’s major
supermarket chains with 1,500 stores, con-
ducted a year-long pilot program in Washing-
ton State and the Mid-Atlantic region, with
an online debit system based on bank ATM
cards. According to a Safeway representative,
the chain concluded that implementing a na-
tionwide store debit system could not be cost-
justified at present. Lack of uniform debit reg-
ulations and national standards was consid-
ered to be one complicating factor for any
multi-State POS system.”

Lucky Stores, a regional supermarket chain,
began accepting bank ATM cards for food pur-
chases in a few stores in 1984; by 1985, the
trial had extended to 30 stores in California.
Consumer acceptance was judged high, and in
1986, Lucky extended the POS system to

sopos News, January 1988.

EFTA data showed some 32,500 POS debit terminals installed
as of mid-1987. The 1988 data showed that the largest increases
were for POS terminals in gas stations (6,600 increase) and su-
permarkets (1,500 increase). EFTA data show that the installed
base of POS debit terminals was practically zero as recently
as 1983. J. Callan, EFTA, personal communication, Feb. 24,
1988.

IR FTA Data Charts Set No. 4, December 1987.

32Melanie Hobden, Manager of Consumer Financial Services,

Safeway, personal communication, Jan. 21, 1988.
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325 California stores.” By 1987, 350 Lucky
stores in California and Arizona were using the
ATM debit system, which permits customers

BLee Paulson, Cetron Transaction Systems, Inc., personal
communication, Jan. 22, 1988.

Lucky stores purchased its own telecommunication switch
and is marketing the system to other stores through a subsidi-
ary. According to its developers, the system can accept an esti-
mated 90 percent of the ATM cards in California and processes
some 1.5 million debit transactions per month. The system is
an online, real-time debit system (like an ATM machine) rather
than a batched online (“electronic checks”) system.

to purchase food and get up to $200 in cash.
According to its developers, a real-time sys-
tem is preferable because it offers superior con- .
trol and flexibility and because new features
(i.e., food stamps) can be added via software
changes for a relatively low incremental cost—
perhaps $100 per terminal.™

*1bid.



PRIVACY AND SECURITY IMPLICATIONS

Although the vast majority of Americans
consider privacy to be a fundamental value,
they do not view it as an absolute right. Its
meaning for policy purposes is often unclear
and its protection tends to depend on the par-
ticular context or situation in which it might
be threatened. The Privacy Act of 1974 gov-
erns the practices of Federal agencies in han-
dling personal information. The design of an
electronic system for delivery of government
benefit programs would need to take into ac-
count the principles of that act. But such a sys-
tem would also represent a qualitative change
in the environment of Federal agency prac-
tices—a change that is represented by the need
for a plastic identity card and by electronic in-
terchange of information between the public
and private sectors. Earlier proposals that con-
tained similar recommendations-the proposal
in the early 1980s to have an identity card for
immigration purposes®and the proposal in
the mid-1960s to establish a National Data
Center” —were rejected by Congress and the
American people.

In addition to legal and administrative meas-
ures to ensure the privacy of individuals, a re-
cent law requires agencies to employ appro-
priate physical and technical measures to
protect personal information in computer sys-
tems operated by or for the Federal Govern-
ment. The Computer Security Act of 1987
(Public Law 100-235) provides for the devel-
opment of computer standards and training
programs to protect certain unclassified infor-
mation held in Federal computer systems. The
act requires agencies to develop security plans

#See: U.S. Congress, House Committee on the Judiciary,
Subcommittee on Immigration, Refugees, and International
Law, Immigration Reform and Control Act of 1983, Hearings,
98th Cong., 1st sess., Mar. 1, 2, 9, 10, 14, 16, 1983 (Washing-
ton, DC: U.S. Government Printing Office, 1983).

See: U.S. Congress, Senate Committee on the Judiciary,
Subcommittee on Administrative Practice and Procedure, In-
vasions of Privacy (Government Agencies), Hearings, 89th
Cong., February 1965, June 1966 (Washington, DC: U.S. Gov-
ernment Printing Office, 1965-67); U.S. Congress, House Com-
mittee on Government Operations, Special Subcommittee on
Invasion of Privacy, The Computer and invasion of Privacy,
Hearings, 89th Cong., 2d sess., July 25,27,28, 1966 (Washing-
ton, DC: U.S. Government Printing Office, 1966).

to protect sensitive information held in com-
puters and to train employees in security prac-
tices and procedures. The law’s definition of
“Federal computer systems” includes net-
works used for data communication between
computers, and includes systems operated by
contractors to process data on behalf of the
Federal Government. The definition of “sen-
sitive information” includes any information
(not otherwise classified for national security
purposes) the loss, misuse, unauthorized ac-
cess to, or modification of which could ad-
versely affect the national interest, conduct of
Federal programs, or privacy to which individ-
uals are entitled under the Privacy Act.”
Therefore, public assistance programs would
be subject to the provisions of the Computer
Security Act.

The Privacy Act of 1974

Personal information in Federal agency data-
bases receives some protection under the
Privacy Act of 1974, which gives individuals
certain rights in order to exercise some con-
trol over the content and uses of their personal
information, e.g., the right to see and correct
information, and to challenge secondary uses
of information. The act also requires agency
staff to handle personal information in a man-
ner consistent with individual privacy, e.g.,
they must ensure that information is current
and accurate, that information is collected
directly from the individual, and that adequate
safeguards are provided to prevent misuse of
information. To ensure agency compliance with
these principles, the act enables individuals to
bring civil and criminal suits if information was
willfully and intentionally handled in violation
of the act. In addition, the Office of Manage-
ment and Budget (OMB) was assigned respon-
sibility for overseeing agency implementation
of the act.

Although the Privacy Act was, in large part,
a response to the perceived threats of com-
puterized information systems, it was written

"Public Law 100-235, Section 3.

13
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in the context of manual record systems. By
1986, Federal agencies were using sophisti-
cated computer and telecommunication tech-
nology, including microcomputers, computer
matching of tapes of databases, online and
offline computer-assisted front-end verifica-
tion, and computer profiling. At that time,
OTA reviewed Federal agency personal infor-
mation practices and concluded that Federal
use of new electronic technologies in process-
ing personal information had eroded the pro-
tections of the 1974 Privacy Act.”

Most of these new applications were insti-
tuted as a part of the efforts to detect fraud,
waste, and abuse, and to improve the efficiency
of government programs. OTA found that nei-
ther Congress nor the executive branch was
providing a forum in which the tension between
these interests and privacy interests could be
debated and resolved. Absent such a forum,
agencies have had little incentive to consider
privacy concerns when deciding to establish
or expand the use of personal record systems.
The proposal to adopt an electronic system for
issuance and redemption of Federal benefits
and services would provide an opportunity for
open discussion of privacy and efficiency in-
terests.

An electronic system for issuance and re-
demption of eligibility benefit programs would
include many of the computer and telecommu-
nication applications discussed in the 1986
OTA report. The problems discussed in that
report would be intensified with such a sys-
tem. It would also entail a qualitative change
in the environment of privacy, in that it would
require recipients to use an identity card and
would involve widespread linking of public and
private sector databases.

National Identity Card

The existence of a plastic identity card, ir-
respective of whether it is a magnetic stripe
card or smart card, raises privacy and other

3U.S. Congress, Office of Technology Assessment, Federal
Government Information Technology: Electronic Record Sys-
tems and Individual Privacy, OTA-C IT-296 (Washington, DC:
U.S. Government Printing Office, June 1986).

civil liberties concerns. In order for a card to
function as an identity card, it would need to
contain some unique identifier and a means to
authenticate the identity of the user of the
card. A unique personal identification number
(PIN), or combination of letters, numbers, and
symbols, is an integral component of an iden-
tity card. This can be supplemented with a
photo, fingerprint, or other biometric identifier.

Historically, Americans have been opposed
to the government’s initiation of an identity
card, as they regard it as more in keeping with
the needs of a totalitarian, or Big Brother, sys-
tem of government.” Instead, Americans
have preferred a number of cards for identifi-
cation indifferent circumstances (e.g., driver’s
license, voting, health insurance, Medicaid, in-
ternational travel, commercial credit, and So-
cial Security). In theory, this more informal
system enables the individual to keep the vari-
ous parts of his or her private life separate.
In practice, this system is becoming integrated
because the social security number is increas-
ingly being used as the numerical identifier on
a variety of cards.

The most recent debate in this country on
the creation of an identity card occurred in the
early 1980s and was generated by the Select
Commission on Immigration and Refugee Pol-
icy, whose mandate was to develop a means
for controlling the employment of illegal aliens.
One possibility considered by the Commission
was to create an employee-identification card
that would be given only to those who could
supply documented proof of their status. The
card was also to be difficult to counterfeit.
Another possibility was to use the Social Secu-
rity card as an identity card. These proposals
drew heated criticism from across the politi-
cal spectrum. Patricia Harris, then Secretary

%Louis Harris & Associates, Inc., and Dr. Alan F. Westin,

The Dimensions of Privacy: A National Opinion Research Sur-
vey of Attitudes Toward Privacy (conducted for Sentry Insur-
ance), December 1979; and Louis Harris & Associates, Inc., The
Road After 1984: A Nationwide Survey of the Public and Its
Leaders on the New Technology and Its Consequences for Amer-
ican Life (conducted for Southern New England Telephone for
presentation at the Eighth International Smithsonian Sympo-
sium, December 1983.)



of Health and Human Services, summed up
the criticism in saying:

many people would interpret such an ap-
proach as a move toward a national identifi-
cation document. . . our society has had a Iong
history of opposmon to the concept of a uni-
versal identifier, and | share this concern.’

The Iremigration Reform and Control Act that
ultimately passed Congress did not include an
employee identification card. Congress has,
however, mandated a number of studies related
to the issue of a national identity card. The
White House was required by the 1984 Crime
Control Act to study the need for a national
identity document; the study was to have been
completed in October 1987.'1 The General
Accounting Office was required by the Im-
migration Reform and Control Act of 1986
(Public Law 99-603) to study ways to reduce
the potential for fraudulently obtaining and
using social security cards and to identify tech-

nological alternatives for maklng the card more
resistant to counterfeiting.”

Discussions of an electronic system for dis-
tribution and redemption of public assistance
benefits would likewise rekindle the debate
about a national identity card. This is espe-
cially true given the likelihood that one card
would be used in the issuance and redemption
of a number of public assistance programs. If
the Social Security system were to be part of
an overall electronic system, the “national”
nature of the card would be ensured. If the card
were only used by recipients of eligibility ben-
efit programs, then the card might stigmatize
an economic and social subset of the popu-
lation.

*As quoted in Marvin Stone, “A National Identity Card?”,
U.S. News & World Report, vol. 89, Sept. 15, 1980, p. 88.

41“A Study on a National ID Card Falls Between the
Cracks, ” Privacy Journal, vol. XIII, No. 10, August 1987, p. 1.

*U.S. General Accounting Office, Immigration Control: The
New Role for the Social Security Card, GAO/HRD-88-4, Mar.
16, 1988. GAO concluded that use of the social security card
for employment eligibility verification, rather than use of a num-
ber of other identification documents (birth certificates, etc.),
would be less susceptible to fraud. GAO recommended that the
Social Security Administration adopt a card that was resistant
to color copiers.

If a smart card were to be used in an elec-
tronic system for public assistance, additional
privacy and security concerns would be raised.
Unlike the use of these cards for some other
applications, the use of smart cards in public
assistance would still require a central program
database in order to calculate benefits. Addi-
tionally, a decentralized database would be con-
tained in the card’s memory in order to execute
transactions. The need for both a centralized
and decentralized database, and periodic link-
ages between them for updating data, will re-
quire new procedures to ensure privacy and
security. Furthermore, if one smart card is to
be used for more than one purpose, it would
be important to ensure that a Food Stamp pro-
vider could not access Medicaid information.”

De Facto National Database

The 1986 OTA report, Electronic Records
and Individual Privacy, concluded that the
widespread use of computerized databases,
electronic record searches and matchings, and
computer networking was leading rapidly to
the creation of a de facto national database con-
taining personal information on most Ameri-
cans.” Though a national database was not
authorized by specific legislation, widespread
use of data linkages led, in practice, to crea-
tion of such a database. Use of the social secu-
rity number as an electronic national identi-
fier was facilitating the development of this
database. The data linkages examined in the
OTA report were primarily among Federal and
State agencies, with some private sector in-
volvement by employers, credit agencies, and
banks.

A de facto national database is actively be-
ing created, although in a piecemeal fashion.
A significant step was the establishment of

“*Technological means for effecting some of these safeguards
are within the current state of the art. However, it remains to
be seen whether a given application would or could use them.
See the 1987 OTA report, Defending Secrets, Sharing Data:
New Locks and Keys for Electronic Information, op. cit., foot-
note 16, pp. 68-69.

“The term de facto national database is used to distinguish
it from a national database that was created by law, i.e., a de
Jure national database.
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State Income Eligibility Verification Systems
(SIEVS), required by the 1984 Deficit Reduc-
tion Act (DEFRA). SIEVS is used to verify
information provided by the client during the
application process. SIEVS contains wage and
benefit data from State Wage Information Col-
lection Agencies; wage, benefit, and other in-
come data from the Social Security Adminis-
tration; and unearned income data from the
Internal Revenue Service (IRS) .45 Another
database that can be viewed as part of a na-
tional database is the IRS Debtor Master File,
which was also authorized in the Deficit Re-
duction Act. The File was created using infor-
mation from the databases of a number of
Federal agencies and was to aid in the admin-
istering of tax refunds to collect on delinquent
Federal debts, such as student loans.*

Electronic issuance and redemption systems
for eligibility benefit programs would be sig-
nificant components of a de facto national data-
base, but they would also significantly change
its nature. Most of the present data linkages
occur within the public sector. If issuance and
redemption of public assistance were added,
this would involve private sector providers.
Medical information supplied by doctors and
hospitals could then become part of that data-
base. Medical insurers would be part of the
communication link in order to certify that
Medicaid clients had exhausted their private
coverage. Food stores could also be a part of
such a national database, providing informa-
tion on the buying habits of millions of Ameri-
cans. Changes of this nature could increase the
surveillance capabilities of the national data-
base. These changes might also change public
perceptions of privacy protections.

Computer Security Act of 1987

The Computer Security Act of 1987 (Public
Law 100-235) assigns to the National Bureau

At the Senate hearings on the Computer Matching Privacy

Act in 1986, GAO reported that its preliminary study of SIEVS
indicated that costs were greater than anticipated benefits, and
that compatibility was a problem. U.S. General Accounting Of-
fice, Welfa.reeligibility - Deficit Reduction Act Verification Is-
sues, GAO/HRD-87-79FS, May 1987.

46y S Department of the Treasury, Internal Revenue Serv’

ice, “Privacy Act of 1974; System of Records, " Federal Regis-
ter, vol. 50, No. 195, Oct. 8, 1985, p. 41085.

of Standards (NBS) responsibility for devel-
oping technical, management, physical, and
administrative standards and guidelines for
the security of sensitive information in Fed-
eral computer systems, and for developing
guidelines for training in security awareness
and practice for personnel operating Federal
computer systems. In assigning these respon-
sibilities to NBS, Public Law 100-235 gives the
National Security Agency (NSA) a technical
advisory role—NBS can draw on technical
guidelines developed by NSA to the extent
that NBS deems them consistent with require
ments for protecting sensitive information in
Federal computer systems.” A 1984 Presi-
dential directive, National Security Decision
Directive 145 (NSDD-145), had given to NSA
primary responsibility for protecting unclas-
sified, but sensitive, information in Federal
computer systems.”

The security standards to be developed
according to the Computer Security Act of
1987 are intended to assure “cost-effective”
security and privacy: agency security plans de-
veloped according to the standards are to be
commensurate with the risk and magnitude
of the harm resulting from loss, misuse, un-
authorized access to, or modification of, sen-
sitive information in the computer systems.”

The act requires each Federal agency to pro-
vide mandatory periodic computer security
training for employees involved in the man-
agement, use, or operation of Federal computer
systems within or under supervision of that
agency. Because data on individuals subject

“According to Public Law 100-235, the Secretary of
Commerce is responsible for promulgating the standards and
guidelines developed by NBS. The Secretary is authorized to
make these standards compulsory and binding to the extent
necessary to improve the security and efficiency of operation-or
security and privacy—of Federal computer systems. Individ-
ual agencies may employ more stringent standards; conversely,
these NBS standards may be waived if their application would
adversely affect the computer operator’s mission or not be cost-
effective overall for the Government.

8For a discussion of NSDD-145 and Federal programs con-
ducted pursuant to this directive, as well as a description of
the policy debate surrounding the passage of Public Law 100-
235 (formerly H.R. 145), see the 1987 OTA report, Defending
Secrets, Sharing Data: New Locks and Keys for Electronic In-
formation, op. cit., footnote 16.

“Public Law 100-235, Sec. 2(b)-1 and Sec. 6(b).
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to the Privacy Act fall within the purview of
Public Law 100-235, agency personnel involved
with electronic benefit systems would likely
require periodic training. Moreover, the act re-
quires each Federal agency to:

. identify the computer systems, and sys-
tems under development, within or under
the supervision of the agency that contain
sensitive information; and

. establish a cost-effective plan for the secu-
r_i]E_y gr;lod privacy of each system so iden-
tified.

" sopyblic Law 100-235, Sec. 6 (a) and (b).

These requirements would apply to agency
computer systems used for automated pre-
issuance functions or for electronic benefits de-
livery, or to such systems operated by third
parties. Depending on the levels of security
deemed necessary and cost-effective, any of a
number of technical and administrative meas-
ures ranging from communications encryption
to access control software for computer sys-
tems might be required.”

61 F, g discussion of some of these measures see the 1987

OTA report, Defending Secrets, Sharing Data: New Locks and
Keys for Electronic Information, op. cit., footnote 16.



PROGRAMMATIC EFFECTS

Effects on Agency Staff
and Operations

In order for benefit programs to share over-
head and operating costs of an electronic sys-
tem for issuance and redemption, it is likely
that the administration of a number of pro-
grams will be consolidated. For example, San
Francisco had proposed the use of a public
assistance card for authorization and delivery
of AFDC, Food Stamps, Medical, Foster Care,
Refugee Assistance, and Supplemental Bene-
fits. This type of consolidation has been pro-
posed before in various welfare reform
proposals, and may well be beneficial for these
programs. Most recently, the Low Income Op-
portunity Working Group of the Domestic Pol-
icy Council emphasized that public assistance
programs constituted a system and should be
treated as such. The Working Group suggested
that some of the problems in welfare programs
were caused by conflicting rules.”

If program consolidation is to take place, and
if program goals are not to be compromised,
the technology of benefit delivery alone should
not drive this decision. The staff in specific
program areas must be actively involved as
the electronic system is designed and imple-
mented. Consolidation of programs would re-
quire coordination of the numerous Federal
rules and regulations that currently govern the
administration of separate programs. Addi-
tionally, State and local implementing regu-
lations would need to be taken into account.
Requirements for determining eligibility may
need to be made more uniform so that similar
software can be used in a number of public
assistance programs and in a number of juris-
dictions.

A move to an electronic system would af-
fect agency personnel. It may involve a shift
in composition of the Federal and State work-
force; it would certainly involve retraining, as
a more technically literate workforce would be
necessary. Depending on how an electronic sys-
tem is designed, it may entail more private sec-

*?Domestic Policy Council, Low Income opportunity Work-
ing Group, Up From Dependency: A New National Public Assis-

tance Strategy (Report to the President), December 1986, pp. 4-5.
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tor involvement in administering programs
and in making decisions about eligibility. As
contractors may be administering the system
for eligibility verification and calculation of
benefits, policies regarding confidentiality and
liability may need to be revised.

Effects on Providers

Providers of goods and services (e.g., super-
markets under the Food Stamp Program and
doctors under Medicaid) may welcome elec-
tronic systems because they may reduce paper-
work and other operating costs, and/or enable
them to get their accounts credited more quick-
ly. These benefits will bean advantage primar-
ily to large providers and vendors, who will
be able to afford the capital costs of an elec-
tronic system”and the costs of training em-
ployees to use that system. In order that small
providers and vendors are not disadvantaged,
policy decisions about how to fund such sys-
tems will be important. Additionally, there
needs to be wide geographic distribution of sys-
tems if providers are to serve clients in all
areas.

For example, if the Food Stamp Program
were to move to an electronic issuance system
well in advance of general adoption of POS sys-
tems by food stores and other retailers, this
would have a substantial impact on food
sellers. In particular, requirements for special
POS equipment and additional procedures
might be resisted by food sellers because of
their concerns with checkout productivity and
because of tight space constraints in store oper-
ations.

If a stand-alone electronic Food Stamp issu-
ance system were to be widely implemented,
special terminals would probably be funded,
directly or indirectly, by the government, and
food sellers would have to provide space for
them at checkout counters. Present Food

%For example, $ome supermarket FEPreSENtatives give “ball

park estimates” of capital costs for a checkout-lane POS sys-
tem in the $400-$1,000 range per checkout terminal. Melanie
Hobden, Safeway, personal communication, Jan. 21, 1988; and
Lee Paulson, Cetron Transaction Systems, personal communi-
cation, Jan. 22, 1988.
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Stamp policies, encouraging widespread ac-
cess, restrain the government from passing on
to food sellers the additional costs of auto-
mated food stamp redemption. (At present,
food sellers do incur the labor costs of handling,
sorting, and storing redeemed stamps.) The re-
quirement that food sellers must be nondis-
criminatory with regard to customers using
food stamps (e.g., no segregated checkout lane
or restricted shopping hours) would not nec-
essarily require the Federal Government to
place terminals at every checkout counter in
a store. For example, terminals could be in-
stalled at selected counters, provided that
these checkout lanes were open to all custom-
ers, not just Food Stamp clients. Still, if all
food sellers currently participating in the pro-
gram continued to participate, the total num-
ber of terminals required would number sev-
eral hundreds of thousands.

Maintaining a dual (electronic and paper)
system might save some capital costs, but
would substantially reduce expected benefits
from moving to an electronic system. If a pol-
icy were adopted placing terminals in large
stores only, many food sellers and other pro-
viders would be shut out of the electronic sys-
tem and clients might find it less convenient
to use benefits. Alternatively, piggybacking
electronic food stamp issuance onto an exist-
ing (or developing) POS system in food stores
would lower the government’s capital equip-
ment and operating costs because equipment
and networks would be shared with retail oper-
ations and other customers. Additionally, food
sellers might be more receptive to installing
equipment that could potentially be used by
all customers.

If divergent Food Stamp Program and re-
tail POS systems developed, with standards
and protocols sufficiently different so as to pre
vent shared equipment and network use, food
sellers might resist giving store space to two
sets of terminals. They might choose to stop
participating in the program, making food
shopping more costly or less convenient for
Food Stamp clients.

If the Federal Government were to be a tech-
nology leader in this area and were to finance
a stand-alone system before a commercial sys-

tem was developed, this might speed the estab-
lishment of retail POS networks by a few years,
but at some cost to the Government.

Effects on Clients

The move to an electronic distribution sys-
tem will be a major change for clients of eligi-
bility benefit programs. For many clients, a
public assistance card may be their first plas-
tic card and will raise numerous privacy con-
cerns that are discussed above. For most
clients, an automated system would entail their
first use of a computer. The change to an elec-
tronic system will necessitate training of
clients. But, the social changes for clients will
also have to be addressed (e.g., no mail and less
contact with program staff), as well as some
practical aspects (e.g., convenience of locations
and physical abilities of recipients). Addition-
ally, not all clients speak English; the system
will need to be designed so that non-English
speaking clients can effectively access it. Soft-
ware is now available to provide bilingual assis-
tance for English./French and is being devel-
oped for English/Spanish. Asian language
translations are more difficult because of differ-
ent alphabets.

In a paper environment, clients have docu-
mentation for what they receive from the gov-
ernment and some means by which they can
monitor their own transactions. In an elec-
tronic environment, clients may require simi-
lar tangible records so they can challenge an
electronic data trail; thus, hardware costs may
increase if special printers are required to pro-
vide receipts with Food Stamp balances. One
source of fraud in welfare programs has been
providers double-dipping for payment. In an
electronic system for distributing eligibility
benefits or services, similar transgressions
could occur and clients would need to be able
to challenge questionable transactions. A num-
ber of security features can be built into a
smart card (e.g., passwords (PINs) and asso-
ciated validation algorithms), and the card can
be programmed to shut itself off if incorrect
passwords are keyed. With a magnetic stripe,
online system, these security features are built
into the network infrastructure and rely on
communication links.



CONCLUSION

The issues raised by proposals to move to
an electronic system for delivery of public
assistance benefits—which of a number of sys-
tem objectives and implementations to choose,
the consolidation of public assistance pro-
grams, appropriate private sector involvement
in the welfare system, creation of a national
database, and due process and privacy rights
of clients-are fundamental. Before a national
electronic system for issuance and redemption
of welfare benefits and services is implemented,
the policy issues discussed above must be ad-
dressed and resolved, with input from all of
the affected parties. Otherwise—to the detri-
ment of agencies, providers, and clients-the
technology and the interests of the financial
network providers (including hardware vend-
ors, data processors, and network switching
organizations) may shape the system.

The current interest on the part of Federal
and State agencies and financial network
providers creates an opportunity to design and
pilot prototype systems. This would provide
more information on the technological capa-
bilities as they affect public assistance pro-
grams. More importantly, it would provide an
opportunity to examine the effects on program
administration and to incorporate privacy and
security protections. Localized demonstration
projects can be useful to familiarize public
assistance agencies with technology trends and
developments, to provide governments voice
in the standards development process, to iden-
tify implications for program regulations, and
to identify the needs of particular participant
groups.
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While pilot projects are being conducted,
technological developments will continue. Al-
though some large credit card issuers, busi-
nesses, and government agencies are testing
smart-card applications, technical standards
for smart cards, and for transition-generation
cards carrying both a microchip and a mag-
netic stripe, are still evolving. When these
standards stabilize (perhaps in the next 2 to
5 years), especially if a more broadly-based
commercial point-of-sale infrastructure has
emerged, the cost-effectiveness of various elec-
tronic issuance and redemption systems for
widespread use in public programs can be more
readily evaluated. At that time, the technical
and financial uncertainties and risks to the gov-
ernment will be lower.

Some coordination in the design and imple-
mentation of pilot projects is desirable if the
public assistance community as a whole is to
benefit, and if these systems are to be capable
of adapting to changing technology. Coordi-
nation will ensure that a number of prototype
systems are tested across the country and will
enable agencies in different States to learn
from the experiences of others. This is critical
if the end result is to be a national system. Al-
though a national system may entail a num-
ber of different systems developed and man-
aged locally, there will still need to be

standardized data and communication formats
for Federal administrative purposes.
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