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Foreword

In the changing geopolitical environment of 1989, President George Bush revived and amplified
President Dwight D. Eisenhower’s 1955 “Open Skies” proposal calling for mutual aerial surveillance
of NATO and Warsaw Pact territories. Meanwhile, Conventional Armed Forces in Europe Treaty
negotiators were considering aerial inspections as one measure for monitoring arms reductions.
Although neither of these applications of cooperative aerial surveillance have yet been agreed to,
negotiations continue on both. Recently, nations without access to the kinds of national technical
means of verification available to the United States and the Soviet Union have shown interest in
reciprocal overflights as a means of building confidence among international neighbors.

This report examines the potential and limitations of cooperative aerial surveillance as a means
of supporting the goals of a variety of international agreements. It surveys the types of aircraft and
sensors that might be used. It reviews the status of and issues raised by the Open Skies Treaty
negotiations as an extended example of an aerial surveillance regime. The report concludes with a
guantitative analysis of one possible use of cooperative overflights. the search for potential arms
control violations.

In 1989 the Senate Committee on Foreign Relations and House Committee on Foreign Affairs
asked OTA to undertake an assessment centering on the technologies and techniques of monitoring
the prospective START Treaty. In its request, the Committee on Foreign Affairs also called on OTA
to address the “. . . newer technologies that can be brought to bear on such cooperative verification
measures as reamed on-site inspections, manned perimeter and portal monitoring, and unmanned
on-site monitoring. The Committee added that “it would be useful to place these technologiesin the
broader context of verification technologies and methods.” Since aerial surveillance is a potentially
significant means of arms control monitoring, this report is one response to the latter request. (Another,
Verification Technologies. Managing Research and Development for Cooperative Arms Control
Monitoring Measures, was published in May 1991.)

The larger assessment has also produced two other, classified, reports: Verification Technologies:
Measures for Monitoring Compliance With the START Treaty was delivered in the summer of 1990
and its unclassified summary was published in December 1990; Monitoring Compliance With Limits
on Sea-Launched Cruise Missiles was delivered in the summer of 1991, with an unclassified summary
scheduled for publication later in the year.

In preparing this report, OTA sought the assistance of several individuals and organizations (see
“Acknowledgments’). We very much appreciate their contributions. As with all OTA reports, the
content remains the sole responsibility of OTA and does not necessarily represent the views of our
advisors or reviewers.
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AlRV
APC
ATTU
CCD
CD
CSBM
CSCE
EMCON
GLCM
HACV
ICAO
ICBM
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INF
IRBM

Acronyms Used in Text

—Armored Combat Vehicle, cf. AIFV,
APC, and HACV

—Armored Infantry Fighting Vehicle,
cf. ACV, APC, and HACV

—Armored Personnel Carrier, cf. AIFV,
ACV, and HACV

—Atlantic Ocean to the Ural Mountains
(Region)

—Camouflage, Concealment, and
Deception

—Conference on Disarmament

—Conventional Armed Forces in Europe

—Confidence- and Security-Building
Measures

—Conference on Security and
Cooperation in Europe

—Emissions Control

—Ground-Launched Cruise Missile

—Heavy Armored Combat Vehicle, cf.
AIFV, APC, and ACV

—International Civil Aviation
Organization

—Intercontinental Ballistic Missile

—Image Interpretability Rating Scale

—Intermediate-Range Nuclear Forces

—Intermediate-Range Ballistic Missile

JSTARS

MAD
MEL
MRBM
NATO
NTM
oSl
POE
RDA
RPV
RV
RVOSI
SALT
SAR
SIGINT
SLAR
SNF
START
TEL

TERCOM
TLE

TLI

UAV
WTO

—Joint Surveillance and Tracking
Reconnaissance System
—Magnetic Anomaly Detector
—Mobile-Erector-Launcher, cf. TEL
—Medium-Range Ballistic Missile
—North Atlantic Treaty Organization
—National Technical Means
—On-Site Inspection
—Point of Entry (Exit)
—Restricted Deployment Area
—Remotely Piloted Vehicle, cf. UAV
—Reentry Vehicle
—Reentry Vehicle On-Site Inspection
—Strategic Arms Limitations Talks
—Synthetic Aperture Radar
—Signals Intelligence
—Side-Looking Airborne Radar
—Short-Range Nuclear Forces
—Strategic Arms Reductions Talks
—Transporter-Erector-
Launcher, cf. MEL
—Terrain Contour Matching
—Treaty-Limited Equipment, cf. TLI
—Treaty-Limited Item, cf. TLE
—Unmanned Aerial Vehicle, cf. RPV
—Warsaw Treaty Organization
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Chapter 1
OVERVIEW

Introduction

On May 12, 1989, President George Bush took a
page from the history of the 1950s and called for
establishment of an Open Skies regime. His proposal
echoed and amplified the failed 1955 Open Skies
proposal of President Dwight D. Eisenhower, calling
for mutual overflights of sovereign territories to
provide common assurance as to the benign (or at
least inoffensive) intentions and capabilities of the
signatory nations. In its current incarnation, the
Open Skies Treaty is being negotiated by the
countries of the North Atlantic Treaty Organization
(NATO) and the members of the now formally
dissolved Warsaw Treaty Organization (WTO).
Under conditions to be specified in the treaty,
freed-wing airplanes equipped with special sensing
devices would fly over the territory of each treaty
party in turn to provide a clearer picture of the status
of the nation overflown.

The revival of Open Skies has also drawn atten-
tion to other uses for cooperative aerial surveillance
in international agreements. (Open Skiesisjust one
possible manifestation of cooperative aerial surveil-
lance.) The idea of using cooperative overflights as
a tool of international policy has not been com-
pletely dormant since the 1950s: it has been applied
successfully in isolated instances (e.g., the Sinai and
Antarctica’and is currently being negotiated into a
side agreement of the Conventional Armed Forces in
Europe (CFE) Treaty.’But the acceptance of Open
Skies negotiations, particularly by the Soviets,
has led to a renewed willingness of governments
to consider mutual overflights as a means of
gathering information to promote a variety of
goals, from confidence building and weapons

counting to pollution monitoring and invasion
warning.

The collection of information about other coun-
tries has historically been of great importance. In the
case of the United States in the post-World War 11
era, government officials were particularly con-
cerned about the growing Soviet threat and tried to
obtain as much information about the Soviet Union
as they could. President Eisenhower in 1955 sought
to fill some of this informational void through his
proposed Open Skies. However, Soviet secretive-
ness and continued rejections of cooperative meas-
ures led the United States to spend billions of dollars
developing unilateral capabilities to collect informa-
tion about the Soviet Union, especially regarding
military preparations. These capabilities ranged
from an early-and not particularly successful-use
of camera-carrying weather balloons snapping pic-
tures at random,’through airplanes (e.g., the U-2 of
Francis Gary Powers), to those current collection
practices (e.g., photoreconnaissance satellites),’known
in an arms control context as national technical
means (NTM) of verification. The superpowers
may find in cooperative overflights unique quali-
ties that could—under proper circumstances--
supplement their NTM. Less technically advanced
treaty partners that have not had the luxury of -
knowing as much about the world around them
as the superpowers may look to cooperative
aerial surveillance as a partial remedy.

During the late 1980s the opportunity, and to
some extent the need, for cooperative aerial surveil-
lance grew. Primarily, this was a result of “new
thinking' and ‘glasnost’ in the Soviet Union-the
necessary prerequisites for what President Bush has
heralded as the dawning of a “new world order. ”

IThe principle of a state possessing sovereign airspace over which it, and it alone, has CONtrol was established by the 1919 Paris Convention. The

Chicago Convention of 1944 super seded the Paris Convention and provides the basis for modem international civil aviation. See Allen V. Banner,
Andrew J. Young, and Keithw, Hall, Aerial Reconnaissance for Verification of Arms Limitation Agreements: An Introduction (New York, NY: United

Nations, 1990), pp. 15,30.

20verflights of Antarctica do not violate sovereign airspace. I bid., p. 22.

3The CFE Treaty itself contains limited Provisions for brief helicopter overflights. The side agreement, dubbed * ‘CFE 1A~ will, if agreed to, permit

much more extensive and intrusive aerial observations.

4See Merton E. Davis and William R. Harris, RAND’s Role in the Evolution of Balloon and Satellite Observation Systems and Related U.S. Space

Technology (Santa Monica, CA: The RAND Corp., September 1988).

5¢‘Photoreconnaissance satellites have become an important stabilizing factor in world affairsin the monitoring of arms control agreements. They
make an immense contribution to thesecurity of all nations.” —President Jimmy Carter, in a speech at the K ennedy Space Center, Oct. 1, 1978.
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Photo credit: U.S. Air Force

The once-supersecret SR-71A Blackbird reconnaissance
jet used high altitude and record-breaking speed to avoid
interception as it gathered information for the U.S. defense
and intelligence communities. The SR-71 A was taken
out of service in 1990.

During the late 1980s, the Soviet Government,
under the direction of President Mikhail Gorbachev
and then Foreign Minister Eduard Shevardnadze,
developed a new foreign policy that emphasized
cooperation over confrontation and realism over
dogma. Not only did this policy loosen the Soviet
grip on Eastern Europe and lay the groundwork for
settlement of regional disputes, it also led to the
negotiation of more extensive mutual confidence
and security agreements. Cooperative measures,
e.g., on-site inspections (OSls) and cooperative
aerial surveillance, which had previously been
rejected by the Soviet leadership as overly intrusive,
were declared acceptable. However, the optimism
that crested in 1990 has ebbed in 1991. While
Eastern European countries remain free, concerns
have been raised in the international community
about slowed withdrawals of Soviet troops, evidence
of bad faith regarding the recently signed CFE
Treaty,’and grumbling among Soviet reactionaries
about “who lost Eastern Europe. ” Inside the Soviet
Union, these same elements seem to be promoting a
reassertion of Stalinist norms: iron discipline, re-
stricted speech, militarism, and an antagonistic
foreign policy.

In this environment where cooperation and compe-
tition coexist, negotiated agreements may:

. reduce tensions and build mutual confidence;
. limit, restrict, and reduce armaments;

. stabilize regional trouble spots;

. settle outstanding disputes; or

. provide for the monitoring of new environ-
mental standards.

Without cooperation, no agreements would be
possible, and if there were no concerns, no agree-
ments would be necessary.

Cooperative aerial surveillance, if applied ap-
propriately, could be a useful instrument for
implementing some agreements and might add
unique capabilities to the tool box that already
includes NTM and cooperative measures, such as
OSls.

Americans, in concert with others, may some-
day be able to fly aircraft through the airspace of
the Soviet Union and other countries on a
reciprocal basis, taking pictures and collecting
other data that will contribute to a more secure
future. This report explores the many potential
uses of cooperative aeria surveillance in interna-
tional agreements and provides a basis for evalu-
ating its applicability, effectiveness, and costs.

Summary of the Report

The Open Skies Treaty, which is being negotiated
by members of NATO and the now disbanded
Warsaw Pact, is intended to be primarily confidence-
building measure to reduce international tensions
and foster trust and goodwill. Although there has
been some talk of Open Skies flights assisting in the
monitoring of other agreements, the provisions
being negotiated are largely designed for their
symbolic effect.In contrast, the possible inclu-
sion of extensive and intrusive aerial surveillance
measures in a CFE follow-on agreement (CFE
IA) would augment other means of verification in
determining compliance with the CFE Treaty
limits.

This report examines the application of coop-
erative aerial surveillance to these and other possible
international agreements. Although the report often
focuses on agreements that include the United States
and the Soviet Union, the discussion is applicable to

6See, e.g., “Figures Row Suspends C'FE, " Jane's Defence Weekly, Mar. 2, 1991, p. 290. The outstanding CFE issues now appear resolved.

7The Open Skies negotiating partners released a joint communique on Feb. 13, 1990 stating that Open Skies overflights ‘‘would contribute to the
process of armsreduction agreements and existingobservation capabilities.” However, the parties have not as yetspecified any agreementsthat Open
Skieswill support. (* ‘Open Skies' Communique,” Official Text, U.S. Arms Control and Disarmament Agency, Feb. 13, 1990.)
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production plant) or they may be elusive (e.g., a
mobile missile). They may be available for viewing
at known times (e.g., weapon eliminations or the
display of SS-25 launchers and sliding-roof garages
provided for under the Intermediate-Range Nuclear
Forces (INF) Treaty); or they may be spotted on a
catch-as-catch-can basis (e.g., underground nuclear
tests, which airborne “sniffers’ could monitor for
radiation leaks banned under the Limited Test Ban
Treaty). The object being observed may, in fact, be
an entire facility, perhaps closed as the result of an
accord. If instituted, aerial monitoring flights are
most likely to be included in arms control agree-
ments, but they might also be used to monitor civil
agreements (perhaps governing pollution levels).
All these flights are intended to observe compliance
with the provisions of an agreement, and through
this observation deter, detect, and warn of signifi-
cant violations. Aerial monitoring may also be used
to assist other means of monitoring, such as NTM
and OSI. Aeria monitoring could take three

any combination of participants and to any region of
the globe.’ Conceivably, overflights might even be
conducted by international organizations in much
the same way OSls are executed by the International
Atomic Energy Agency. “Cooperative aerial sur-
veillance” describes a collection of concepts for
using sensors on airborne platforms as an important
element of bilateral and multinational agreements. A
party to an agreement providing for aerial surveil-
lance would allow overflights of its territory in
exchange for rights to similar flights over the
territories of the other parties.’

Cooperative aerial surveillance, while generally
thought of asinvolving only airplanes and cameras,
could take many forms. Possible choices for agria
platforms include airplanes, helicopters, unmanned
aerial vehicles, or lighter-than-air craft such as
blimps. Sensor choices include photographic, electro-
optical, and radar imaging devices, as well asradio
receivers, air samplers, radiation or magnetic anom-
aly detectors, and acoustic devices. Different sen-
sors' strengths and weaknesses make them suited to
different inspection tasks, and the output of these
sensors can be synergistically combined to let them
see into one another’s blind spots.

Cooperative aerial surveillance could be the
subject of a stand-alone agreement in which the
flights are both the means and the objective (as in
Open Skies); it could be one provision among
several supporting the ultimate goals of an agree-
ment (as in CFE); or it could be the basis for an
agreement that supports the goals of another agree-
ment that does not itself provide for equivalent
overflights (asin CFE |A).

Cooperative aerial surveillance has three main
uses. mutual confidence building, aerial monitor-
ing of specific targets or activities, and collateral
information gathering (see figure I-l). Confidence
about another country’s intentions and capabilities
can be built when two or more states work coopera-
tively and open themselves to outside scrutiny. The
Open Skies Treaty is an example of an agreement
whose primary purpose would be to build confi-
dence among the signatories.

“Aerial monitoring,” as distinct from confidence
building, is the process of observing from the air
specific objects or specific activities (defined in
terms of changes in or movement of discrete
objects). These objects and activities may be found
at known (perhaps declared) locations (e.g., a

g d pe g d ch d
m M wo UK

$For example, in May 1991 Hungary and Romania signed a bilateral aerial surveillance agreement Calling for four overflights ayear Of each country.
The Arms Control Reporter: A Chronicle of Treaties, Negotiations, Proposals, Weapons, and Policy (Brookline, MA: Institute for Defense and

Disarmament Studies, 1991), p. 409.B.25.

‘?Military and intelligence flights over or parallel to the borders of a noncooper ative nation are not included in this discussion.
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Figure I-I—Utilities of Cooperative Aerial Surveillance

Confidence building
.Enhance stability
.Increase transparency
.Reduce tensions

.Promote further
cooperation

(Object of observation
undefined by agreement)

Aerial monitoring

.Compliance observation
-Aerial search
-Aerial inspection
-Aerial warning

.Raise cost and effort of
cheating
-Dater violations

(Object of observation
defined by agreement)

Collateral information
collection

.Background information
.Collateral intelligence
.Aerial warning

.Cuing

(Object of observation
outside letter and spirit of

agreement)

x

4—/

—

Utilities made explicit
by an agreement

SOURCE: Office of Technology Assessment, 1991.

forms. aerial search (looking for restricted ob-
jects or activities over a broad area); aerial
inspection (observing objects or activities at
designated inspection sites, as well as developing
an overall assessment of the site); and aerial
warning (alerting observers to threatening devel-
opments).

Aerial searches are intended to survey wide
areas in order to provide information that will
assist policy makers in making a determination of
compliance with an agreement. These searches
have two aspects. one is to locate and document
legal objects and activities; the other is to detect
objects or activities that violate an agreement.
Even if aerial searches are unable to provide
concrete evidence of violations, they might collect
useful information that could be used to plan
ground inspections or NTM observations.

Aerial inspection flights might resemble aerial
searches over small designated sites or they might
be used to:

A R R R

~—

Utilities outside the
letter of an agreement

+ establish baseline counts and documentation of
treaty-limited items (TLIS);

» conduct preparatory work for OSls by devel-
oping site maps and pinpointing the most
promising search strategy;”

» document the elimination of large TLIs and
monitor their status; "

« monitor the status of closed-out facilities and
bases; or

« monitor the perimeter around a facility before
an OSl team can arrive.

Besides monitoring the number or existence of
certain objects and activities, aerial monitoring
might provide warning of potentially hostile acts.
This warning might result from discovering too
many objects, too much activity, or the presence of
objects and activity at restricted sites. Conversely,
the absence of legitimate objects or activities at
designated areas might constitute warning that they
are somewhere more threatening. Functionally simi-
lar to aerial searches or aeria inspections, aerial
warning flights could observe compliance with
military exclusion zones, border restrictions, or

10Amy Smithson and Michael Krepon, “Streng~e@ the Chemical Weapons Convention Through_ Monitoring, ” Occasional Paper No. 4,

TheHenry L. Stimson Center, Washington, DC, April 1991, pp. 15, 18-25.

1 |Fo~e-pie, ynderthe SALT II Treaty, retired bombers were cutup andplaced out in the open so that NTM satellites could verify their elimination.
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Photo credit: U.S. Department of Defense, On-Site Inspection Agency

In a spectacular display, a Soviet SS-12 missile is
eliminated by explosion in accordance with the INF Treaty.

military exercise limitations (and in fact aerial
surveillance aready has been used this way, for
example, in the Sinai).

Overflights could also be used to gather informa-
tion beyond the letter and spirit of an agreement.
Indeed, the gathering of some such information
would be hard to avoid. The use of this collateral
information could support the stated goals of the
agreement, or it could serve other intelligence
purposes, e.g., strategic assessment, targeting, and
general warning. Because of fears of spying, negoti-
ators may seek to limit the gathering of collateral
information to an absolute minimum by placing
restrictions on overflights and the equipment carried
aboard. Controlling the costs associated with the
loss of collateral information to a military, politi-
cal, or even economic adversary may be more
important to a country than the financial costs of
an overflight regime.

The advisability of agreeing to aerial surveil-
lance would depend on the goals of the agreement
in question, the capability of overflights to ac-
complish the missions set for them, a comparative
analysis of different combinations of information-
gathering options (e.g., NTM and OSl), and the
costs and benefits of the overflights. Potentia
aerial surveillance regimes can range from the
purely symbolic to complete openness with corre-
spondingly high intrusiveness.

An understanding of cooperative aerial surveil-
lance issues can be useful to Congress because:

« Two agreements that may include cooperative
aerial surveillance (Open Skies and CFE |A)
are under negotiation, though talks are cur-
rently stalled. The Senate may be asked for its
advice and consent on one or both of these, and
the Congress as a whole will be asked to fund
any implementation.

+ Cooperative aeria surveillance is a relatively
new form of information gathering that maybe
useful as a supplement to NTM or other
cooperative measures (e.g., OSl). As such, it
could be incorporated into a wide variety of
current or future international accords govern-
ing anything from arms control monitoring and
border patrols to radiation and pollution meas-
urements.

+ A study of aerial search, in particular, illumi-
nates some of the complexities inherent in al
types of searches. This knowledge, therefore,
provides a basis for evaluating search by NTM.

« Witnesses testifying before Congress on the
topic of arms control treaty verification are
often pressed to quantify what they mean by
such statements as ‘ If the Russians cheated, we
would be 90 percent sure of catching them,
given enough time.” Though most such esti-
mates are impressionistic, and best taken as
figures of speech, some have a possible empiri-
ca basis. In the context of aerial search, this
report illustrates how such estimates could be
generated and interpreted.

This report addresses both the diplomatic and the
technical aspects of cooperative aerial surveillance
as atool of international cooperation, and it builds a
foundation for evaluating the costs, benefits, and
effectiveness of aerial surveillance regimes. In
particular, it examines the possible provisions cur-
rently being negotiated for overflights in the Open
Skies and CFE IA treaties,“which may have much
in common procedurally and technically when the
actual provisions are agreed upon.

Unlike arrangements that might focus on building
confidence alone, an aerid monitoring regime lends
itself to rigorous analysis. The selection of aerial
platforms and sensor suites and the monitoring

I2Neither treaty was completed at the time of thiswriting, and drafts of each remaininternal executive branch working documents, unavailable t0

legislative branch staff (and thus OTA) until signed by the President.
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procedures can all be optimized for the targets in
question.

Important points in the negotiation of an agree-
ment to permit aerial monitoring would include
limitations on the number, frequency, and territorial
scope of overflights. Negotiators might also agree to
restrictions on the capabilities of sensors and data
storage. They would need to create an inspection
protocol that recognized and limited the potential for
camouflage, concealment, and deception before a
flight can arrive.

The chances that aerial monitoring will func-
tion as hoped are lessened by the difficulties
presented by the task of discriminating illegal
targets (e.g., covert missile launchers) from legiti-
mate ones (e.g., flatbed trucks), the potential
mobility of the targets, and the desire to detect
cheating before it becomes significant. Under
some plausible restrictions, aerial monitoring
could be so perfunctory as to be of symbolic value
only—perhaps providing a false sense of confi-
dence. At the other extreme, flights that provide
much useful information might be too intrusive to
tolerate.

As noted above, aerial monitoring of treaty
compliance could perform search, inspection, or
warning functions. Chapter 6 and its associated
appendices A, B, and C apply quantitative analysis
to one of those functions: aerial search.”Focusing
on this one mission permits OTA to illustrate:

e how quantitative methods can be applied to the
larger problem of estimating confidence levels
in our ability to find treaty violations if they
exist;

e how comparisons could be made among vari-
ous monitoring options to produce more cost-
effective monitoring regimes; and

¢ the importance of applying multiple, complemen-
tary instruments to monitoring tasks.

In the case of a wide-area search, any single
flight--even a relatively intrusive one-would be
unlikely to catch a treaty violation, for severa
reasons. First, the overflown party might not be
cheating (perhaps as a result of the prospect of
overflights). Second, if the overflown party is
cheating, the illicit objects or activities would
probably be restricted to a region that is relatively

Photo crefit: U.S. Department of Defense

The existence of small, off-road-capable, mobile missile
launchers, like this Soviet SS-20, has made the task of
monitoring covert deployments more difficult. SS-20s have
been eliminated as part of the INF Treaty.

small when compared to the nation as a whole:
because of the limitations of the airborne platform,
any one flight could probably cover only a small
percentage of the territory subject to overflights.
Without knowing where to look, the probability of
finding the violation would be relatively small.
Third, given sufficient prior notice and information
about how a flight is to be conducted, the cheater
could take steps to minimize the chances of being
observed through camouflage, concealment, or de-
ception, so that violations would be missed even if
they were inside the region inspected by aflight.

To be reliable, a program of aerial search
would need a series of flights to compensate for
the relative unlikelihood that any one flight
would catch a violation if it existed. Prior infor-
mation about the characteristics of the target
could narrow the region to be searched and thus
lessen the reliance on chance alone. Several kinds
of prior information can be helpful: the results of
previous aerial searches; the outputs of other infor-
mation sources, e.g., NTM, OSl, and other types of
aerial monitoring; the natural constraints provided
by topography and weather, as well as the additional
constraints imposed by infrastructure; and a sense of
the overflown side’'s operational practices and doc-
trine. The full use of such prior information is one of
the skills of the photointer preter, an artisan whose
craft remains largely unautomated.

BNote that aerial warning is closely related to aerial search and that many of the same principles apply.
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The most difficult part of using information
gathered by aerial search (or, indeed, any other
means) in treaty verification is deciding what to
make of a continuing stream of reports that no
cheating has been found. Bayesian statistics, a
recently revived“body of early statistical thought,
allows the incorporation of such negative evidence
into a continuously updated view of the situation.
Bayesian calculations make possible the form of
expert testimony that decisionmakers want most:
“Based on the fact that we haven't seen any
cheating, on the probability that we would have seen
it if it were going on, and on our original estimate of
how likely it was that they would cheat, we assess
that there is an x percent chance that they are
violating the treaty. ’

Although the prospective Open Skies Treaty is
primarily intended to build mutual confidence among
its signatories, it is also presented by some of the
participants (and indeed, the aforementioned joint
communique) as helpful for monitoring provisions
of other, particularly arms control, agreements. As
an illustration, OTA applied the publicly released
Open Skies overflight provisions to the task of
monitoring Soviet mobile missiles of the types
covered by the Strategic Arms Reductions Taks
(START). OTA’s anaysis, while preliminary, sug-
gests that the number of flights would be far too few
to make an exhaustive search of the Soviet Union.
However, their measurable chance of uncovering a
sizable violation—should it exist—in a matter of
months would loom large in the minds of Soviet
planners. The chances that flights would find a
violation—should it exist-would be raised if the
use of prior information obviated the need for
exhaustive search of the entire Soviet Union. Flights
could cue NTM as well as be cued by them.

The mobile missiles limited by START are not the
only possible items of interest to arms control treaty
verifiers. Some other topics, e.g., the location and
status of declared sites, the absence of undeclared
freed facilities, and the location or movement of
large-scale military formations, could be readily
investigated by a program of aerial monitoring. Nor
is the utility of overflights limited to search-for
example, flights could aid in the monitoring of
START or START-like provisions by loitering over
the site of a challenge inspection while an OSI

Photo credit: U.S. Depaﬂment of Defense

After data has been gathered by an aerial surveillance
flight, the arduous task of sifting, sorting, and analyzing the
data commences. In the case of imagery, highly skilled
photointerpreters must carefully examine each frame for
valuable information.

ground team was on the way, or provide clues as to
the best locations to conduct such inspections.

Organization of the Report

Chapter 2 of this report presents an overview of
the utilities of cooperative aerial surveillance-both
good and bad—and discusses the interaction of
cooperative aeria surveillance with other means of
information gathering, most notably NTM and OSl.
Chapter 3 surveys the types of airborne platforms
and sensors that might be applied to a prospective
overflight regime and raises some of the issues
associated with their use. In chapter 4, Open Skies is
discussed as both the source of renewed interest in
using overflights as an instrument of international
relations and as a prime example of the use of
cooperative aerial surveillance as a means of build-

14M.G. Bulmer, Principles of Statistics New York, nv: Dover, 1979), PP. 169-176, especially p. 176. See also Steven M. Stigler, The History of
Statistics: The Measurement of Uncertainty Before 1990 (Cambridge, MA: Belknap Press, 1986).
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ing international confidence. Chapter 5 looks at chapter 6 builds an analytical framework for evaluat-
other possible applications of cooperative flightsin ing overflight monitoring regimes using quantitative
agreements designed, inter alia, to build confidence, methods and Bayesian statistics. The first three
monitor arms and environmental restrictions, and appendices to this report continue the quantitative
safeguard borders. Through a discussion of the discussion. The final appendix records NATO's
capabilities and limitations of broad area search, initial Open Skies proposal.
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Chapter 2
WHY AERIAL SURVEILLANCE?

Summary

Cooperative aerial surveillance could be the
subject of a stand-alone agreement in which the
flights are both the means and the objective (asin
Open Skies); it could be one provision among
several supporting the ultimate goals of an agree-
ment (as in the Conventional Armed Forces in
Europe Treaty (CFE)); or it could be the subject of
an agreement that supports the goals of another
agreement that does not itself provide for equivalent
overflights (asin CFE |A).

Aeria surveillance has three main uses: mutual
confidence building; aerial monitoring of specific
targets, sites, or activities; and collateral information
gathering. Confidence building and aerial monitor-
ing would be explicit functions written into an
overflight regime, whereas the collection of collat-
eral information is an implicit byproduct contrary to
the spirit of an agreement. Aerial monitoring can be
used to search for, inspect for, deter, detect, and warn
of noncompliant behavior, as well as to provide
information that might assist other means of moni-
toring. Collateral information can supplement agreed
sources of information about treaty compliance or it
can be used for other intelligence purposes, e.g.,
strategic assessments, targeting, and general warn-
ing.

Aerial surveillance can work collectively and
synergistically with on-site inspections (OSls), other
cooperative measures, and national technical means
(NTM) of verification. The decision to include aerial
surveillance in an accord would depend on the goals
of the accord, an assessment of the relative strengths
and weaknesses of the different monitoring options,
the costs and benefits of the regime, interactions
with other agreements, and negotiability.

Introduction

IN 1955 President Dwight D. Eisenhower pro-
posed “Open Skies,” a plan for an international
program of reconnaissance flights intended to re-
duce fears of surprise military attack. The Soviet
Government rejected this proposal as a U.S. effort to
spy on the Soviet Union. But after President George
Bush revived the proposal in May 1989, a trans-
formed Soviet Union seemed more receptive. It
agreed to interalliance negotiations on an Open
Skies Treaty to build mutual confidence. The same
23 nations were already negotiating provisions for
cooperative aerial surveillance as part of the CFE
Treaty’ s compliance monitoring regime.

The Open Skies negotiations eventually stalled
and the CFE Treaty was signed on November 19,
1990, without extensive aerial monitoring provi-
sions (though further negotiations--CFE |A-may
yet add such provisions).’The fact that these
cooperative aerial surveillance negotiations took
place reflects the promise of the idea; their inconclu-
siveness reflects the difficulties of designing an
overflight regime that would satisfy the goals and
concerns of different nations.

This chapter qualitatively examines the utility of
aerial surveillance in supporting the goals of an
agreement. ‘Depending on how they are imple-
mented, overflights can build confidence in the
inoffensiveness or benignancy of the other parties,
monitor agreements, or gather collateral informa-
tion. This chapter also explores the interaction of
aerial surveillance with NTM and OSl.

What Is Cooperative Aerial
Surveillance?

“Cooperative aerial surveillance” describes a
collection of concepts for using sensors on airborne

IThis number became 22 with the Unification of Ge

rmany in October 1990.

ZFor the purposes of this report, ‘‘aerial surveillance,”’ ‘‘aerial observation,”’ and ‘‘aerial reconnais sance’’ are r@arded as synonymous and

encompass all types of airborne observation described.

3When the CFE Treaty enters into force, it will be verified by NTM and cooper ative measures, such as 0S1S. Aerial inspections will be included,
but they will be limited to briefhost-operated helicopter flights over inspection sites. These overflightsare much less extensive and intrusive than those
under consideration for CFE |A. The signing of CFE befor e the completion of all its aerial monitoring provisionsimpliesthat theCFE | A flights may

serve a more supplementary, than critical, role inverification.

4Aerial monitoring, in particular, lends itself t. quantitative analysis. The foundations for such an analysis are presented in cbs. 3 and 6.
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platforms as an important element in bilateral and
multinational agreements. A party to an agreement
providing for aerial surveillance would allow over-
flights of its territory in exchange for rights to
similar flights over the territories of the other
parties.”

While generaly thought of as involving only
airplanes and cameras, cooperative aerial surveil-
lance could take many forms. Possible choices for
aeria platforms include airplanes, helicopters, un-
manned aeria vehicles (UAVS), or lighter-than-air
craft such as blimps. Sensor choices include photo-
graphic, electro-optical, and radar imaging devices,
aswell asradio receivers, air samplers, radiation or
magnetic anomaly detectors, and acoustic devices.
The selection of platform and sensor will depend on
the nature of the agreement being negotiated.

Cooperative aerial surveillance could be included
in an agreement in three general ways. it could be
both the means and the objective (as in Open Skies);
it could be one provision among several supporting
the ultimate goals of an agreement; or it could be the
basis for an agreement that explicitly supports the
goals of another agreement that does not itself
provide for overflights.

Although this report focuses primarily on negotia-
tions of which the United States and the Soviet
Union are a part, the principles discussed would be
equally applicable to any set of nations.

The Utility of Aerial Surveillance

Cooperative aeria surveillance could have three
main uses in an international accord: mutual confi-
dence building, aerial monitoring of specific targets
or activities, and collateral information collection
(see figure 2-1). Confidence building and aerial
monitoring are legitimate functions, which follow
the letter and spirit of an accord. The collection of
collateral information is a generally unavoidable
byproduct of an overflight regime which tries to
restrict either the quantity or quality of the data
collected.

Confidence about the inoffensiveness or benig-
nancy of another country’s intentions and capabili-
ties can be built when two or more states work
cooperatively and open themselves to outside scru-
tiny. The Open Skies Treaty is an example of an

overflight regime whose primary purpose would be
to build mutual confidence among the signatories.
The phrase “confidence building” is fairly amor-
phous, but captures a range of positive concepts,
e.g., a reduction of tensions, greater transparency,
and the development of common understanding
through increased contact and openness.

“Aerial monitoring,” as distinct from confidence
building, is the process of observing from the air
specific objects, sites, or activities (described by the
movement of discrete objects). The objects and
activities may be declared with their locations
known (e.g., a production plant), or they may be
mobile and difficult to see. Aerial monitoring flights
are likely to be included in arms control agreements
to search for, inspect for, raise the cost of, deter,
detect, or warn of compliance violations as well as
to provide information that might assist other means
of monitoring, but flights can also be used to monitor
civil agreements (e.g., pollution levels).

Overflights could also be used to gather informa-
tion beyond the letter and spirit of an agreement.
Indeed, the gathering of some such information
would be hard to avoid. The use of this collateral
information could support the stated goals of the
agreement, or it could serve other intelligence
purposes, e.g., strategic assessments, targeting, and
general warning. Because of fears of spying, negoti-
ators may seek to limit the gathering of collateral
information to an absolute minimum by placing
restrictions on overflights and the equipment carried
aboard.

There are only two instances in which the utility
of the overflights and the purposes of an agreement
might coincide completely, but these are extreme
cases that will not likely form the basis for a
negotiable agreement. First and most simply, parties
to the agreement could recognize and legitimate the
broad capabilities of aerial surveillance. The parties
could then gather as much information as the
negotiated sensors would alow. By definition, there
would be no collateral information to gather, since
al information would be fair game. At the other
extreme, exceptionally tight controls could be
placed on the inspection team, aircraft, sensors, and
data to ensure that only information related to the
agreement would be gathered and processed.

SMilitary and intelligence flights over or parallel to the borders of a noncooper ative nation are not included in this discussion.



Chapter 2—Why AerialSurveillance? « 15
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Figure 2-I—Utilities of Cooperative Aerial Surveillance
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SOURCE: Office of Technology Assessment, 1991.

Negotiators are unlikely to agree to these two
extreme cases. They are more likely to pursue
restrictions on both the methods of information
collection and the type of information collected.
Parties will negotiate a middle ground, trading some
benefits of confidence building or monitoring for
some losses of collateral information. Striking this
balance is perhaps the most difficult chalenge
facing overflight regime designers.

Confidence Building

The role of aerial surveillance in confidence
building is epitomized in the current negotiations
over an Open Skies Treaty. The stated goal of Open
Skiesis primarily confidence building. The framers
of thistreaty do not envision it as an arms control
agreement that uses aerial surveillance to monitor
limits on military hardware or activities. Instead,
they have argued simply for greater internationa
openness on the grounds that transparency leads to
enhanced stability and predictability, reduced ten-

R R R R R RNy

~—

Utilities outside the
letter of an agreement

sions, and international cooperation, and lays the
foundation for future, more specific arms control
measures. °

The potential for aerial surveillance to gather
information about the inspected party is great. To the
extent that this information corroborates positive
declarations and policies or deters undesirable
behavior, the agreement can be said to enhance
stability, reduce tensions, and thus build genera
confidence. To the degree that this information
would be able to revea in atimely fashion duplicity
or bad faith, should such occur, confidence is built
in the agreement itself.’Ironically, if such duplicity
isdiscovered, it would, at least temporarily, exacer-
bate instability and tensions. (See figure 2-2.)

The confidence-building aspect of aerial surveil-
lance is also reflected symbolically in nations
pursuing common goals, in multinational inspection
teams (possibly dominated by military personnel)

$The Open Skies negotiating partnersreleased ajoint communique on Feb. 13, 1990 stating that Open Skies overflights “would contribute to the
process of arms reduction agreements and existing observation capabilities.” However, the parties have not as yetspecified any agreementsthat Open
Skieswill support. Thisdiffers from an agreement like CFE that includes limited helicopter surveys of inspection sites or the CFE follow-on treaty
(dubbed “CFE LA") currently being negotiated that is explicitly designed to provide monitoring cCFR restrictions. Open Skiesis discussed inch. 4;
CFE and CFE |A arediscussed in ch. 5. (“ ‘Open Skies’ Communique,” Official Text, U.S. Arms Control and Disarmament Agency, Feb. 13, 1990.)

The detection of cheating does not necessarily mean that a treaty is flawed. It maybe that this level of activity would NOt have been detectable without
the monitoring provisiona of the treaty. The cheating does, however, require some appropriate response including possibly the abrogation of the treaty.



16 Verification Technologies: Cooperative Aerial Surveillance

Figure 2-2—interaction of Utilities

Positive or negative
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SOURCE: Office of Technology Assessment, 1991.

working side-by-side, and in laying groundwork for
more ambitious cooperative efforts.

Confidence building is likely to be a part-either
as a primary goal or as a side benefit--of all
potential agreements that include provisions for
cooperative aeria surveillance. For example, mutual
aerial surveillance of nuclear reactors to ensure their
safe operation might have the specific utility of
measuring reactor radiation levels, but they might
also foster a cooperative atmosphere. The only
instances where confidence might be undermined by
overflights of countries following both the spirit and
the letter of an agreement (i.e., compliant countries)
would occur when a signatory has underestimated
the potential of overflights to be used against it for
gathering collateral information (see below).

Aerial Monitoring

Aerial monitoring is the process of observing
from the air objects, sites, or activities (described by
the movement of discrete objects) that have been

specifically designated in an agreement. Because the
subject of observation is explicitly defined (e.g., a
tank, a chemical plant, a combined-arms exercise),
negotiations over airborne platforms and sensors can
be based to alarger degree on objective criteria. For
example, an agreement that seeks to count individual
tanks must provide for sensors that at a minimum
can distinguish a tank from an automobile. In
general, aerial monitoring regimes can be subjected
to quantitative analyses (e.g., the number of flights
needed to search a given area, the minimum
requirements for a sensor suite) more readily than
overflights intended only to build confidence. Theo-
retically, this should make negotiations somewhat
clearer.

Parties to an agreement with provisions that
require verification could employ aerial monitoring
for purposes of search, inspection, or warning.
Aerial monitoring could also, by its very presence,
raise the expense of, and possibly deter, cheating.
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Photo credit: U.S. Department of Defense, On-Site Inspection Agency

Working side-by-side, inspectors and their escorts sometimes develop a better understanding of their former adversaries and
perhaps even mutual respect. Here, the Soviet inspection team chief and his American escort counterpart sign the official
report that marks the completion on an Intermediate-Range Nuclear Forces Treaty inspection.

Compliance Observability

An agreement that includes numerical limits,
bans, or restrictions on actual weapons, equipment,
facilities, or activities may permit aerial monitoring
to observe compliance. Compliance observability is
most often discussed in the context of arms control
agreements. However, there are many potential
applications for aerial monitoring where it might be
desirable to observe activities or objects that have
little or nothing to do with traditional arms control
(e.g., peacekeeping or pollution monitoring).

Aerial monitoring, as used in this report, encom-
passes the narrower terms: “aerial search,” “aerial
inspection, ' and “aerial warning. ' Aerial search
refers to overflights that survey wide areas to detect
and determine the legitimacy of specfied objects or
activities. Aerial inspection differs from aerial
searches only in that it focuses on objects or

activities at specific sites. Aerial warning also
involves the observation of specific activities, ob-
jects, or sites, but with the intent to warn of
threatening acts. These distinctions are artificial and
partially overlap, but they are a useful tool in
clarifying the discussion.

Aerial Search’—Aerial searches are intended to
survey wide areas in order to provide information
that will assist policymakers in making a determina-
tion of compliance with an agreement. These searches
have two aspects: one is to locate and document
legal objects and activities; the other is to detect
objects or activities that violate an agreement. For
example, an agreement might allow a certain num-
ber of objects, which aerial search could help count.
If the objects were entire facilities (e.g., Interconti-
nental Ballistic Missile (ICBM) silos or chemical
plants) or large-scale activities (e.g., division-sized
exercises), this might be a relatively straightforward

‘See ch. 6, which buildsan analytical framework for examining the effectiveness of serial search.
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mission. Smaller and relocatable treaty-limited items
(TLIs), e.g., cruise missiles, would add more diffi-
culties.’If monitoring is possible at all from the air,
it might be facilitated by focusing on chokepoints
that the TLI must pass through (e.g., a final assembly
plant, abridge, or a railroad junction), or by remotely
reading active tags on the TLI.”

The second aspect of compliance observability is
to ensure that the observed party is not significantly
violating the provisions of an accord through the
possession of prohibited items or the conduct of
restricted activities. As above, the size and mobility
of the TLIs in question is often important. Most
troublesome are small and mobile TLIs that can be
concealed or moved before an overflight. Under a
plan suggested by North Atlantic Treaty Organiza-
tion (NATO) for Open Skies, the amount of time an
illegal TLI would have available to hide would be 46
hours plus the time to fly to the TLI if concealment
began at the time of flight notification, or 24 hours
plus the time to fly to the TLI if this concealment
began with the filing of the flight plan. (See
discussion inch. 4.) Clearly, this would an ineffec-
tive interval for detecting easily hidden, illegal TLIs.
Thus, negotiators must take such timelines into
account when deciding to include an aeria surveil-
lance option and adjusting it to fit the TLI under
observation. The interval must be short enough to
detect cheating or at least to flush the TLI into the
open for detection by other means."

For some classes of objects or activities, sigha-
tures other than size are most important for violation
detection. For example, a plant releasing restricted
pollutants might be detectable not so much by its
dimensions, but rather by its effluents. Air samplers
on aircraft might be able to detect these emissions or
their residue if the time it takes for the aircraft to
arrive is less than the time for the emissions to
dissipate after the violator shuts down operations.

Even if aerial searches are unable to provide
concrete evidence of violations, they might collect
useful information that could be used to plan ground
inspections. (For more on the interaction of OS| and
aerial surveillance, see below.)

In the 1962 Cuban missile crisis, military
reconnaissance aircraft were used to search for and
document Soviet medium-range nuclear missile
emplacements. This photograph of a missile preparation
area was taken at an altitude of about 250 feet,
and at the speed of sound.

Aerial Inspection-Potential aerial inspections
differ from aerial searches in that they seek to
monitor compliance at known (and often treaty-
designated) locations. Some aerial inspections might
closely resemble a search, only over a smaler
region. For example, photographs taken by the
inspection team from a helicopter might be used to
look for illicit TLIs within the grounds of a restricted
deployment area. However, other types of aeria
inspection might be very different. Among other
things, they might be used to:

+ establish baseline TLI counts and documenta-
tion;

« conduct preparatory work for OSls by develop-
ing site maps and pinpointing the most promis-
ing search strategy;”

9See ch. 6 for a quantitative discussion of the challenge of searching for such TLIs from the air.

10See box 2-C.

Hsafety and logistical reasons will limit the reduction of this interval, as may security concerns.
12Amy Smithson 3nq Michael Krepon, ‘‘Strengthening the Chemical Weapons Convention Through Aerial Monitoring,” Occasional Paper No. 4,

TheHenry L.Stimson Center, Washington.L DC, April 1991, pp. 14, 17-23.
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e document the elimination of large TLIs and
monitor their status;”

e monitor the status of closed-out facilities and
bases; or

e monitor the perimeter around a facility before
an OS] team can arrive.

Aerial Warning—Besides monitoring the num-
ber or existence of certain objects and activities,
aerial monitoring might be written into an agreement
to provide warning of hostile acts. This warning
might be the product of discovering too many
objects, too much activity, or the presence of objects
and activity at restricted sites; or conversely, the
absence of legitimate objects or activities from
designated areas with the implication that they might
be somewhere more threatening. Functionally simi-
lar to aerial searches or aeria inspections, aerial
warning flights could observe compliance with
military exclusion zones, border restrictions, or
military exercise limitations. Unlike confidence-
building flights, warning flights would be explicitly
tailored to sense a specific set of objects or activities
(defined by objects). (See ch. 5 for some current and
potential examples of aerial warning.)

One of the chief concerns of any party to a
militarily significant agreement, and the predomi-
nant reason for its monitoring regime, is the threat of
adramatic breakout from the terms of an agreement
by another party. Breakout can be defined as a
violation of an accord so rapid as to confer a
militarily significant advantage before the other
side(s) has time to react. No agreement can prevent
a party from attempting a breakout; however, a good
monitoring regime and effective intelligence could
make successful breakout impossible by being able
to detect the intended action with sufficient time to
respond, thus providing strategic warning.” (Re-
sponses could be diplomatic, economic, or military;
and reciprocal or asymmetric.”)

Make Cheating More Difficult and Expensive

A side benefit of being able to observe compli-
ance from an aircraft is that any attempt by a country
to cheat on an agreement, even if the violation is not
in the end detected, is necessarily more difficult and
expensive than if overflights were not permitted.
This is because the violator must expend some effort
to avoid detection. If the agreement were poorly
formulated or if the sensors carried aboard the
aircraft were inadequate, this effort might be mini-
mal (e.g., raising a camouflage net).” However, if
the agreement were designed with potential evasion
paths in mind, the difficulty and expense of cheating
might be raised to some deterrent level (e.g., by
forcing the violator to avoid a TLI's legal manufac-
turing, testing, and support infrastructure, and to
build an entire covert one). The idea is to make the
anticipated gain of cheating not worth the effort (see
box 2-A). Note that an agreement that does not re-
strict or alow the inspection of sensors has the
greatest deterrent potential since the overflown
country can only guess at the capabilities onboard
and would probably be inclined to make a conserva-
tive estimate.”

Collateral Information Collection

Another utility of overflights is the gathering of
information not specifically mandated by an accord
(what the Soviets have sometimes labeled spying) .18
This collection is very hard for both the host country
and the observers to limit. For example, a flight
looking for a missile silo may take hundreds of
square miles' worth of photographs for every hun-
dred square feet of silo. Similarly, an air sampling
spectrometer may reveal more compounds than just
the ones subject to the accord. At a minimum, the
inspectors aboard a plane must be allowed to
confirm visually that the plane is following its

13For example, under the SALT II Treaty, retired bombers werecutup and placed out jn the open so that NTMsatellites could verify their elimination.

14The pational intelligence community would have responsibility for detecting militarily significant developments with Or without a treaty.

15Reciprocal responses sometimes have the negative quality of allowing the violator to control the arena Of coOmpetition. For example, if a party with
adominant air force violates a conventional arms accord by building extra attack aircraft, it might make more sense for a less sophisticated cosignatory
to buildup antiaircraft batteries, rather than build a like number of relatively inferior planes.

160f course, if compliance were not observable from the ajr Overflights would have no deterrent value, and m@ in fact act to make the overflying

nation unjustifiably confident.

17facountry did notmake an accurate estimate and chose to cheat, its violation would likely pe detected. (See Smithson andKrepon, Op. Cit.,footnote

12,p. 4)

18The Office of Technology Assessment does not endorse the collection of ¢oljateral information, but presents itas an important factorin determining

therisksand benefits of aerial surveillance.
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Box 2-A—Balancing Monitoring and Incentives To Cheat

The conceptua graph below depicts two general cases of how the balance of incentives might be related to the
monitoring provisions of an agreement. The curves generated by the examination of a real treaty are bound to be
much more complex, with many nuances and ambiguities.

Q
\
N
N
N
D
N
N
[
)
g N
° S — -
$ -
£ 0 > E — -
£ 3
= °
: I
® -
2
i I
§
Point of balanced incentives and
disincentives.

Monitoring effort — ~
*Effective or absolute monitoring may not be possible for all agreements.

SOURCE: Office of Technology Assessment, 1991.

The characteristics of the objector activity to be monitored and how they fit into the monitored country’s
security arrangements, as well as the propensity of the country toward cheating, provide the starting point on this
graph. This point is the net incentive to cheat on the agreement in the absence of al monitoring. In this graph, the
more interesting example of a positive net incentive without monitoring is described, but for some violations there
may be no incentive to cheat at all.

Curve A depicts the case where no amount of monitoring will lower the net incentive to cheat to zero. This
might occur when violations are too easily hidden to monitor effectively, when the positive incentives to cheat are
extraordinarily high, or when the cost of getting caught is comparatively low. Even if effective monitoring (defined
as monitoring that detects any significant violation in time to respond) or absolute monitoring (defined as
monitoring that detects all cheating) are possible--and not al potential agreements can be effectively monitored,
the positive incentives to cheat continue to outweigh the disincentives.’In this case, the best that can be hoped for
is an agreement that provides, at a minimum, an effective monitoring effort.

11f the monitored country imputes po value to thetreaty, then this point wouldequal the net incentive to engage in therestricted activity (e.g..
build another bomber) without the agreement. However, if the country values the agreement on its own merits, then the country will have a lower
incentive to engage in therestricted activity than it did without the agreement. In some cases, the legal and moral imper ative of thetreaty itself
may be enough to lower theincentiveto cheat below zero. On theother hand, the existence of an agreement might actually raise the net incentive
to cheat above thepreagreement level if mutual restrictions opened new opportunitiesfor gaining strategic advantages. For example, building
another bomber might make little senseif the other side were doing thesame; however, an advantage might be gained by building that same
bomber if the other side were abiding by an agreement not to do so.

27This graphalso illustrates how the monitoring party Might unwisely squander limited monitoring resour ces bypaying for monitoring beyond
what is required for deterrence, or effective or absolute monitoring.
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Curve B illustrates the case where some amount of monitoring lowers the incentive to cheat past the level of
indifference (i.e., the zero line where incentives and disincentives are balanced) until the costs and difficulties of
cheating offset the expected benefits. It isin this region below the indifference line where deterrence operates. An
agreement might be considered to have sufficient monitoring if the net incentive to cheat could be forced into this
negative region, regardiess of whether or not the monitoring regime was deemed “ effective” or “absolute.”

Of course, the real world is more complicated than this. The incentive structure of the monitored party and how
it varies with increasing monitoring is hard for the monitoring party to gauge. Because of this element of uncertainty,
area graph would be less well defined and the monitoring party would want the disincentives to cheating to fall
well below the line of indifference, rather than just across it. Moreover, the monitoring party must be prepared for
sudden shifts in the incentive structure--shifts that would void the deterrent value of monitoring.

proper path and not being flown off course by its host
country pilots, should they be piloting.”

The definition of what constitutes collateral
information in an aerial monitoring regime is
relatively simple since the objects of observation
(e.0., tanks, bombers, military exercises) are stated
in the agreement text. Any information gathered that
does not specifically conform to the letter and spirit
of the text is collateral. In the case of confidence-
building regimes, however, this distinction is less
clear since the object of observation is undefined.
Yet, there will likely remain some degree of
consensus—reflected in the selection of airborne
platform, sensors, and operational procedures-as to
what is expected of the confidence-building over-
flights and what behavior violates the spirit of the
agreement.

For the country conducting a cooperative over-
flight, collateral information can be a side benefit
(obtained passively or actively) of an agreement,
providing background information on the agree-
ment, collateral intelligence, warning, or cuing. For
the side being overflown, collateral information may
be going to a country that may not have the
overflown country’s best interests at heart. Of
course, cooperative aerial surveillance is likely to be
reciprocal, so each country will both enjoy the
benefits and suffer the loss of collateral information.

Negotiated constraints could limit the compro-
mise of this type of information. These include:

« closing sensitive airspace to overflights;

« permitting flights only at night or at high
altitudes;

« restricting sensor and data storage capabilities;

+ disallowing storage of data (all monitoring
would have to be done by an inspector in real
time);

» passing collected information (raw data)
through host country preprocessing;”and

« employing only UAVs.”

Moreover, not all of this information is equally
valuable (to the inspecting party or the host country).
Each party must weigh its potential informational
losses against the gains of the accord and the gains
from conducting its own overflights.”

Background Information

Background information is that acquired beyond
the specific mandate of the agreement, but still
useful for achieving its goals. For example, a treaty
may call exclusively for the aerial counting of a
hypothetical TLI. During the overflight, sensors
image the sole production facility for the TLI. Using
photogrammetric techniques, the volume of the
facility is measured and combined with other clues
(e.g., on-hand supplies and storage areas) to estimate
its production potential. If this potential correlates
with the legal humber of TLIs, confidence in the
treaty is enhanced; if the figures do not correspond,
and there appears to be excess capacity, then the
inspecting party would be aerted to the possible
presence of covert TLIs.

19Technically, this could be confirmed by navigation equipment alone (as might be necessary at night). However, if thievel of animosity js high (and
thusthe stakes as well), the obser vers may want to see for themselvesthat the aircraft ison course.
Preprocessing might involve the manual expurgation or computer filtration of all material not deemed necessary for the purposes of the agreement.

21JAVs are discussed in more detail jn ch. 3,

2ZBecause the Soviet Union and the United States alr eady enjoy advantages provided by NTM, their infor mational gainswill be relatively small
compared to those of other, less advanced countries. (The French SPOT-Image multispectral remote-sensing satellite produces relatively low resolution

imagery for international sale)
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Collateral Intelligence

Information collected that is not related to an
agreement, but instead covers the gamut of social,
economic, political, and military targets is collateral
intelligence. 23 This information ranges from t he
trivial to the vital. Collateral intelligence can pro-
vide a clear view of a previously obscure fact or
confirm other, unverified facts. One example of
collateral intelligence is the collection of imagery of
agricultural areas to get a better understanding of
annual crop yields and potential shortages. Another
example would be photographs of a piece of
sensitive military hardware.

Also in the class of collateral intelligence would
be all information gained from training sensors on
parties not subject to an overflight agreement when
flying near their border or during transit over their
territory to or from a host country. Transit flights
would probably be restricted to commercial air
corridors.”

Through the collection of intelligence, a nation
refines its strategic assessment of another country
and acquires a better understanding of the threat it
may pose. “It is in the nationd security interest of
each country to know the most it can about the
others. The paradox is, however, that it is not aways
in each country’s national security interest to share
like information about themselves with others.
Certainly, the United States has all sorts of sensitive
facilities it might not like the Soviets to fly over. On
the other hand, U.S. analysts would like to get a peek
at comparable Soviet sites.

The conflict between a desire to maximize the
intrusiveness of overflights over other countries and
the need to minimize this same intrusiveness over

One's own country is central to aerial surveillance
negotiations. Increased transparency may not al-
ways build confidence and good relations. There are
two levels of transparency: the macro and the micro.
At the macro level, information on force structures,
military readiness, and operational practices can
indeed add confidence that one power does not pose
an immediate threat and perhaps has adopted a more
defensive posture (e.g., moving troops away from
the border). However, at alower, micro level, little
additional confidence is won by granting more
information (e.g., a weapon’'s design), and perhaps
something important is lost to potential adversaries
(e.g., knowledge of a weapon's vulnerabilities).

In negotiating an overflight regime, the issue of
what the agreement will cost in terms of information
lost must be weighed against the benefits.

Aerial Warning

Unlike the other categories of information collec-
tion, aerial warning might actually be a specified and
negotiated utility of an overflight regime (see
above). However, even if aerial warning is not an
intended utility, aerial reconnaissance over militar-
ily significant areas might provide warning at the
tactical or strategic level.”

Aerial surveillance could add to a monitoring
regime's ability to reveal a breakout attempt by
providing treaty-mandated information and collat-
era information, which could be synthesized and
combined with other sources of information.”

Similarly, militarily significant developments that
may or may not be restricted by another treaty might
also be revealed by overflights negotiated for some
unrelated function. For example, aircraft monitoring
air pollution levels over large cities might detect the

23Note that what is d€fined a5 *collateral intelligence’’ and what js “background information’” is based explicitly and implicitly On the wording Of

an agreement.

24This report does NOt address the illegal collection Of intelligence except to mention that preflight inspections may be necessary to uncover illegal
sensor s secr eted among the legitimate sensor s. 1llegal effortscould include covert sensorsand intentional diversions from an agreed flight profile (e.g.,
dipping below minimum altitude to enhance sensor resolution beyond legal limitsor changing cour se to document some event off the flight path). The
collection of collateral information differs from theillegal collection of intelligence in that collateral information is collected as a byproduct of the

overflightsand does not violate any law.

25The diSCUSSION here of information gathering, particularly of collateral intelligence, parallels that developed earlier on confidence building. The

difference is that background information% collateral intelligence, warning, and cuing, as defined in this report, are collected outside the provisions and
spirit of anaccord, while the information gathered for confidence building is countenanced by an accord. The sameinformation might be labeledas

confidence building in oneregime and collateral information in another.

26The U.S. Defense Department defines tactical warning as *‘a warning after initiation of a threatening or hostile act based on an evaluation Of
information from all available sources’ and strategic warning as'a warning prior to theinitiation of @ threatening act. ” (U.S. Joint Chiefs of Staff,
Department of Defense Dictionary of Military and Associated Terms, Joint Pub. 1-02, Dec. 1, 1989, PP. 350, 363.)

27In turn this interaction of information would lead t- a more efficient use of available monitoring resources. See ch. 6 for a discussion of how prior

information can be used to enhance the utility of overflights.
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movement of large military formations toward a
border.

Overflights might also indirectly indicate the
possihility of threatening activities. This would be
the case if a party suddenly began to refuse
overflights of certain areas or over its territory as a
whole. Refusals would alert the observing party to
possible mischief, compel it to focus other assets
more intently, and, if no satisfactory resolution to the
problem is found, respond as if militarily significant
activities were occurring.

Furthermore, the inspecting party might use aerial
surveillance to disrupt or delay an impending
breakout by requesting overflights of critical areas
(e.g., forward staging areas for conventional forces)
and forcing the host country to conceal this hardware
or activity (potentially throwing off its entire break-
out schedule), or to expose it prematurely, thus
giving the inspecting party time to react.”

Cuing®

As with collateral intelligence gathering, the
potential role for aerial surveillance in cuing or
targeting is controversial. It is arguable that using
overflights to direct other systems may go against
the spirit of an accord; but some types of cuing can
reinforce the main goals of an agreement. This is the
case when overflights uncover ambiguous activities
or objects that are beyond the airborne sensors
ability to resolve. If the inspecting country did not
have any other way of determiningg the legitimacy of
its discovery, the result might be unfounded recrimi-
nations or an unanswered threat, thus raising ten-
sions or danger. However, if the location of the
discovery could be passed on to human inspectors or
NTM, the ambiguity might be easily resolved.

But cuing can also be used in a way that is ob-
viously antithetical to the spirit of most agreements:
the same information that can localize an ambiguity
for further observation may also be used to target the
items being observed (or others not related to an
accord) for military attack or covert operations.

Target information can be specific, e.g., coordinates
of a fixed site; or it can be general, e.g., the
operational behavior of mobile systems or groups of
forces. Aeria surveillance could also be used to
provide accurate tactical maps for military or other
purposes. These are further examples of how trans-
parency may not be a wholly beneficial objective.

Aerial Surveillance and Other
Means of Observation

The utility of aerial surveillance to gather infor-
mation in support of an agreement is not unique.
Many of its features are shared with NTM and OSI.
The selection of which monitoring systems to use,
and in what combinations, will be determined by the
negotiating parties based on the ability of each
measure to detect the desired signatures, the syner-
gistic effects of different sensors, the degree of
cooperation possible between parties, the capabili-
ties and capacity of NTM, the political advantages of
open cooperation, the intrusiveness of the measure,
and financial costs.”

Aerial Surveillance and NTM

There is considerable overlap in the potential
roles of aerial surveillance and NTM. Both kinds of
systems can take imagery from overhead and over
wide areas. However, while aerial surveillance as
described here is cooperative, NTM is generaly
unilateral or alliance-based. Cooperative measures
can be (and have been) negotiated to enhance NTM
capabilities, but the sensors and platforms them-
selves can operate independently of any agreement.

Among the potential advantages that aerial sur-
veillance holds over at least some NTM assets are
greater flexibility, possible real-time physical access
to the sensors, direct cooperation between parties,”
and relative political and technological insensitivity.

An agerial surveillance regime could be negotiated
to be more flexible than some NTM, varying flight

28For one application of this idea, see James R. Blaker, *‘On-Site Inspections: The Military Significance of an Arms Control Proposal,”” Survival, vol.

26, May/June 1984, pp. 98-106.
BSee ch. 6 for a discussion of the value of prior information.

3The relative financial costs of aerial surveillance, OSI, and NTM depend heavily on thespecific details of a prospective agreement, aswell as on
the overlap of this agreement with other agreements and national security requirements. Thisreport briefly examines the relative costs of NTMand aerial

surveillance for synoptic search inch. 6, box 6-H.

31The limited cooperation between the United States and the Soviet Union ON N'TM has been confined to facilitating the observation of TLIs through

movement freezes, nonconcealment, deliberate exposur e, and noninter ference.
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profiles by timing, ground track, and altitude.” As
a recent report to the U.S. Defense Department
stated,

The existence and utility of reconnaissance satel-
lites is accepted by both sides. Satellite orbits are
highly predictable. It is taken as a given by each side
that the other will refrain from some activities, which
would otherwise be observable, during a satellite
pass--once or a few times per day, say for atota of
20 minutes. The long advance predictability of
reconnaissance coverage makes it possible to hide,
by careful advance scheduling, even very large and
elaborate activities. Each side might worry, in the
extreme case, that preparations for war or treaty
breakout could be thus hidden.”

With a sufficiently narrow preflight notification
period making it impossible to conceal a violation of
an agreement before a plane might arrive, aeria
surveillance might be able to plug gaps in NTM
coverage. Airborne platforms might have the flexi-
bility to adjust their flight profiles to optimize sun
and sensor look angles, and to change altitude to
maximize a sensor’s resolution or field of view.*
Aircraft might also be permitted to fly under cloud
cover or loiter over areas of interest.

In addition, overflights could have the advantage,
if negotiated, of real-time interaction between the
sensors and the inspectors. An inspector manning a
sensing device on a plane could maintain, free-tune,
retarget, or change the focal length of the instrument
if something interesting caught his or her attention.”
The inspector could also mark and annotate impor-
tant sightings to facilitate postflight analysis.”

And as mentioned above, because observers are in
constant contact with host country escorts, a cooper-
ative atmosphere can be nurtured that is wholly
missing from NTM.” The confidence that arises
from this may lay the foundation for more significant
accords. And denial of requested flights could signal

a less cooperative relationship, heightening vig-
ilance by other means.

Lastly and perhaps most importantly, information
collected by an overt airborne sensor—particularly
if parties inspect or share sensors--could more
easily be released publicly to confirm compliance,
build general confidence, or support charges of
noncompliance. Direct release of NTM data is
contrary to government policy and is done so only in
the most extreme cases. Even in these cases, the
evidence of violation displayed is likely to be
degraded to avoid giving away information about
which system uncovered the violation and how
advanced the NTM sensors redlly are.

The primary advantage of NTM assets is that they
are largely independent of political events and
negotiations. If an important agreement is abrogated
or if surveillance flights are refused, aerial surveil-
lance could leave a country blind to critical develop-
ments. NTM would remain unaffected, because it
does not usually depend on the cooperation of the
country under observation.*NTM employment is
also not constrained by sensor-limiting compro-
mises, formal notifications, or flight plans. A second
advantage of NTM assets is that they can monitor
more than one agreement at atime.

Of course, the choice for the United States and
the Soviet Union probably will not be between
aerial observation and NTM. The questions are
more likely to be; what can aerial observation
add to current NTM and how can they interact
effectively? According to the NATO Open Skies
proposal, aerial surveillance is supposed to “com-
plement” NTM.*

Besides filling gaps in NTM coverage and capa-
bilities, overflights might be used to cue NTM to
particularly interesting sites and to clarify ambigu-
ous NTM information.” Overflights or their notifi-
cation might also be designed to trigger activity that

320n the other ~@ negotiators @@ agree to limitations and restrictions on overflights that would make them relatively less flexible.
333. Drell etal,, Verification Technology: Unclassified Version, JASON Report, r89-100-11, The MITRE Corp. McLean, VA, Mar. 7,1990, p. 131.
34¢<Open Skies Adrcraft; A Review of Sensor Suite Considerations,« e MITRE Corp., Bedford, MA, unpublished manuscript.

35 Tbid.

360n the other hand, escorts would be looking OVer the inspector’s shoulder and could thus get an idea of what the inspector thought important. This

information could be useful inrefining concealment techniques.

37@ the other hand, close contact has the potential for_ into friction should relations take a turn for the worse.
38As mentioned above, the United States and the Soviet Union have negotiated some cooperative measures that assist NTM.

39See app. D.
40See ch. 6.
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Box 2-B—Aerial Surveillance for Countries Without Advanced NTM

Until fairly recently, countries with little or no NTM have had to rely on the generosity of the superpowers for
a detailed view of the world, including information about the compliance of their neighbors with international
agreements. The superpowers’ monopoly on advanced NTM limited the quality, quantity, and timeliness of NTM
information available to third parties. Yet increasingly, countries have other options. participation in consortia to
develop independent NTM or the purchase of commercial imagery from other countries. France, Italy, and Spain
are investing in the Helios military reconnaissance satellite system to be operational in early 1994. The United
States, France, and the Soviet Union sell relatively low-grade satellite imagery. In the future, international
organizations might pool national resources to deploy reconnaissance satellites to monitor agreements or increase
globa transparency.

Cooperative aeria surveillance might also be used to fulfill the informational need of some countries. With
the negotiation of mutual overflights, these countries would at last obtain an independent source of compliance
observation and confidence building. If the cost of an aeria surveillance regime remained beyond their reach, they
might spread the cost among like-minded countries by maintaining a fleet of common aircraft or by promoting aerial
surveillance by international organizations. If they are willing to negotiate the use of an advanced airborne sensor
suite, they might even eventually narrow the current informational gap between themselves and the superpowers.
This capability will still be limited to overflights of participating states, so participants would still lack the NTM
owners' ability to monitor the territory of potential adversaries without their consent.

Granting foreign countries the right to overfly U.S. territory has important implications for the U.S.
Government. Such overflights will, to a certain extent, level the informational balance between these countries and
the United States, ending an American advantage over al countries except the Soviet Union. How important this
leveling is must be determined by U.S. policymakers. It may be the necessary price to get other countries to sign
onto important treaties that had traditionally been left to the superpowers to verify. It may also be the price of a
more open world. (See table 4-2 in chapter 4 for alisting of the asymmetric advantages and disadvantages of

countries negotiating Open Skies.)

would be detectable by NTM. For example, NTM
might be able to spot a large mobile TLI-during its
transit from an area to be overflown to shelter
elsewhere. In some areas, aerial surveillance might
even be used to free up NTM assets for other targets.
(See box 2-B.)

Aerial Surveillance and OSI “

Unlike NTM or aeria surveillance, an OSl is an
inherently close-up, but local, affair. OSls, like
aerial surveillance, are also cooperative measures,
requiring the consent of the inspected state. On-site
inspectors can go places and do things that would be
impossible for other monitoring systems. For exam-
ple, only an OS| can take radiation measurements of
a warhead from close enough to negate concerns
over shidding; only an OSl can examine the interior
of a closed-out production facility. Yet on-site
inspectors are limited in the territory they can cover
during a given inspection. A similarity between

aerial surveillance and OSI, not shared with NTM,
is that they both take place inside the earth’s
atmosphere and thus can both take part in air
sampling. All forms of monitoring, with the right
technology, could take pictures and read identifying
tagson TLIs.

It is in the areas where aerial surveillance and OSI
are dissimilar that they may work best interactively.
At a minimum, OSI can cover the declared inspec-
tion sites, while aerial surveillance flights (and
NTM) survey the potentialy vast territory not
subject to inspection. If ambiguous or suspicious
activities or objects are detected during these flights,
an inspection team might be sent to visit the site,
perhaps while the aircraft loiters overhead.” A
broad aerial search could trigger a more time-con-
suming, but more precise, inspection. Conversely,
overflights might be used to examine several in-
spectable sites at a time, both to prioritize subse-

41For a discussion of on-site inspection types, benefits, and costs, see U.S. Congress, Office of Technology Assessment-i Verification Technologies:
Measures for Monitoring Compliance With the START Treaty—Summary, OTA-ISC-479 (Washington, DC: U. S.Gover nment Printing Office, December

1990).

42This is provided that the Sit.iS on 5 negotiated list of inspectable sites or the treaty allows for suspect-site or invitational inspections.

292-900 - 91 - 2
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Box 2-C—Reading Tags From Aircraft

Tags on treaty-limited items (TLIs) have been suggested as a method for identifying and counting legal TLIs
and for making it more difficult for a potential treaty violator to intersperse illegal TLIs among legal TLIs. Tags
that might be read from an aircraft are of three basic types. 1) self-powered tags that send a signal to areceiver on
the aircraft; 2) tags that are powered by an interrogation signal from the aircraft and respond; and 3) tags that are
powered by the host country at the time of overflight.

Reading tags remotely has been a controversial issue, because of a fear that the tag could be used to militarily
target the tagged TLI in a crisis. Although it might be possible to design a tag incapable of being used for this

purpose, the somewhat irrational fear of compromising legal TLIS remains, making negotiations difficult

The first and second types of tag bring out targeting concerns the most often. It is argued that during a crisis
these tags could be read (either by a direct signal®or an illumination-induced signal) and their corresponding TLI
targeted. One relatively simple solution would be to provide each local commander with a hammer to destroy the
tags early in a crisis. However, while this solution may lower the potential for direct targeting, it does not address
the possihility that operational analysis of the tagged TLIS' positions would, over time, provide general targeting
information and movement predictability.’

The potential for targeting TLI through the operational analysis of tag reading data also applies to tags that are
incapable of transmitting without an attached power source under the control of the host country. However, these
tags leave less room for misuse of the tags. They could not be covertly interrogated for position information. With
this third type of remote tag, when an overflight begins, the host country activates all of its tags so that they can
be read from the plane. TLIs not transmitting or responding with invalid information would be considered
violations, After the exercise the power supplies would be switched off.

!This task Cm be particularly important if look-alike objects are both covered by atreaty and also outsideits jurisdiction. For example,
the Conventional Armed Forcesin Europe Treaty doea not cover Soviet naval equipment that is physically indistinguishable from its army
counterpart which is restricted.

25ome argue that the signal power of an active tag could be set low enough so that only planes at very low altitude (and thus only
cooper atively) could read them. However, the example of the extremely low-powered \Voyager |1 spacecr aft transmigsions being picked up at
interplanetary distances casts doubt in some minds about the electiveness of such power restrictions. Another suggestion isthat infrared tags
be used which could be shielded against pulsed infrared detection. Likewise, some shielding might be made for the other types of tags as well.
Three suggestions arereally variations of the third category of tags: those that can essentially be turned oféxcept during overflights.

3This i5 true for any monitoring mechanism that e xamines deployed TLIs.

quent inspector visits and to avoid using up a ground
inspection guota on obviously compliant locations.

Aerial surveillance does have some advantages
over OSl. Overflights could be used to examine sites
considered too militarily sensitive to allow inspec-
tions. And because of their ability to cover large
amounts of territory quickly, over-flights could be
used to read tags remotely on large numbers of
far-flung TLIs (see box 2-C).

Further in the future, over-flights and inspections
might be combined in a kind of ‘‘SWAT team’
approach. A long-range helicopter loaded with
inspectors and escorts would fly over the host
country searching for suspect TLIs. Upon seeing a

TLI, the helicopter would have the option to land and
conduct a ground inspection (e.g., a tag reading).
The helicopter would then continue its flight,
stopping for further inspections, perhaps according
to a set quota. Another unconventional idea would
be to have aerostats anchored at perimeter portal
monitoring sites as a kind of floating perimeter
control.” Sensors on the balloon would detect the
movement of TLIsinto or out of the monitored site.

Overlapping Agreements and Assets

Current international agreements and security
concerns aready require U.S. surveillance of most
of the world's land masses. This surveillance is
mainly in the form of NTM, but includes cooperative
arrangements such as OSls. Future agreements will
probably mean more intensive and extensive cover-
age. Examining each prospective agreement sep-
arate from others that cover much the same ter-

43Radar-equipped aerostats are currently used along the U. S.-Mexican border to monitor theillegal entry Of aircraftinto U.S. airspace. Concerns over

operationsin severeweather would need to be addressed.
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Photo credit: U.S. Air Force by M. Sgt. Ken Hammond

Warsaw Pact observers and their NATO hosts
disembark from a German Army CH53 helicopter during
the 1987 Reforger Exercise held in then-West Germany. In
the future, inspection “SWAT" teams might combine the
best aspects of aerial surveillance and OSls.

ritory may result in an inefficient and costly
allocation of surveillance assets as well as a
duplication of support and organizationa re-
sources. Thisis particularly true for Europe, where
a series of overlapping agreements are in force with
several others under negotiation. For example, an
aerial surveillance agreement covering a small
region may be relatively cost-effective when com-
pared to anew photo reconnaissance satellite, but the

same satellite might be able to adequately monitor
severa other treaties as well at a lower net cost.”
The executive branch and the Congress need to
consider how different verification regimes might
interact.

Conclusion

Whether an agreement is intended primarily to
foster good will, watch over a tense border, prepare
for an OSI, or search for illegal weapons, aerial
surveillance may be able to play arole. It can be the
central mechanism of an accord or one provision
among many, performing only those functions it can
do most effectively and cheaply. Through the col-
lection of collateral information, it can aso lend
additional support to treaty monitoring, hone our
assessments of our adversaries, and warn of threat-
ening activities. The decision to include provisions
for aerial surveillance in an accord should result
from an assessment of the suitability of overflights
for the task at hand, the unique qualities of the
different monitoring options, the potential for syner-
gism with NTM and OSlI, and possible interactions
with other verification regimes. Finally, the ideal
verification package will have to be weighed against
financial and intelligence costs, as well as negotia-
bility.

44SW box6-H in ch.6 for somerough cost estimates.
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Chapter 3

AIRBORNE PLATFORMS AND SENSORS

Summary

This chapter surveys some of the types of airborne
platforms and sensors that might be appropriate for
agreed overflights and examines major issues for
each. It also discusses how negotiations on opera-
tional issues can affect the success of an aerial
surveillance regime.

The type of airplane or helicopter used in over-
flights must meet requirements for range, sensor
payload, passenger room, safety, reliability, and
negotiability. More exotic aerial surveillance re-
gimes might use unmanned aerial vehicles (UAVS)
or lighter-than-air craft.

A wide variety of imaging sensors, spanning the
€l ectromagnetic spectrum, could be employed dur-
ing a cooperative overflight. Air samplers or sniffers
and radiation detectors could be used to detect
restricted chemical and radiological emissions. Sig-
nals intelligence (SIGINT) collection, passive acous-
tic devices, and magnetic anomaly detectors (MAD)
might also be used to ferret out information. Sensors
can be combined to provide 24-hour, all-weather
effectiveness and to complicate attempts at conceal-
ing treaty-limited items (TLIs).

Operational considerations are also important.
The number of flights relative to the area and
composition of the overflown territory, the fre-
guency and duration of overflights, and the amount
of advance notice given must be appropriately
matched to surveillance goals.

Introduction

Cooperative aerial surveillance involves flying
one or more sensing devices (a sensor suite) over the
territories of the signatories of an agreement. The
platform flown could be an airplane or helicopter,
but a case might be made for other craft, e.g., UAVs
and lighter-than-air craft. The sensors carried might
simply be the eyes of a human observer or more
sophisticated cameras, signal gatherers, or air sam-
plers.

The aerial platforms and sensors should be suited
to their missions as defined by the overflight
agreement. At the same time, the choice of platforms
and sensors will likely be limited, primarily for

-31-

reasons of cost and intrusiveness, to the minimum
configuration needed to accomplish the goals of the
accord. In the case of some potential agreements,
e.g., Open Skies, the goals might be so broadly
defined that no minimum configuration is readily
apparent. However, in aregime meant to sample the
pollutants near designated powerplants, loading a
plane with SIGINT equipment would be clearly
unnecessary. Similarly, operational criteria should
be appropriate for the flights. If the agreement being
negotiated calls for short-notice monitoring of some
easily relocated TLIs, a prearrival notification pe-
riod of 48 hours may render the overflights irrele-
vant. Likewise, an accord that allows the monitoring
of troop movements might be undermined by
territorial restrictions on overflights.

Airborne Platforms

Types of Platforms

Airplanes

Airplanes are especially useful for missions that
require fast air speed, long durations, large sensor
payloads, or film changing and sensor maintenance
in flight. A wide variety of civil and military

Photo credit: U.S. Navy contractor, released by Department of Defense

The P-3C Orion, a maritime patrol version of the Lockheed
Electra, began service in the U.S. Navy in 1969 and has
since found its way to many other countries. Its 10-
person crew employ a variety of sensors to detect
submarines. Note the magnetic anomaly detector
protruding from the tail.



32. Verification Technologies: Cooperative Aerial Surveillance

: L
Photo credit: U.S. Air Forces

Helicopters might prove useful in agreements that seek to
combine aerial surveillance and on-site inspections.

airplanes have already been modified for surveil-
lance activities—horn sophisticated spy planes, like
the TR-1 (descendant of the U-2), to transports, like
the C-130. Even a two-seat, civil aircraft could be
modified to play some role. Most agreements would
probably require at least one representative of the
overflown country to be on the plane as an escort, if
not as the pilot and sensor operator.'

Helicopters

Provisions of the 1990 Vienna Document’permit
observers in host-country helicopters in Europe to
monitor large-scale conventional military activities.
Generally of more limited speed and range than
airplanes, helicopters might be particularly useful
for missions exploiting their relative strengths:
low-level flying, slow flying and temporary hover-
ing, and close-quarter landing. Helicopters, like
airplanes, could allow sensors to be adjusted or
reloaded with film during flight.

Low-altitude flights would enable sensors to
probe beneath all but the lowest cloud cover or fog.
This might mitigate the need, in the daytime at least,
for sensors more sophisticated than human vision or

Photo credit: U.S. Department of Defense

The AV-8B Harrier jump jet (top) and the developmental
V-22 Osprey tilt-rotor aircraft (bottom) are examples
of platforms that share features of both airplanes and
helicopters.

conventional photography. It might also improve the
utility of sensors that need to get close to their targets
to work efficiently (e.g., MADs). (But note that
lowering altitude reduces the amount of territory
visible to the sensors on board.)’

Similarly, slow flying‘or hovering over a poten-
tial target or a declared site might permit more

‘Although most scenarios include both inspecting and host country representatives on a plane, either party might be granted sole overflight authority.
his product OF the Conference on Security and Cooperation in Europe provides for aerid and ground observation of military exercises above @

certain size.

e line-of-sight to e horizon varies = the square root of the sensor height. For a helicopter flying at an altitude of 1 mile, the line-of-sight w ne
horizon is approximately90 miles, For the same helicopter at an attitude of 1/4 mile, the distance to the horizon is approximately 45 miles.
‘Slow air speeds (about 30 knots) minimize photographic image bluring and platform vibration. Higher speeds and hovering increase vibration. As

cited in Allen V. Banner, Andrew J. Young, and Keith W. Hall, Aerial Reconnaissance for Verification of Arms Limitation Agreements: An Introduction
(New York, NY: United Nations, 1990), p. 139. Maintaining minimal vibration may not be as important as hovering for some types of sensors.



Chapter 3—Airborne Platforms and Sensors .33

sensitive instrument readings. It would also give the
inspectors time to examine a suspicious object from
avariety of atitudes, look angles, and sun angles.

Unlike most airplanes, a helicopter, however, can
land without an airstrip. This enables a helicopter to
combine the role of aerial monitor and on-site
inspector. A sensor-bearing helicopter could detect
an anomaly from the air and then land with
inspectors who could document any violation.”All
other modes of reconnaissance require that the
sensor collect unambiguous evidence of violation
directly (necessitating a more refined sensor) or that
it cue other means of collecting evidence, such as
ground-based, suspect-site inspection.’

Unmanned Aerial Vehicles

UAVs include “remotely piloted vehicles (RPVS),
which require remote control by human pilots;
autonomous aircraft (drones), which do not; and
aerial vehicles which permit, but do not require,
remote control by human pilots. * UAVs may
resemble either an airplane or a helicopter: some fly
in a straight path, while others can hover. Most
UAVs are small and have relatively short range;
however, Boeing's recently demonstrated Condor
can stay aloft above 65,000 feet for severa days.
Because these aircraft are unmanned, there is no one
on board to maintain sensors, reload film, or look out
in a direction where the sensor is not pointing. At
most, a human controller on the ground might be
able to redirect and focus the sensors on board in real
time. These characteristics make UAVs an attractive
alternative to other platforms, because the potential

Photo credit: U.S. Department of Defense

UAVs, equipped with television or forward-looking infrared
sensors, collected reconnaissance and targeting
information during Operation Desert Storm.

for collateral information gathering can be reduced
to an absolute minimum. Only that which is recorded
by the sensors on the UAV or seen on a remote
monitor is revealed to the inspectors on the ground.

chanical adjustment of the sensors. Covert sensors
would also be difficult to hide on the relatively small
vehicles.’Lastly, UAVs could monitor events that
might be hazardous to human observers (e.g.,

This information can be readily restricted by me- chemical leaks and nuclear test venting) .10

5Such landings would likely be subject to some numerical or time quota to lessen their intrusiveness and cost, as well as to safety constraints.

SHelicopters could also be employed t- land a quick-response team that would ring a suspect facility with rapidly deployable perimeter sensors to
ensurethat no mobile TLI escaped the facility while it was being prepared for an inter nalsuspect-site inspection. Note that thisis not specifically an
aerial surveillancetask. The preparationsrequired at a sensitive site can be quite extensive and time consuminty. the prepar ations wer e notallowed,
the site might not beincluded in the accord for reasons of national security. A discussion of the trade-offsin on-site inspection systems can be found
in U.S. Congress, Office of Technology Assessment, Verification Technologies: Measures for Mom-toting Compliance With the START
Treaty—Summary, OTA-ISC-479 (Washington, DC: U.S. Government Printing Office, December 1990).

7U.S. Congress, Office of Technology Assessment, New Technology for NATO: Implementing Follow-On Forces Attack, OTA-ISC-309
(Washington, DC: U.S. Government Printing Office, June 1987), p. 230.

8Breck W. Henderson, “Boeing Condor Raises UAV Performan ce L evels,” Aviation Week and Space Technology, Apr. 23, 1990, pp. 36-38.

9Many aircraft, other than current UAVs, could be converted for remote operation.

10Amy Smithson and Michael Krepon, **Strengthening the Chemical Weapons Convention Through Acrid Monitoring, " Occasional Paper #4, The
Henry L. Stimson Center, Washington, DC, April 1991, p. 26.
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Photo credit: Westinghouse Airships, Inc.

Westinghouse Sentinel airship with its ground crew.
Airships normally operate at 10,000 to 15,000 feet
and at speeds in the tens of knots.

Lighter-Than-Air Craft

Dirigibles, balloons," airships, aerostats, and
blimps may be uniquely attractive for some pur-
poses. Floating aerial platforms have the advantages
of sensor stahility (extremely low vibration), relative
background silence for acoustic sensors, unre-
stricted access to sensors (on crewed craft), large
payload capacity, endurance, and extended hover-
Ing. “The last™ attribute could enable tethered
aerostats to provide an airborne sensor perimeter
around a site (e.g., rocket motor plant) either for the
term of an agreement or until preparations for an OSl
were completed.

During the 1989 celebration of the French bicen-
tennial, Paris police, stationed aboard a blimp, kept
amost continuous vigil over the crowds and the
comings and goings of world leaders. They pro-
fessed the ability to identify an individual 1 mile
distant.”

The chief disadvantages of these platforms are
their slow air speed and vulnerability to severe
storms. In particular, they would not be a good
choice for searching for easily moved and hidden

objects or for covering large areas of territory in a
relatively short time.

Platform Issues

Aeria platform issues include: whose aircraft is
used, who flies it, how many inspectors and host
country escorts are on board, where can it land
(refuel), what flight rules apply (perhaps those set by
the International Civil Aviation Organization (ICAQ)),
and what will be the language of air traffic control.

Negotiators will also have to decide whether
aircraft will be allowed to loiter over a particular
spot, make repeated passes over the same territory,
or change its flight plan during the flight (at a
minimum, to avoid storm fronts). Moreover, mini-
mum (and possibly maximum) atitudes may need to
be codified.

Irregularities will also need to be considered:
what if an aircraft crashes, what if the pilot
intentionally strays off the mandated course,*or
what if the plane fails a preflight inspection or safety
check?

Overflown nations may be concerned that contra-
band sensors could be secreted aboard (or even in the
skin of) the aircraft. If an accord disallowed a type
of sensor or put limits on the capabilities of the
agreed sensors, a preflight inspection of the platform
and its sensor suite by the host country might be
necessary. In al cases, except for some UAVS, this
could be a fairly difficult and time-consuming
endeavor. The provision of platform and sensor
manuals and specifications may speed this process
up. If the preflight inspection is too long, it may
impinge on the ability of the aircraft to accomplish
its mission (e.g., searching for easily relocated,
mobile missiles). Keeping the aircraft under guard in
the host country or some other agreed location after
it had been cleared by inspectors might be one
solution to this dilemma, because it would obviate
the need to inspect the craft before every flight.”

11The French were the first t. use balloons for military reconnaissance in 1794. William E. Burrows, Deep Black: Space Espionage and National

Security (New York, NY: Random House, 1986), p. 28.

12Some lighter-than-air craft can also land without a prepared airfield, but unlike helicopters, theyusually require the Presence of ground s and

a comparatively large clearing.

13<“The Blimp Is Back,” NOVA, Public Broadcasting System telecast in Washington DC, Oct. 30, 1990.
A pilot might be tempted to divert his OF ber course to got a better look at a suspicious object or activity, or to gather collateral intelligence 011 some

sensitive sitein an exclusion zone.

150n the other hand, the expense Of having aircraft dedicated solely to an overflight regime might be too dear for smaller countries, while relying 011
aircraft provided by the larger countries might be politically unacceptable. (Private communication from Peter Jones, Contractor, Verification Research
Unit, External Affairsand International TradeCanada, Ottawa, Canada, Mar. 25, 1991.)
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Box 3-A—Types of Sensors

Imaging Sensors
Human vision
Unaided
Binoculars
Optical transducers (night-vision goggles)
Aeriad photography
Optica
Infrared
Stereoscopic
Multispectral
Electro-optical devices
Electronic gtill camera
Television (including low-level-light TV)
Radar
Synthetic aperture radar (SAR)
Conventional radar
Lidar (laser radar)

Nonimaging Sensors
Signals intelligence (SIGINT)
Air sampling and sniffing
Radiation detection
Acoustics
Magnetic anomaly detector (MAD)

SOURCE: Office of Technology assessment 1991.

Sensors

Types of Sensors

Imaging Sensors

Human Vision—Although in many ways out-
moded by modern technology, human vision re-
mains a viable means of aerial surveillance. A
confidence-building regime of purely symbolic over-
flights might have little reason for permitting more
advanced sensors.

Human eyesight might have application in more
rigorous monitoring systems as well. If the objects
or activities being observed are suitably large and
difficult to conceal, then unaided observations might
be sufficient for the purposes of an agreement.

Peacekeeping missions along desert borders, aerial
inspections of missile silos, and observation of
military exercises are examples of agreements where
eyesight alone might provide satisfactory confi-
dence. Moreover, human vision might cue other,
mechanical sensors. For example, a crew member,
having spotted a suspicious objector activity, could
order the airplane to diverge slightly from its flight
path (agreement provisions permitting) in order to
photograph the anomalous object from a more
advantageous distance or angle.”Likewise, the
crew member could alter the sensors scanning mode
from alow resolution, wide-area search setting to a
higher resolution mode focused on the object.

Under the proper circumstances, selected human
beings can perform remarkable feats of visual
detection. During World War 1l, General (then
Lieutenant) Charles Yeager could spot German
fighters at a range of 50 miles;” astronauts in orbit
have sighted terrestrial objects as small astrucksin
freak occurrences labeled the “hawkeye effect.”
Binoculars can extend human vision even further.

The detection capabilities of the human eye vary
strongly with the angular size of the target (a
function of the diameter of, and the distance from,
the target), the size of the region in which it might be
found, the contrast between the target and its
background, the amount of time for which the
detection opportunity lasts, and the level of aertness
and training of the observer. The shape of the target
is less important for detection alone.”

Some devices can extend human vision beyond
the “visible spectrum” (see figure 3-1). Optical
transducers, e.g., night-vision goggles, can enable
users to see in the infrared portion of the spectrum.
Exploiting the far infrared portion of the spectrum in
which objects glow by virtue of their own warmth,
infrared goggles allow the wearer to see in the
dark.” Furthermore, because they depict objects
according to their temperature, infrared vision sys-
tems also reveal phenomena not normally visible to
the human eye, e.g., distinctions between conven-

16B-2 advocates cite such decisionmaking by bomber crews in search of mobile missile launchers (which are also START TLIs) and other
“look-shoot” and “relocatable” targets, though they may havein mind the human use of on-board radar or TV sensor equipment. See General John
T.Chain Jr., “*A Warrior’s Perspective on the B-2,  ArmedForcesJournal International, September 1990, p. 78; and U.S. Senate, Committee on Armed
Services, “ Threat Assessment; Military Strategy; and Operational Requirements,” Mar. 7, 1990, p. 873.

17Chuck Yeager and Leo Janos, Yeager: An Autobiography (Toronto, Canada: Bantam, July 1985), P- 56.

18Ry more information, including bibliographical references, on thistopic, see app. E in Bernard Osgood Koopman, Search and Screening: General
Principles With Historical Applications (New York, NY: Pergamon Press, 1980).

19With some modification, per haps they could also be worn during the daytime.



36. Verification Technologies: Cooperative Aerial Surveillance

Figure 3-I-Partial Electromagnetic Spectrum
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SOURCE: Office of Technology Assessment, 1991.

tional camouflage netting and foliage of the same
color and pattern; and images of relatively hot
objects obscured by foliage, conventional camou-
flage, smoke, or fog. (Concealment measures that
would be more effective are discussed below.) This
latter ability to penetrate aleafy canopy would raise
confidence that one was not missing TLIs simply
because they had been driven into the woods before
the aircraft flew over.

In addition, infrared vision systems can in some
cases provide a short-term history of an object. For
example, residua heat in the engine of a tank or
missile transporter, or warm patches of taxiway
heated by jet engines, would indicate recent activity
that might have been prohibited by movement
restrictions (a “freeze’) in effect during an over-
flight or OSI. The heat signatures of overflown
facilities might also assist on-site inspectors in
deciding where to focus their search effort or reveal
covert operations at supposedly closed-out facili-
ties.”

For aerial monitoring purposes, it isworth noting
that human vision is the one sensor system whose
results cannot be recorded for postflight data proc-
essing or sharing. Inspectors making visua sight-
ings might take notes or be debriefed after the flight,
but they would lack concrete evidence of any

of

wrongdoing. 21 Moreover, the human failing

boredom sets in quickly during a search for sparsely
distributed targets, greatly degrading the searchers
effectiveness. *

Aerial Photography—Military aerial photogra-
phy predates the airplane. In fact, placing photogra-
phers in intelligence balloons during the U.S. Civil
War was considered, though never carried through.”
It was not until the Spanish-American War that
aerial photography first made its military debut in
the form of a camera carried aloft by American
kites.” Since that time, aerial photography has
found a wide range of useful applications from
strategic reconnaissance by supersecret spy planes
to the documentation of local agricultural crops.

A variety of considerations bears on the quality of
an aerial photograph. Of these, “resolution” is the
most commonly cited parameter, though the ability
of a camera to see in more than one part of the
spectrum, or to create stereoscopic (three-dimen-
sional) images, can also be important. Stereoscopic
imagery aids in the interpretation of photographic
reconnaissance data, discussed in appendix B.

Cameras carried aboard aircraft offer a great deal
of freedom, affording views at a variety of dtitudes,
look angles, and sun angles.

WInfrared information about a site's operations might also be compared to the facility’s material flow records (obtained through data exchanges) in
order to uncover inconsistencies. Smithson and Krepon, op. cit., footnote 10, pp. 15, 23-24.
21Unambiguous visual sightings would probably Provide sufficient grounds for the overflying nation to take unilateral countermeasures, eVen if

violations could not be“proved” to the other parties of an accord.

221n the case of World War I airbor ne radar search for surfaced U-boats, analysis of sighting data showed that operator fatigue caused a marked
decrease in sighting efficiency after only a half an hour. C.H. Waddington, OR. in World War 2 (London, England: Paul Elek (Scientific Books) Ltd.,

1973), pp. 138-139.

23Thomas Crouch, The Eqgle Aloft (Washington, DC: Smithsonian Institution Press, 1983), pp. 340-341.
24The first American noncombat photographs WeTe taken from a balloon in i s@ See Burrows, Op. cit., foomote 11, pp. 29-31.
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Foectrum-The advantages of seeing in the infra-
red, as opposed to the visible, part of the spectrum
have already been mentioned above in the section on
human vision. The most obvious disadvantage--
fundamentally lower resolution®owing to the use of
longer wavelengths of light--can be compensated
for by arelatively lower sensing altitude, agreement
permitting. One aircraft vendor’s concept of aerial
search operations includes infrared sensors, but
specifies that they would be used during low-altitude
segments (5,000 feet, lower than some regimes
might permit) of the flight. At such an altitude, the
“swath width" *of a notional infrared sensor is
given as 5 kilometers, or 3 miles.”

Resolution—Resolution is often taken to be
“ground resolution,” the distance by which two
objects on the ground must be separated in order to
be distinguishable in a picture; this quantity depends
on the altitude of the camera as well as its optica
characteristics. ”(This distance is often about twice
the minimum size necessary for an object to appear
a al.) More fundamentally, a camera’s film has a
resolution, ultimately determined by the grain of its
emulsion. The ideal camera would project, in a
distortion-free way, the image of the ground onto the
image plane, where it would be captured. Actual
cameras depart from the ideal and degrade resolution
to a level somewhat below that which would be
expected on the basis of the film alone.*As in the
case of the human retina, the resolving power of the
film depends on the contrast ratio between the target
and the surrounding background.

Estimates of the ground resolution needed for
various purposes differ from source to source.
One commonly cited source®draws distinctions

between the ground resolutions needed for detec-
tion, recognition, identification, and analysis. “De-
tection” refers to noting that the object is present at
al; “recognition” to determiningg that it is a missile,
vehicle, missile site, or aircraft; ‘‘identiilcation” to
determining what type of missile, vehicle, missile
site, or aircraft it is; and ‘*analysis’ to the perform-
ing of detailed technical analysis based upon the
image at hand. Table 3-1 shows values for selected
agreement-relevant items.

Another source™provides anearly identical list of
items and five levels of interpretation-detection,
general identification, precise identification, de-
scription, and technical intelligence. Not surpris-
ingly, the addition of a less exacting category widens
the range of identifiably useful ground resolutions.
A submarine, for example, can be ‘detected,” in the
sense used by the latter source, given only a
resolution of 100 feet (v. 25 feet).

A third source adduces digitized examples to
show a tank at the picture element sizes (picture
element, or pixel, sizes correspond closely to resolu-
tions) at which it can be identified as an artifact, as
a tank, and as a Soviet T-62. These resolutions
appear to be approximately 16, 6, and 3 inches,
respectively .32 Note the lack of close agreement with
those values cited for a vehicle in table 3-1, typica
of the way parameter estimates vary in this field.

A fourth source®introduces the Imagery Inter-
pretability Rating Scale (1IRS) which is not based on
resolution. Using subjective criteria, the IIRS sets up
eight separate slots (labeled rating categories 1
through 8) into which targets are placed according to
the aforementioned detection, recognition, identifi-
cation, and analysis paradigm.

25A concept treated at length below.
26Theoretical sweep Width, in our terminology; see ch. 6.

ZTohnKing, ¢ ‘Airborne Remote Sensing for Open Skies: The Platform, " in Open Skies: Technical, Organizational, Operational, Legal, and Political
Aspects, Michael Slack and Heather Chestnutt (eds.) (Toronto, Ontario, Canada: Center for International and Strategic Studies, York University, 1990),

p. 29.

8The basic expression of the resolution of a camera is itS angular resolution, the angle subtended at the camera by two objects on the threshold Of

appearing asone. ‘Ground resolution” or “ground sample distance” isthe projection of thisangle on the ground. Theterm “ground sample distance”
clarifies the point that resolution is an angle inherent in the camera-film combination wher eas image interpretation depends upon the size of the ground

sample subtending that angle.

29 Atmospheric €% -, such as moisture, pollution, and turbulence, can also degrade theoretically ideal resolution.
%0¢“Minimum Ground Object Sizes for Imagery Interpretation,”” ASCC AIR STD101/8, quoted in the Reconnaissance Handy Book (st. Louis, *°

McDonnell Douglas, 1983), p.125.

31Jeffrey T Richelson, The U.S. Intelligence Community, 2d. ed. (Cambridge, MA: Ballinger, 1989), p. 161.

32 David Hafemeister, Joseph Romm, and Kosta Tsipis, ‘‘The Verification of Compliance With Arms-Control Agreements,” Scientific American,
vol. 252, No. 3, March 1985, . 41. The number of shades of gray available in this digital presentation appearsto have been either four or eight.

* *Open Skies Aircraft: A Review of Sensor Suite Considerations,” The MITRE Corp., Bedford, MA, unpublished manuscript.
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Table 3-I-Ground Resolution and Targets

Detect Recognize Identify Analyze
Object (feet) (feet) (inches) (inches)
Missile . ........ ... 3 2 6 15
Vehicle..................... 5 2 6 15
Nuclear weapon . ............. 8 5 12 0.5
SSMSite . ..ot 10 5 6 15
Aircraft ........ ... .. ... 15 5 6 15
Submarine . ................. 25 15 6 1.0
Troopunits . ................. 20 7 24 6.0

SOURCE: “Minimum Ground Object Sizes for Imagery Interpretation,” ASCC AIR STD 101/8, quoted in the
Reconnaissance Handy Book (St. Louis, MO: McDonnell Douglas, 1983), p.125.

For example, in rating category 5, the lettering on
the wings of a large aircraft can be detected;
command and control headquarters can be recog-
nized; a tank can be identified as light or medium/
heavy; and technical analysis can be made of airfield
facilities. Interestingly, some surfaced submarines—
though detectable in rating category |—have suffi-
ciently similar overall dimensions*that they can be
identified by type only in rating category 6. For
example, the Soviet Romeo-class attack submarine
can be distinguished from its Whiskey-class prede-
cessor by the presence of a snorkel cowling.

Photographic film can have a resolution of about
1/5000 of an inch®, so that a 10- by 10-inch picture
similar to that produced by the Fairchild KC-IB

framing camera”could capture a 50,000 by 50,000
field of resolvable units, the equivalent of 25,000
feet (or about 4 nautical miles) sguare at 6-inch
resolution. This very approximate calculation sug-
gests a sweep width of 4 nautical miles if the camera
simply points straight down from, in the case of the
Fairchild camera, an altitude of about 20,000 feet.

An Itek camera, derived from the Large Format
Camera built for the Space Transportation System
(the space shuttle) can resolve 1 meter or better from
12,000 meters.” From 20,000 feet, this camera
could therefore resolve 20 inches or better, with a
very wide field of view. The technology embodied
in this camera, however, may make it unexportable
and thus unusable in some cooperative aerial sur-
veillance regimes.

The amount of search effort available per sortie is
determined, in the case of many aircraft, by the
amount of film in the camera. The Fairchild camera
cited above carries about 400 feet of film, and could
thus take almost 5004- by 4-nautical mile photo-
graphs. These photographs could easily be taken in
sufficiently rapid succession to cover a swath 4
nautical miles wide and almost 2,000 nautical miles
long; the film can advance through the camera at a
rate of 3 inches per second, corresponding to 1.2
nautical miles of ground per second and thus almost
10 times faster than would be needed for perfect
coverage of the swath. Some amount of overlap
between adjacent pictures would be desirable from
the standpoint of a photointerpreter. The aerial
surveillance mission may differ enough from con-
ventional military reconnaissance in that larger
airplanes could be used, permitting the inflight
replacement of film.

Electronic Still Camera—Though normally as-
sociated with TV-style ‘*moving picture’ cameras,
electro-optical technology can also be used in a still
camera. Some such cameras use a ‘‘push broom’
technique, in which a linear array of detectors
images thin dlices of the scene and the motion of the
sensor platform laminates these dlices into a two-
dimensional image. A 1979-vintage aerial device of
this type could record a 3-mile-wide swath at a
distance of up to 12 miles with enough resolution to
allow counting of individual people and discrimina-

%The waterline length of a MOCErN submaring is somewhat variable because the hull is pickle-shaped and the length of the exposed portion therefore

depends upon the trim.

35Reconnaissance Handy BOOK, op. cit., footnote 30, p, 61. Values vary widely from film to film and depend greatly upon the contrast inherent in the

scene itself.

36Ibid., p. 8. This camera’s Modest 6-inch focq] length places it firmly in the ‘‘medium-tech™ niche: export restrictions aside, a 72-inch focal length
could readily be used instead, affording “ the capability to perfor mextraordinary feats’ according to oneexpert. (prepar ed statement of Michael Krepon,
President of the Henry L .Stimson Center, Washington DC, delivered before the Senate Foreign Relations Committee, Mar. 29, 1990.)

37¢‘Peaceful Watchdogs,” |EEE Spectrum, November 1989, p. 31.
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tion of different models of automobile.*More
modern devices use staring arrays, making them
completely analogous to TV cameras.* They can
attain ground sample distances comparable to those
of film cameras, and record 8 to 12 bits per picture
element, enough to express from 256 to 4 million
shades of gray.”

The large dynamic range of these systems—Ilarger
than that of the human eye"—allows post-
processors to bring out latent details hidden amid
shadows or glare. (Digital postprocessing of some
film images can have the same effect, as will be seen
in app. B.) Such postprocessing might be done on
board the surveillance aircraft, allowing sites of
interest to be revisited later in the flight after
processing of imagery taken on the frost pass.”

Television—TV systems for aeria surveillance
share some attributes of human vision and others of
photographic and electro-optic systems. Like human
vision, airborne TV can be analyzed in real time as
the plane is flying, allowing for deviations from the
flight path to examine interesting targets more
closely or from a more advantageous angle.“Like
photography and electro-optics, its results can aso
be recorded and it can operate outside the spectrum
normally thought of as “visible.” (The advantages
offered by operating in the infrared portion of the
spectrum are discussed above in the section on
human vision.)

Whereas the screen of a digital TV system is
divided into pixels (picture elements) whose pre-
images on the ground readily define the system’s
resolution in terms of ground sample distance, the
resolution of the conventional, analog, scanning TV
system found in most homes is somewhat more

complicated to determine. Such a TV system builds
its image out of parallel lines scanned onto the
screen. The spacing of the lines (512 of them in a
conventional home set) determines, much like the
number of pixels, the screen’s resolution in the
vertical dimension. The horizontal dimension’s
resolution is governed by the ability of the system to
make intensity changes along a single scanning line,
rather than from line to adjacent line as in the vertica
dimension. A conventional 512-line TV image is
refreshed 30 times per second; from its 4-megahertz
input signal it can make 8 million meaningful
samples per second, so each line would consist of
508 samples if none were lost to such “overhead
expenses’ as blank time between each image
refreshment. *A realistic assessment of such losses
could cut the number of samples per line to 400.”

As in film photography, the parameter of interest
in TV systems is the ground resolution (and the
effective ground sample distance), determined by
the line spacing of the TV camera and screen. If
6-inch spacing on the ground were the standard
required for aerial surveillance, the conventional
512-line home TV screen would depict a patch of
ground 256 feet in length and approximately square.
Even a substantialy improved TV display would
thus be afar cry from a film system in terms of the
ability to cover ground (25,000 square feet in the
film example above) at a given resolution.”Even a
digital TV with a 1024- by 1024-pixel array, which
could approximate the performance obtained by the
combination of the human eye and state-of-the-art
conventional optics, could do so only over a narrow
field of view comparable to that of a submarine
periscope.”

38Benjamin F. Schemmer, “ ‘Electronic Cameras With Instantaneous Ground Read-Out Now Make Real-Time Precision Tactical Targeting
Operationally Feasible,” Armed Forces Journal International, November 1982.

** Communications, Electronics, Scientific Advances Explode,” Signal, September 1990.

40The MITRE Corp., op. cit., footnote 33.

41The human eye perceives about a million shades of gray in its photopic (cone-mediated) mode and another million in its scotopic and mixed

(rod-mediated and rod-and-cones-together) modes. (See Koopman, op. cit., footnote 18, p. 322.) A periscope device described by Clark and Stevens
likewise has a dynamic range of 60 decibels: its brightest bright is a million times brighter than ita dimmest dim. (See David Clarke and Eric G. Stevens,
“High-Resolution Camera Provides Key to Electronic Periscope,” Sea Technology, September 1990, p.65.)

42Assuming that the flight protocol permits real-time changes of flight plan or repeated over flights of the same area.

43Real-time analysis or redirecting of sensors has the drawback that on-board host country escorts may be able to witness what piques the interest Of
theinspecting sensor technician, thus enabling the host country to perfect any attempts at camouflageconcealment, or deception (discussed below).

4“4Eight million samples per second divided by 30 images per second and by 512 lines per image yields 508 samples per line.

45This description drawn from Albert Rose and Paul K. Weimer, *‘Physical Limits to the Performan ce of | maging Systems,” Physics Today,

September 1989, p. 30.

45T ow-light-level TV would be able to improve contrast due to haze or twilight. This could compensate to some extent for lower ground resolution.

47Clark and Stevens, op. cit., footnote 41, p. 63.
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A specia-purpose TV system, such as one to be
used in aerial surveillance, might outperform the
home set described above by a factor of five.

Synthetic Aperture Radar—Radar actively
bounces radio waves off targets to determine their
location and size. Airborne SARs use the motion of
the airplane during the time that the radio pulses are
in transit to and from the target to create the effect of
having an antenna far larger than the one actualy
carried. The duration of the transit and the Doppler
frequency shift of the returned signal are used to
build up an image of the passing terrain. Because the
process involves collation of returns and intensive
computation, a SAR cannot produce an image in rea
time like a TV camera. High-end SARs can approach
real time, but lesser SARs are often subject to a
considerable delay. The resulting image has a
somewhat photograph-like appearance and level of
detail.

The along-track (azimuth) ground resolution in
SAR is ultimately limited by the wavelength of the
radar, but in practice the ability to resolve ground
targets closely spaced in azimuth is a function of the
physical aperture size (i.e., physical antenna size and
thus physical antenna beamwidth) and the ability to
remove motion-induced phase errors from the data
while synthesizing the long virtual aperture. Phase
errors are rinsed out through the use of antenna
motion compensation and data processing. The
crosstrack (range) resolution is limited by the
bandwidth of the radar’s transmitter/receiver. The
ability to resolve ground targets closely spaced in
range depends upon an ability to distinguish very
precisely the closely spaced times of arrival of the
echoes returning from these targets. This time-
domain resolution is inversely related to bandwidth,
so fine time resolution implies large bandwidths.
With alarge bandwidth and good data processing, a
SAR image may approach the appearance of an
aerial photograph. The filly focused SAR can see
farther to each side and provide wider coverage than
could the photographic system, and without loss of
resolution at longer ranges.

Characterizations of SAR resolution vary and
often depend upon unstated assumptions as to the
guality of the SAR and the height at which the
aircraft is flying. The U.S. Air Force cites the ability
of the F-15 SAR to see ‘‘a car in a driveway."”
Another source cites a 12-inch ground sample
distance for a SAR, but asserts that the difficulty of
interpreting SAR images degrades their utility to
that of photographs with twice that ground sample
distance.” A third, writing in a context similar to the
film and TV examples above, says that a SAR would
have a ground resolution of 20 feet (v. 6 inches) .50

7 51

Yet another source addresses “sensor swath,
citing a width of 25 kilometers (15 miles) for a
notional SAR operating from an altitude of 25,000
feet.”

SARs contain advanced digital electronics, so
they could be especially problematic from the
standpoint of technology transfer. One extreme
example is the Joint Surveillance Target Attack
Radar System (JSTARS) that was created to support
military operations by detecting force deployments
and movements behind enemy lines, but could in
principle be used for aerial monitoring as well. The
Boeing 707-mounted system uses 154 computers,
amounting to “the equivalent capability of three
Cray supercomputers,” to support its mission.”In
addition to causing technology transfer concerns,
such high technology could raise fears in the
overflown country that the receiver might be ille-
galy gathering signals intelligence (should such
collection be banned by the aerial surveillance
agreement). A SAR for cooperative aeria surveil-
lance need not be nearly as complex asthe JSTARS
SAR: removal of moving-target-indicator, battle-
management, and near-real-time capabilities could
result in a system able to perform necessary aerial
search tasks but palatable from the technology-
transfer standpoint and incapable of performing
illicit tasks.

Conventional Radar-Conventional, as well as
synthetic aperture, radars could find an aerial
surveillance application. Reportedly, Boeing's Ad-

48Quoted in Interavia Aerospace Review, vol . 45, August 1990, p. 649.

49The MITRE Corp., op. cit., footnote 33.

50+ S Soviets Nearer ! Aerial Monitoring Deal, ” Defense News, Nov. 27, 1989, Pp-1 et 5eq.
S1Corresponding to ‘‘theoretical sweep width’’ as discussed in ch. 6 of this report.

52King, op. cit., footnote 27, p. 9.

53¢“Surveillance Aircraft Tests Slated in European Scenario,” Signal, September 1990.
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vanced Technology Radar Project has demonstrated
a 4.2-mile range for its millimeter wave radar
designed expressly for use against relocatable tar-
gets, such as the SS-24 and SS-25 mobile missiles.
This short range (projected to increase to over 6
miles) allows for a superb ground resolution (for
radar) of about 18 inches. Because of the short
timeline for attacking a ground target from a
low-flying jet, Boeing’'s system uses automated
pattern recognition to identify targets, placing icons,
not images, on the user’'s display. This identification
is aided by the automated use of information derived
from other on-board sensors.” Such a system could
be used in aerial monitoring to cue other sensors to
focus on suspicious objects.

Radar, in both SAR and conventional variants, is
also useful in defeating conventional camouflage
and concealment measures. The relatively long
wavelengths of radar allow it to pass unimpeded
through clouds,”smoke, dust, thin foliage, conven-
tional camouflage, and other visual obstructions.
Moreover, radar can be used at night, giving the
observer around-the-clock, all-weather capability.

Lidar—Lidar, a laser cognate of radar, is analo-
gous to conventional radar in many respects except
that the laser light is of a much shorter wavelength.
The shorter wavelength has the benefit of allowing
a theoretically higher resolution, but the drawback of
being blocked by weather, foliage, and other imped-
iments.

Comparison of Airborne Imaging Systems

Table 3-2 compares the imaging systems consid-
ered thus far. Each has its own unique set of traits.
In terms of those tabulated, there may seem to be
little reason to adopt SAR. However, as discussed
later in the sensor issues section, point-by-point
comparisons of sensors omit important synergisms
obtainable by using more than one sensor at atime.

Nonimaging Sensors

While imaging methods have received the widest
attention in discussion of aerial monitoring and
aerial reconnaissance in genera-and will continue
to be our primary focus in the remainder of this
study-certain nonimaging means of information
collection merit some mention. Two of these, air
sampling and the use of acoustic methods, require
that the sensor be within the Earth’s atmosphere.

Signals Intelligence--SIGINT collects informa
tion through the interception of radio waves. In
addition to communications and radar signals, air-
borne receivers might collect electromagnetic ema-
nations from electrical equipment of all kinds.”
Such receivers would so closely resemble SIGINT
collection devices that a ban on SIGINT collection
could effectively prohibit their use as well. Because
of the large potential for collateral information
collection during a SIGINT flight, the inclusion of
SIGINT devicesin an accord appears at thistime to
be unlikely. In fact, the only sensor technology that
the United States ruled out for Open Skies was
SIGINT.

Air Sampling and Sniffing-A variety of air
sampling technologies might be applied to a cooper-
ative overflight regime. Through air sampling or
sniffing, aircraft could detect trace amounts of
telltale chemica signatures of the production-and
perhaps storage-of chemical weapons and missile
fuels,”the venting of radioactive particles and gases
from underground nuclear weapon testing, the
release of outlawed pollutants, and other treaty-
relevant or defense-related activities. The masking
of some of these telltale aerosols or gases by
legitimate effluents could complicate the matter of
monitoring. Likewise, localizing the source of
illegal emissions, particularly near a border, may
cause difficulties. (See ch. 5 for a discussion of
applications of air sampling and sniffing.)

Radiation Detection-Radioactive emissions from
illegal tests or facilities in the form of telltale

54Breck W. Henderson, ‘‘Boeing Developing Millimeter Wave Radar To Spot Soviet Union’s Mobile Missile,” Aviation Week and Space Technology,

Oct. 8,1990, pp. 55 et seq.

55]f a treaty allows flights at lower altitudes, cloud cover could often be flown under, thus enabling any sensor to see below the clouds. However, this

isnot alwaysthe case and flying low resultsin a narrower swath width.

56For example, concern existed that the “‘racetrack” deceptive basing of the Peacekeeper missile (then known as MX) could be compromised by the

detection of electromagnetic emanations resulting from transient loads on its power supply. U.S. Congress, Office of Technology Assessment, MX
Missile Basing, OTA-ISC-140 (Washington, DC: U.S. Gover nment Printing Office, September 1981), p. 37.

S7Ibid., p. 36. Concern existed that the ‘‘racetrack’’ deceptive basing of the Peacekeeper missile (then known as MX) could be compromised by the

chemical detection of airborne emanations from it<fuel.
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Table 3-2-Comparison of Airborne Imaging Systems

System Real time 3-dimensional Record Color Night Resolution
Vision.......... ..o Yes some No Yes infrared Medium
Photo . ..................... No Yes Yes Maybe Infrared High
Electro-optical still. . .......... Maybe Yes Yes Maybe infrared High
v o Yes No Yes Maybe infrared Low
Synthetic apertureradar ... .. .. Almost Yes*® Yes No Yes High
Radar...................... Yes Yes Yes No Yes Low
Lidar.........cooiii Yes Yes Yes No Yes High

aphaseinformation allowsrecovery of a 3-dimensional image.
SOURCE: Office of Technology Assessment, 1991.

neutrons or gamma-rays might also be measured
from aircraft carrying detectors. Lighter-than-air
craft and helicopters might be particularly useful
platforms for these sensors because of their ability to
hover for more precise readings. Using these sys-
tems for uncovering small radioactive sources, e.g.,
nuclear weapons, however, may be seriously under-
mined by shielding and background radiation.

Acoustics-Though usually thought of in a sub-
marine context, passive acoustic detectors can be
used in the atmosphere instead of in the ocean.
Development work has been pursued in this area.”
Acoustic detection could be useful in special aerial
monitoring tasks where a signature noise could be
positively correlated with a monitored item. For
example, concern existed that the location of the
mobile Peacekeeper might be revealed by the sound
of its cooling fans.” Of course, in this scenario,
observers must be confident that the signature sound
cannot be muted or altered to avoid detection.

Magnetic Anomaly Detector—Another sensor
technology usually associated with submarines,
MADs are designed to detect the presence of large
ferrous objects by the size of their magnetic field
relative to the background. Because detection of this
field follows the inverse cube rule, the detector must
get very close to find an object. It has been stated that
a submarine can be discovered by an airborne
(airplane or helicopter) MAD at about 1,000 yards.”
Other possible TLIs that might be considered for
MAD detection (e.g., mobile missile transporters
and trains) are much smaller than submarines and
would require higher sensitivities or closer proxim-

ity. The latter makes it more likely that helicopters
would be the platform of choice.

Sensor Issues

If an aerial sensor suite is to be more than
symbolic, it must be able to detector characterize its
target reliably. To do this, its users need to consider
the possibility that an overflown country may try to
undermine the effectiveness of the sensor system
through camouflage, concealment, or deception.
Participating states should also assess the intelli-
gence (and perhaps proprietary) costs of having
similar sensors fly over their own sensitive facilities.
Finally, the United States, in particular, has to decide
whether a specific accord requires and is worth the
technology-transfer cost of sharing advanced sen-

61

SOors.

Target Characteristics

Effective aerial monitoring necessitates that the
objects of attention be observable, either directly or
indirectly, by the mutually agreed-on sensor pack-
age. For imaging systems this means that the
observed item or activity must be resolvable enough
to be detected, recognized, identified, or analyzed
according to the goals of the accord. For example, a
treaty that called for directly counting battle tanks
would not be adequately served by a camerawith a
resolution too poor to distinguish a tank from a truck.
Secondary characteristics, e.g., the formation of the
tank-like objects, might, however, provide indirect
evidence to support the treaty goals.

58The MITRE Corp., op. cit., footnote 33.

59U.S. Congress, Office of Technology Assessment, op. Cit., footote 56, P- 36.

60K osta Tsipis, Arsenal (New York, NY: Simon& Schuster, 1983), p. 233.

61Some experts bave stated that future accords might pe worded with enough flexibility to allow for alterations or upgrades of the sensor suite as
conditions change, technologies advance, or the parties become more comfortable with the regime. However, leaving the specifications of the sensor

array deliberately vague or adopting standards that are currently inadequate with hopes of later adjustment may result in tensions (and possibly danger
if the omitted sensors are needed for effective monitoring) if subsequent negotiations block any positive changes.
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Nonimaging systems must also be selected with
their target in mind. Insensitive chemical sniffers
might pass over a tightly sealed, covert missile
production plant. And SIGINT might yield no clues
to the presence of covert facilities that practice strict
emission control.

Moreover, looking at the target alone is not
enough. The observed object must be put into
context. (Remember that resolution is only one
factor aiding detection: contrast is important too.)
Acoustic and MAD sensors might be overwhelmed
by background signatures if their targets were
located in an urban area. The object’s operating
environment and habits need to be examined. Is it
important to be able to monitor the object at night or
in bad weather? Clearly, the smaller, more mobile,
and less emissive an object is, the more difficult it
will be for sensors to locate. If all these target
characteristics have not been studied in advance of
the sensor decision, and the sensor-target relation-
ship not adjusted to the goals of the agreement, the
monitoring system could be irrelevant (and indeed
misleading).

False Alarm Rate

To the degree that sensors are to build confidence
both internationally and domesticaly, the reliability
of sensors becomes a critical issue. If a sensor
detects targets that are not there, tensions could be
raised for no good reason: one side would think it
had detected a violation, the other would react to
being falsely accused. In addition, if sensors are used
to cue on-site inspectors, false alarms could quickly
eat into that country’s inspection quota (if there is
one).

Camouflage, Concealment, and Deception®

Another critical issue for the sensor package
decisions is the possibility of an observed party
attempting to defeat the airborne sensors by camou-
flage, concealment and deception:

Persuasiveness in camouflage consists of suiting
the camouflage to the situation and of giving the
enemy an impression of reality and probability. For
example, when concealing objectives, it is necessary
to make them blend in with the terrain or with typical
local objects that do not attract attention. False

Photo credit: U.S. Department of Defense

Camouflage net shields M1A1 Abrarns Tank from
overhead observation during Operation Desert Storm.
Such operational camouflage measures would not
necessarily be banned by arms control agreements.

objects should be created in those places where they
fit into the setting; they must be similar enough to
actual objectives not only in appearance but aso in
activity.”

If a party’s primary motivation for countering
surveillance is to proliferate restricted TLIs, it might
resort to camouflaging and concealing those TLIs
above an agreed ceiling. Camouflage could consist
of covering the TLI with leaves and branches cut
from a tree, variegated four-color paint, or a camou-
flage net. Concealment could entail removing the
TLI from view by moving it under the cover of
another object (e.g., a shelter or the tree canopy) or
masking it with fog-like smoke. As mentioned

62For some historical examples of CCD, see app. B.

8Camouflage: A Soviet View, Soviet Military Thought, no. 22, translated and published under the auspices of the U.S. Air For ce (Washington, DC:

U.S. Government Printing Office, 1989), p. 180.
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above, some sensors can see through conventional
camouflage and concealment measures. However,
the manufacturers of camouflage and smoke have
been busy creating new and improved products that
are designed not only to obscure objects at visible
wavelengths, but also at infrared, radio, and ultravio-
let.”

Another objective of the cheating party might be
deception. By applying deception in the form of
decoys-of a TLI itself®or of the objects that one
would expect to find near a TLI (i.e., an indirect
indicator of the TLI)--this party could: 1) divert
monitoring assets from true covert activities occur-
ring elsewhere, 2) present a picture of compliance
while preparing to break out of the agreement (e.g.,
the movement of troops out of a designated deploy-
ment area and toward the border), 3) dilute OSI
guotas by sending inspectors on wild goose chases,
and 4) undermine confidence in the reliability of the
sensor suite (perhaps as a precedent should a real
violation be discovered).

A final complicating factor isthat some potential
TLIs rely on CCD to survive in a conflict. These
TLIs may be exempted from prohibitions on using
normal CCD techniques, asis the case for TLIs in the
Conventional Armed Forces in Europe (CFE) Treaty.”

Multiple Indicators

The best solution to the problem of CCD is to
make the job of the violator as difficult as possible,
if not impossible. Different imaging systems have
different strengths and weaknesses. Configures of
an aerial monitoring aircraft might want to combine
complementary imaging systems for a maximum
overal probability of achieving the goals of an
accord; i.e., detecting the target regardless of coun-
tersurveillance measures.

Credible Evidence of a Violation
and Data Storage

What happens if a violation of an agreement is
discovered? Some would say that this alone would
be just cause for abrogating an agreement. However,
the history of compliance policy suggests that such
black-and-white distinctions are extremely rare.
More than one sighting from perhaps more than one
source might be required for firm evidence of an
intent to cheat.

If the overflight had made no permanent record of
the discovery (e.g., visual observation) or the
recorded data was ambiguous, the violator could
claim that the accusation was a false and political
provocation. Inspectors seeking to revisit the site
(possibly in a quick-response helicopter) might not
at-rive in time or might be rebuffed. If arecord of the
observation were made and the data were clear
enough to interpret, the party could credibly argue
that the violation spotted was simply an aberration,
an accounting error that will be rectified immedi-
ately. Therefore, data storage can be important for
supporting assertions of noncompliance.

However, stored data can also be a magjor source
of collateral information that the parties might not
want revealed. The task is to balance the informa-
tiona requirements of an agreement against the cost
of greater intrusiveness.

Depending to some extent on the sensor, data can
be stored in either analog or digital form. In their
digital manifestation, the raw data can be more
easily processed by computer to bring out important
details that might remain hidden in its analog
counterpart. This, of course, helps increase the
effectiveness of flights, however, it also increases
the amount of collateral information lost by the
overflown state. For this reason, restrictions might
be placed on data storage: it could be limited to
analog devices or prohibited entirely. Or, conceiva
bly, the raw data could be passed through a computer

64Newly recolored, ultralight camouflage nets or dered for Operation Desert Shield (subsequently, Operation Desert Storm) in the Persian Gulf are
designed to scatter radar in the 6-to 140-gigahertz range. (“ Deployment of SaudiTan,”’ Jan€' s Defence Weekly, Oct. 27, 1990, p. 805.) One company’s
camouflage netting-laced with metallicdipoles—reflects, scatters, and polarizesradar signals so that the retur ns appr cximate the background. It can
also be given a foliage appearance or match the background in the near infrared. (“ Camouflage Systems,” company brochure, Teledyne Brown
Engineering, Huntsville, AL.) See also Banner et al., op. cit., footnote 4, pp. 88-89.

65A TLI decoy might consist of another object that closely approximatesthe original at the sensitivity of thsensors involved (e.g., a milk tanker for
a mobile missile transporter or a set of radar corner reflectors). However, a decoy could also be an elaborate imitation that resembles the TLI in every
way (visual, infrared, radioy—except that it can be dismantledand stowed befor e an inspection team arrives. See Teledyne, ibid.; andCamouflage: A

Soviet View, op. cit., footnote 63, pp. 203-206.
Article XV, paragraph 3.
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program that filters out detail beyond that required
by the accord. Lastly, the data gathered could be
shared amongst all parties, even to the point of joint
analysis.”

Sensors Targeting the United States

Aeria overflight agreements cut both ways. If
they are effective in ferreting out useful collateral
information about another country, they may reveal
more information about your own country than you
would like. If an agreement permitted sophisticated
sensors with capabilities beyond those of NTM,
aerial surveillance might undermine U.S. national
security by adding considerably to the Soviet
Union's (as well as other signatories’) knowledge of
the American defense and intelligence establish-
ment.”

Even if agreed sensors were limited in their
capabilities to prevent the collection of this extra
information, the overflown country might still be
concerned about the presence of covert sensors
placed on the aircraft. This concern might be
aleviated by preflight inspections of the aircraft.

If the agreed sensor suites were restricted to a
capability equal to or below that of NTM, the United
States, in particular, and the Soviet Union might
have relatively little to gain by overflights beyond
confidence building.” Instead, their monopoly on
information would be broken by granting equivalent
overflight rights to countries with limited independ-
ent NTM assets .70

Technology Transfer

Parties to an aeria surveillance regime might
permit access to each others' aircraft and sensors.
The primary reason for such accessis the fear of the
collection of collatera information. Aircraft inspec-
tions would verify the legitimacy of allowed sensors
or check for covert instruments. In some cases, for
reasons of equity as well as security, identical sensor
suites might be shared among all the parties. Since

many sensing technologies are on the cutting edge of
U.S. technology, and since these sensors may have
military and intelligence applications that are impor-
tant for national security,”it maybe in the interest
of the United States not to compromise them by
putting them on an aircraft that will be inspected. In
these cases, it may be best to rely solely on
commercially available devices; in others, however,
it may be worthwhile to give up some technical
information in exchange for the benefits of an
accord.”Of Course, settling for less capable technol-
ogy may affect the ability of the sensor to serve the
monitoring goals of an accord, and thus its utility.
Only in regimes where there are no restrictions on
overflight activity and no inspections of aircraft will
the United States be likely to use its technology to
the fullest.

Operational Concerns

Time: Notification and Duration

If the task is to monitor a region for certain objects
or activities, time can be an important operationa
factor. This is particularly true for TLIs that are
easily relocated or hidden. If aTLI can be removed
from aeria view before a flight can reach it, then the
overflight has questionable utility. (The time it takes
to reach a TLI is the sum of the notification/preflight
inspection period and the minimum flight time to the
target.) If monitoring success does not necessitate
reaching a TLI in a short time, then the length of the
notification/preflight inspection period is irrelevant.

The duration of the actual flight is also a central
issue in that it determines (when combined with air
speed) the amount of territory a flight can cover.
Except in the case of symboalic flights or flights to
specific destinations, the ratio of the territory
scanned to the total territory”can have an important
impact on how confidently one interprets the data
gathered.

§10pponents of data sharing arguethat revealing thisinformation would aid a potential cheater nation in perfecting ilCCD measures.
68Conceivably, overflights could reveal proprietary and economic information as well, undermining economic Secufity.

69As discussed earlier, €Ven sensors inferior t. NTM might provide the superpowers with useful search capabilities, primarily because of the

flexibilities of the platforms.

T0See table 4-2 inch. 4 for a discussion of some of the regional and national asymmetries of such accords.

7iAg Well as the national economy.

T2This sharing of information implies Some loosening of export control legislation.
73This might be the entire territory of a party Of that part of it wher e the target in question would likely appear.
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Flight Quotas

Similarly, the number and frequency of flight is
important to the level of confidence one can invest
in a monitoring regime. As will be addressed
mathematically in chapter 6, the number of flights,
combined with their duration, puts statistical bounds
on certain types of monitoring, especially aeria
search. Put simply, the more often and longer a
country is overflown, the more confident is the
observer in making statistically based judgments of
compliance. Increasing the frequency of the flights
(i.e., shortening the time between flights) builds
confidence faster.

Methods offered to fairly apportion the number of
flights for countries of varying size have been based
on relative size of the countries' entire territory, their
searchable territory, their military, and their popula
tion.

Territorial Restrictions

In the broadest of all aerial surveillance schemes,
aircraft would be free to roam where they please. In
the interest of flight safety, however, some restric-
tions might be deemed necessary. Active military
exercise or test sites might have to be bypassed
unless there were a mandated stand-down period.
Severe weather systems might also have to avoided,
although these could be predicted by the inspecting
country in advance. Moreover, adequate air traffic
control might not be available in some areas.”
Restrictions could also be adopted to ensure the
safety of overflown facilities and people. The
Soviets have made this argument in the Open Skies
negotiations over such sites as nuclear power plants
and major cities (see ch. 4).

The Soviets also believe it is necessary to restrict
flights over sensitive facilities, where aerial surveil-
lance might be used to gather information contrary
to Soviet national security. By setting up exclusion
zones, the Soviet Union would try to shield secret
military and intelligence installations from prying
Western eyes. To varying degrees, many other states
agree with these concerns over the collection of
collateral information, but they have tried to deal

with them through means other than territorial
restrictions. For example, the United States agreed
that including SIGINT sensorsin Open Skies would
be too intrusive.

In some accords, free-ranging flight might not
even be considered necessary. For example, over-
flights might be made only over designated regions
(e.g., mobile missile deployment areas) or over
declared facilities (e.g., chemical plants) .75 In the
narrowest of schemes, tethered aerostats could be
anchored at a specific site in order to observe local
activities or site perimeters.

Details

If the central issues of a cooperative overflight
regime were settled, there would still remain a host
of details to work out. There are personnel questions
such as who can be selected as an inspector or escort,
whether a nominee can be rejected by the other
parties, the inspectors’ diplomatic status, and whether
the inspector can be subjected to a physical search.
There are questions of which party is responsible for
what costs, including aircraft servicing and aircrew
accommodations. A joint consultative mechanism
also needs to be established to handle concerns over
compliance and gray areas of the agreements.

Conclusion

Negotiators of aerial surveillance provisions must
determine which types of platforms and sensors
would be both effective in achieving the goals of the
accord and still mutually acceptable. If the over-
flights were intended to be purely symbolic, then
perhaps only visual observations by the aircrew
would be required. In contrast, if overflights were a
major component of a monitoring regime, a wide
variety of complementary sensors, spanning the
€lectromagnetic spectrum, might be essential. Nego-
tiators making the final selection of the sensor and
platform package would have to balance the
strengths and weaknesses of the various airborne
equipment with the costs and benefits of the
agreement as awhole.

74This may or may not be considered impor tant. The United States itself has |arge areas that are not covered by airtraffic control, but still permit flights.

75Restricting surveillance to designated sites undermines the ability of the flights to detect suspicious activities beyond these sites, In this sense, the
flights begin to resemble some types of 0S1: they can deter mine compliance at the designated site, and make cheating mor edifficult and expensive by

shifting it elsewhere, but they cannot detect cheating off site.
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Chapter 4
OPEN SKIES

Summary

One example of how aerial surveillance might be
used in amultilateral agreement can be found in the
Open Skies Treaty intermittently being negotiated
by the members of the North Atlantic Treaty
Organization (NATO) and the now dissolved War-
saw Treaty Organization (WTO).

The goals of the Open Skies Treaty are broad: to
further international openness; to reduce tensions; to
enhance military transparency and predictability; to
further the progress of arms control; and to promote
amore open Soviet society. In sum, the overall goa
could be described as international confidence
building. Thisisto be accomplished by opening the
national airspace of the participants to relatively
unrestricted overflights by aircraft carrying sensors
and inspectors from other countries.

Designing a treaty to build confidence is a much
more nebulous and subjective task than devising
schemes for monitoring compliance with specific
agreements. As of this writing, negotiations are
stalled due to deep divisions between the United
States and the Soviet Union over the degree of
intrusiveness required to build an appropriate level
of confidence. In general, the United States argues
for maximal intrusiveness, while the Soviets hold
out for tight restrictions on all aspects of the
overflights. Other NATO and former WTO states
tend to occupy the middle ground, but when pressed,
lean toward the U.S. position.

Introduction

On May 12,1989, during a speech at Texas A&M
University, President George Bush resurrected Pres-
ident Dwight D. Eisenhower’s 1955 proposa for a
multilateral Open Skies Treaty. The Open Skies
agreement he proposed would send NATO aircraft
carrying sensors over Warsaw Pact countries and
vice versa. The purpose was to use the characteris-

tics of aerial surveillance to promote openness and
to further reduce tensions in Europe. While the
original proposal in 1955 was suffocated by an
unfavorable political climate, the closing days of the
Cold War offered more propitious conditions. (See
table 4-1.)

Despite an initial period of public skepticism, the
superpowers agreed to begin negotiations on the
Open Skies initiative. Gradually, experts in the arms
control field began to reconsider the utility of aerial
surveillance as a component in international treaties.
Just as the Intermediate-Range Nuclear Forces (INF)
Treaty paved the way for broader discussions of the
utility of on-site inspections, Open Skies seemed to
move aerial surveillance into the ream of the
practical.

Open Skies offers a detailed example of the issues
involved in negotiating multilateral overflights.
While most of these issues will surface in any
negotiation on aeria surveillance, Open Skies does
have one unique quality: its goals have been defined
so broadly that no objective standard exists for
establishing what the characteristics of the flights
should be. Unlike a monitoring measure intended to
search for a specific weapon system, inspect a site,
or warn of a particular activity, Open Skies flights
would aim to build confidence among the signatory
countries.?As is discussed below, the vagueness of
the goals of Open Skies has given Soviet negotiators
some basis for their attempt to limit the intrusiveness
of thetreaty.

Open Skies—1955

In the summer of 1955, an Iron Curtain separated
East and West Europe. Hard information about the
intentions and military capabilities of the Eastern
bloc was difficult to obtain. Early American at-
tempts at clandestine aerial surveillance had been
met by ever-increasing Soviet air defense capabili-
ties. Overflights of Soviet territory by the super-

IThe military structures of the Warsaw Pact were abandoned Apr. 1, 1991. The final political remnan ts of the WTO wer e disbanded on July 1, 1911.
(See“Warsaw Pact Formally Ends,” The Washington Post, July 2, 1991, p. Al 1.

2As mentioned in ch. 2, the parties t- the Open Skies negotiations agreed jn principle that an Open Skies Treaty should support other arms control
agreements. However, asthe negotiations now stand, no such support has been written into the treaty. The Conventional Armed Forcesin Europe
(CFE) Treaty and the Strategic Arms Reductions Talks (START) are but two of thetreatiesand potential treaties that might benefit from overlapping

monitoring cover age with Open Skies. However, such cover age would tend to be haphazard and incidental, sinceit isnot being formally addressed in
the negotiations.

49—
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Table 4-1-Open Skies Chronology

Date Event
July 21, 1955

President Eisenhower’s “Open Skies”
speech; series of proposals follows.

April 29,1958 Soviets veto final Eisenhower proposal
for an Open Skies regime.

May 26, 1972 Strategic Arms Limitation Talks (SALT
1)legitimize national technical means
(NTM) of verification.

May 12, 1989 President Bush’s Open Skies speech.

September 23,1989 Soviet Foreign Minister Shevardnadze
and U.S. Secretary of State Baker
agree in principle to Open Skies
concept and call for international
conference on Open Skies.

Canada offers to host the Open Skies
conference.

December 14-15, 1989 NATO ministers finalize a common Open
Skies position.

Canadian-Hungarian mock overflight.

Open Skies first round, Ottawa,
Canada.

February 13, 1990 Open Skies Communique.
April 24 to May 10,1990 Open Skies second round, Budapest,
Hungary.

One-year anniversary of Resident Bush's
Open Skies speech; possible date
for signing Open Skies Treaty
passes without an agreement.

Unification of Germany.

September 25, 1989

January 4-7, 1990
February 12-28, 1990

May 12, 1990

October 3, 1990

April 1,1991 Warsaw Treaty Organization’s military
organization is officially disbanded.
July 1, 1991 Warsaw Treaty Organization informally

dissolved.

SOURCES: The Arms Control Reporter 1990; The Disarmament Bulletin,
Canada, External Affairs and International Trade, no. 12,
winter 1989/90; “Warsaw Pact Formally Ends,” The Washing-
ton Post, July 2, 1991, p. Al 1; and the Office of Technology
Assessment, 1991.

secret, high-altitude U-2 aircraft and GENETRIX
reconnaissance balloons'were still a year away; and
only in March of 1955 had the U.S. Air Force issued
a formal system requirement for a reconnaissance
satellite.“This situation fostered Western concerns
about the potential for a surprise attack by the Soviet
Armed Forces, newly equipped with nuclear weap-
ons.

In an effort to lift the curtain, President Eisen-
hower proposed, at the Geneva Conference of Heads
of Governments (United States, United Kingdom,
Soviet Union, and France) on July 21, 1955, the
establishment of a system of mutual overflights by
unarmed reconnaissance aircraft. In this well-known
“Open Skies” speech, Eisenhower evoked the
specter of nuclear war in his call for a system of
mutual aerial surveillance:

| should address myself for amoment principally
to the delegates of the Soviet Union, because our two
great countries admittedly possess new and terrible
weapons in quantities which do give rise in other
parts of the world, or reciprocaly, to the fears and
dangers of surprise attack.’

But Eisenhower saw Open Skies as more than
simply awarning mechanism. He also believed that
Open Skies would lead to a lessening of tension and
general danger, and eventually to ‘a comprehensive
and effective system of inspection and disarma-
ment."*

The specifics of Eisenhower’s proposal included
an exchange of “a complete blueprint of. . . [each
side's]. . . military establishment,” identical facili-
ties for aerial photography, and allowance for the
removal of photographs for study. The French and
British Governments quickly agreed to join in this
system.

At the time of its announcement, Open Skies was
a revolutionary concept that offered to enhance
radically the quantity and quality of information
available to each superpower about the other.
However, the Soviet Government still equated its
security with absolute secrecy, and therefore eventu-
ally rejected the U.S. proposal as an effort to spy on
the Soviet Union.

Over the next 2 years, the United States, through
the United Nations and hilaterally, sought to find
some way to make Open Skies work. These efforts
focused on limiting the regime geographically to the
Arctic countries, including the United States, the
Soviet Union, Canada, and the Nordic states. The

3See box 6-1inch. 6.

4Merton E. Davies and William R. Harris, RAND’s Role in th,Evolution of Balloon and Satellite Observation Systems and Related U.S. Space

Technology (Santa Monica, CA: The RAND Corp., 1988), p. 61.

3Dwight D. Eisenhower, “ Statement on Disarmament Presented at the Geneva Conference,” July 21, 1955 as cited in Dwight D. Eisenhower, Public

Papers of the Presidents of the United States 1955, No. 166, p. 715.
SIbid., pp. 715-716.
Ibid., pp. 715.
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Photo credit: U.S. Air Force

Lockheed U-2R aircraft in flight.

Soviet representative at the United Nations Security
Council vetoed the final American attempt to find
some basis for an Open Skies agreement on April 29,
1958.°

Open Skies—1989

The original Open Skies proposal lay dormant for
nearly three and a half decades. Then, President
Bush judged that the international political climate
had changed sufficiently for another attempt at
negotiating a mutual overflight agreement. This
time, the Soviet Union appeared to decide that its
security would not be severely undermined by an
Open Skies regime and might in fact be strength-
ened. Part of the reason for this changed attitude was
undoubtedly the fact that the superpowers had
essentially already had their skies opened with the
orbiting of sophisticated reconnaissance satellites
beginning in the 1960s.’

Moreover, in 1989 the world community was
receptive to a resumption of Open Skies talks. In

particular, the acceleration of reforms in the Soviet
Union and Eastern Europe and the completion of an
agreement on intermediate-range nuclear missiles in
Europe, which included a verification regime of
unprecedented intrusiveness, invoked both the opti-
mism and cooperative spirit necessary for a pan-
European agreement. Simultaneously, fears of insta-
bility and of the threat from residual military ca-
pabilities made monitoring important to a growing
list of nations. Without the changed political climate,
Open Skies would remain nonnegotiable; without
the fears, Open Skies would not be necessary.

On May 12, 1989, in an address to graduating
students at Texas A&M University, President Bush
revived President Eisenhower’'s proposal for an
Open Skies agreement:

Thirty-four years ago, President Eisenhower met
in Geneva with Soviet |eaders who, after the death of
Stalin, promised a new approach toward the West.
He proposed a plan called Open Skies, which would
alow unarmed aircraft from the United States and
the Soviet Union to fly over the territory of the other

8The ATM Control Reporter: A Chronicle of Treaties, Negotiations, Proposals, Weapons, and Policy (Brookline, MA: Institute fOr Defense and

D'isarmament Studies, 1990), p. 409.B.1.

9These over flights wer e legitimized with theratification of the Strategic Arms Limitations Talks agreementsin 1972 which recognized the use of
national technical means(NTM) of verification. The Soviet Union accepted the principle that national sovereignty doesnot extend into outer spacein
a 1963 United Nations resolution. (See Michael B. Beschloss, Mayday: Eisenhower, Khrushchev, and the U-2 Affair (New York, NY: Harper& Row,

1986), p. 393).
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Box 4-A--Canadian-Hungarian Trial Overflight'

Outside the United States, perhaps the strongest advocate for an Open Skies regime has been the Canadian
Government. This interest goes back to the inception of the idea in 1955 when Canada became the first Western
nation to endorse formally President Eisenhower's proposal.’In September 1957, Prime Minister John Diefenbaker
made this statement:

.. .the Canadian Government has agreed, if the Soviet Union will reciprocate, to the inclusion of either the whole
or a part of Canada in an equitable system of aerial inspection and will do its utmost to ensure that the system works
effectively. ®

This interest has carried over to the present. Prime Minister Brian Mulroney made his support of Open Skies
clear to President Bush even before the public address.And as mentioned above, the Canadian Government quickly
offered to host the first round of the talks.

In an effort to get the conference off on the right foot, the Canadian Government proposed, and the Hungarian
Government accepted, a mock agrial surveillance flight over each of their countries. The purpose of the flights was
to demonstrate that the procedures involved in Open Skies would be safe, nondisruptive, and practical. The two
countries opted not to allow sensors on the test plane and instead concentrated on facilitating the preflight inspection
for contraband and on gauging the success of air traffic control of an airplane with an unconventional fright plan
(outside commercial air corridors).

Crossing Czechoslovakia, a Canadian Forces C-130 airplane arrived in Budapest, Hungary on January 4, 1990
for the first of the two flights. The time intervals for each aspect of the flight from arrival to departure were expanded
somewhat to allow a detailed analysis and discussion of the proposed procedures. Hungarian authorities, watched
by the Canadian aircrew, inspected the plane for armaments for about 4 12 hours (normally, this inspection would
also look for illegal sensors and, perhaps, verify the specifications of the legal sensor suite). At the same time, the
Canadian crew submitted its intended flight plan to the Hungarians, who had 24 hours to clear the route and ensure
its safety.

On the morning of January 6, 1990, the C-130, along with its Canadian crew and Hungarian observers,’flew
a figure-8 route over Hungarian territory for about 3 hours. The plane changed altitude several times during the flight
from approximately 5,000 to 16,000 feet.The flight plan took the plane over a variety of commercia and residential
areas as well as Hungarian and Soviet military installations.

Declared a general success by the participants, the trial flight was said to demonstrate that Hungarian air traffic
control could handle the unusual flight path without undue effort or expense. One concern raised was that
host-country escorts during the preflight inspection might inadvertently damage the plane and undermine flight
safety. The participants felt that providing manuals for the plane and appropriate tools for opening flight instruments
could be a partial solution to this safety problem. On January 7, 1990, the Canadian plane left Budapest.

Neither Hungary nor any other WTO member has taken advantage of Canada's offer of a reciprocal overflight
of Canadian territory.

IDetails Of the aerial surveillance exer cise can be found in the following sources: Canada, External Affairsang | nternational Trade,
*“Report on the Canada-HungaryT rial ‘Open Skies Overflight, Jan. 4-6, 1990,Open Skies: Preparing for the 19905, Backgrounder o 3 Feb,
1,1990; “ Canada Conducts Trial Open Skies Overflight of Hungary,” The Disarmame nt Bulletin, Canada, External Affairs and [nternational
Trade, No. 12, winter 1989/90, pp. 7-8; “Open Skies Treaty Will Give 23 Nations Surveillance R@%" Aviation Week and Space Technology,
Feb. 19,1990, p. 21; The Arms Control Reporter 1990, p. 409.B.6-8; and “ CanadianFlight Over Hungary Marks Trial Run of U.S. Open Skies
Initiative,” Defense News, Jan, 15, 1990, p. 25.

2Meichael Slack and Heather Chestnutt (eds.), @en Skies: Technical, Organizational, Operational, Legal, and Political Aspects (Toronto,
Canada: Center for International and Strategic Studies, York University, February 1990), p. 105.

3¢*What Canada Said,”’ The Disarmament Bulletin, Canada, External Affairs and International Trade, No. 12, winter 1989/90, p. 4.

41bid., p. 4.
5The escorts were &, t. Move about the plane as they saw fit. However, since there wer e no sensors aboard the plane, there was little
for them toobserve besidesthat the plane did not stray from itsplanned cour se.

61t was concluded that for reasons Of safety the minimum altitude for any overflight should be 2,000 feet above the highest obstacle within
10 nautical miles of the flight path.
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country. This would open up military activities to
regular scrutiny and, as President Eisenhower put it,
“convince the world that we are lessening danger
and relaxing tension. ”

President Eisenhower’ s suggestion tested the
Soviet readiness to open their society. And the
Kremlin failed that test.

Now, let us again explore that proposal, but on a
broader, more intrusive and radical basis, one which
I hope would include allies on both sides. We
suggest that those countries that wish to examine this
proposal meet soon to work out the necessary
operational details, separately from other arms
control negotiations.

Such surveillance flights, complementing satel-
lites, would provide regular scrutiny for both sides.
Such unprecedented territorial access would show
the world the true meaning of the concept of open-
ness. The very Soviet willingness to embrace such a
concept would reveal their commitment to change.”

As a side effect, the proposal generated renewed
interest in using aeria surveillance for a wide variety
of other monitoring and confidence-building tasks.
(Some of these are discussed in the next chapter.)

On September 22-23,1989, Soviet Foreign Minis-
ter Eduard Shevardnadze and U.S. Secretary of State
James A. Baker 111 met in Jackson Hole, Wyoming,
where they released a joint statement agreeing in
principle to the Open Skies concept and calling for
an international conference. Two days later, the
Canadian Government offered to host the confer-
ence in its capital.'

Then, in mid-December in Brussels, the 16 NATO
foreign ministers gathered at NATO headquarters
a n d hammered out the final details of a joint NATO
position that covered virtually al aspects of a
potential accord. They sought to keep the agreement
flexible, simple, and, above al else, minimally
constrained. 12

In January 1990, the Canadian and Hungarian
Governments set the stage for the Ottawa Confer-

ence by conducting a mock Open Skies overflight of
Hungarian territory (see box 4-A). When the first
round of talks began, a wide gap appeared between
NATO’s opening position and that of the Warsaw
Pact. The resulting draft treaty did little to narrow the
significant differences. “Thepri nci pal  outcome of
the Ottawa meeting was a joint communique on the
second day. This statement laid the foundations both
for future agreement and disagreement.

The second round (Apr. 24 to May 12, 1990) of
Open Skies talks in Budapest, Hungary produced no
further progress and quashed hopes for a signing
ceremony on the I-year anniversary of President
Bush’'s Open Skies speech. Publicly, at least, the
Open Skies negotiations have been stalled since the
Hungarian Conference. As of this writing, no date
has been set for a third round.

The Goals of Open Skies

According to the joint communique released at
the Ottawa Conference, the 23 nations (22 nations
after the unification of Germany) participating
foresaw many benefits arising out of an Open Skies
agreement:

... dthough an “Open Skies’ regime is neither an
arms control nor a verification measure per se its suc-
cessful implementation would encourage reciprocal
openness on the part of participating states. It would
strengthen confidence among them, reduce the risk
of conflict, and enhance the predictability Of military
activities of the participating states. Finally it would
contribute to the process Of arms reduction and
limitation along with verification measures under
arms limitation and reduction agreements and exist-
ing observation capabilities. The Ministers noted
further that the establishment of an “Open Skies’
regime may promote greater openness in the future
in other spheres.”

10president Geor ge Bush, “ Remarks at the Texas A& M University Commencement Ceremony in College Station, Texas,” May 12,1989 as cited
in Weekly Compilation of Presidential Documents, val. 25, No. 20, May 22, 1989, p. 702. (Paragraph breaks not in original text.)

11Qttawa Conference participantswere theNAT Ocountries (Belgium, Canada, Denmark, France, West Germany, Gy eece, Iceland, Italy, Luxembourg,
the Netherlands, Norway, Portugal,Spain, Turkey, the United Kingdom, and the United States) and the War saw Pact state(Bulgaria, Czechoslovakia,
East Germany {until reunification}, Hungary, Poland, Romania, and the Union of Soviet Socialist Republics). Obser ver sfrom Austria, Cypr us, Finland,

Ireland, M onaco, Sweden, Switzerland, and Yugoslavia also attended.

12§ee app. D, U.S. Arms Control and Disarmament Agency, “NATO’s Proposed Basic Elements for Open Skies, Official Text, Dec. 14-15, 1989.
13)onathan B. Tucker, “Back to the Future: The Open Skies Talks, ” Arms Control Teday, October 1990, P. 22,

14U.5. Arms Control and Disarmament Agency, “ ‘Open Skies Communique,” Official Text, Feb. 13, 1990.
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From this passage and other statements by Open
Skies participants, a general list of goals set for the
treaty can be distilled:”

. enhance military transparency and predictabil-
ity,

. reduce international tensions,

. further the progress of arms control, and

. pl-emote a more open Soviet society.

As a whole, these broad goals can be described as
confidence-building measures. The aerial surveil-
lance provisions of the treaty are not intended to
count treaty-limited items (TLIs), measure specific
guantities, or monitor restricted behaviors; instead,
they are primarily meant to provide assurance that
the current political warming is continuing apace by
making widely available information that demon-
strates good intentions and nonthreatening capabili-
ties. This vagueness has led to a debate (primarily
between the Soviet Union and the other participants,
but also among the other participants) as to the level
of intrusiveness needed to accomplish the declared
goals.

The Initial NATO Position

As mentioned above, the 16 NATO foreign
ministers gathered December 14-15, 1989 at NATO
Headquartersin Brusselsto finalize ajoint proposal
for Open Skies. This proposal formed the basis for
negotiations with the seven WTO member states. To
limit the complexity of the talks and facilitate
unanimous consent, the NATO ministers decided to
restrict the Open Skies discussions to these two
aliances.

Here, in brief, are the key operational details of the
original NATO proposal. They are referenced by
letter to ease comparisons between NATO and non-
NATO positions in the following section. The
bracketed citations correspond to the official text in
appendix D.

. Initially Open Skies negotiations will be

between the NATO and WTO aliances {11},
but later they might include any other Euro-
pean nation {1.3}.

. Open Skies flights will encompass the entire

territory of the participants®and, in principle,
will be limited only for reasons of safety or
international law {1.4 and V1I11.7}.”

. An unarmed, freed-wing military or civilian

aircraft will be provided by the inspecting
party. The plane will carry host-country ob-
servers during its overflight {V and VI111.6}.

. Overflights may be conducted individually or

jointly within alliances {1.4 and IV.1}."”
Equipment and aircraft may be shared among
alies{VII}.

. The planes will be alowed to carry a wide

variety of sensors. Only signals intelligence
(SIGINT) devices will be banned {VI}.

. All participants share a commitment to con-

duct and receive overflights on the basis of
national quotas {1.4}. These quotas will set
both the number and duration of overflights.
The standard for the quota apportionment will
be national geographical size {IV.1}. There
should also be rough parity of quotas between
NATO and the WTO and between the Soviet
Union and the combined territories of the
United States and Canada {IV.3}.”Larger
countries should be subject to several over-
flights per month {IV.1}, and all nations must
receive one flight per quarter {1V.4}. Smaller
alied states may group themselves and act
according to their combined geographical size
{Iv.5}.

. Overflights will begin and end at a Point of

Entry (POE) and a Point of Exit, respectively
{VII.1}. These points can be the same

{VII.7}.

. The host country will arrange service as for a

commercia airliner {VI11.2}.

15As a proximate and unstated goal, Open Skies would add to the information-gathering capabilities of the participants, particularly the
nonsuper power s. These expanded capabilities, depending on their final negotiated parameters, could benefit the verification of other current and future
treaties, provide a broad range of collateral intelligence, and add to strategic, and perhaps tactical, warning.

16For the United States this includes the 50 states, Guam, Puerto Rico, and the U.S. Vi@]Islands.

17As spelled out PY the United Nations-sponsored International Civil Aviation Organization (ICAQ) and bilateral and multilateral accords.

18The Netherlands announced on Feb. 12,1990, that it would conduct joint flights with Belgium and Luxembourg in order to r educe costs. paid Lewis,
New York Times, Feb. 13, 1990 as cited in The Arms Control Reporter 1990, op. cit., footnote 8, p. 409.B.9.

19At the Budapest Conference, the United States proposed to allocate quotas on a bilateral basis among all parties, superseding the original NATO

proposal to allocate them by alliance. Thiswas donein recognition of the gradual dissolution of thWTO. The new proposal raised the possibilitythat
East European countries might be able, with Soviet permission, to overfly the Soviet Union. (Tucker, op. cit., footnote 13, pp. 22-23 and personal

communication Apr. 5, 1991.)
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Table 4-2—Asymmetric Advantages and Disadvantages in Open Skies

Region/state Advantages

Disadvantages

SUPErpoOWers . . ..ovvvinnin . Superpowers have more resources and better
intelligence apparatuses; Open Skies data

can cue NTM.

NONSUPErpowers ............. Treaty puts superpowers and nonsuperpowers

NTM already provides much of the information that
Open Skies would provide, thus superpowers
gain relatively less and lose relatively more than
other nations.

Fewer resources than superpowers.

on equal political footing; gives these
countries an independent means of

surveillance.”

NATO ... Access to more closed societies.
SovietUnion ................. Might gain access to Western sensor and

processing technology.

Non-Soviet WTO ............. Might gain access to Western sensor and

processing technology.

No technology gain; technology loss to WTO.

Least open society has the most information to be
revealed.

Least-capable sensor and processing equipment.

a France Currently operates the commercial grade SPOT-image photoreconnaissance satellite and is developing the Helios military reconnaissance satellite

system with Spain and Italy.
SOURCE: Office of Technology Assessment, 1991.

I. The inspecting party must transmit an inspec-
tion notification 16 hours before arriving at the
POE {VII11.3}. After arrival, the flight crew has
an additional 6 hours to file aflight plan for the
overflight { VIII.4 } *This done, the host
country has 24 hours in which to inspect the
plane for illegal devices and arrange for the
flight {VII1.5}. (Seefigure 4-1.)

J. Loitering by aircraft over one spot is not
permitted {V1I1.6}.

K. Alliances will decide amongst themselves

how to share overflight information {1X}.

The NATO position, as embodied in a U. S.-
Canadian draft treaty, served as the basis for the joint
working draft at the Ottawa Conference.

Points of Disagreement 21

According to press reports, the Open Skies
negotiations often did not follow the usual pattern of
aliance versus alliance differences. Instead, individ-
ual nations-including for the first time the newly
independent Eastern European countries--made pro-
posals on their own initiative. The result has been a
series of disagreements with and departures from the
NATO baseline identified above.

In general, the United States has sought to
maximize the openness of Open Skies arrangements
as defined in the NATO Basic Elements. Although
there have been signs of compromise, the United
States continues to advocate relatively unrestricted
overflight procedures and equipment. The other
NATO allies, as well as the non-Soviet WTO
member states, have been more flexible in the
negotiations, but, “when push has come to shove, ”
have tended to adopt the U.S. point of view. The
Soviets, on the other hand, have so far blocked most
efforts to reach a grand compromise (see table 4-2).
In all areas, the Soviets consistently argue for the
least intrusive regime, leading many observers to
guestion whether the Soviet Union has really aban-
doned its historical demand for secrecy. That the
goals of the treaty are so ambiguous and hard to
tranglate into concrete terms (e.g., how many flights
are needed to “reduce tensions? '’)22 has left the
Soviet negotiating team room to maneuver and stall.

The Soviets disagreed with points throughout the
NATO proposal. It is ironic, though, that in most
cases the Soviets cited as the basis for their dissent
two agreed phrases from the joint statement of the
Ottawa Conference:

2The periods listed in this bulletfor notification and flight planfiling are maximum values. The host country, incooperation with the inspecting party,

would retain the option to shorten these periods.

21This section (and indeed the €ntire Teport) is based OP unclassified sources and therefore covers only those disagreements that have been expressed

publicly.

20ne analyst suggesta that an unstated standard of adequacy for an Open Skies agreement isin fact emerging from the negotiating process: it is “to

enable participants toidentify rapidly massing military formations by the generic types of vehicleswithin them. ' Furthermore, participants should be

able to accomplish this mission day or night, and in all weather conditions. This warning function for Open Skies gives negotiators a more definite target
in their discussions. However, the Soviets have not formally recognized this standard for the agreement. See Peter Jones, “CFE? Aerial Inspections and
Open Skies: A Comparison” in Heather Chestnutt and Michael Slack (eds.), Verifying Conventional Force Reductions in Europe: CFE I and Beyond
(Toronto, Ontario: Center for International and Strategic Studies, York University, 1991), p. 90.
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Figure 4-1—NATO Proposed Timeline
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SOURCE: Office of Technology Assessment, 1991.
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« “implemented on a reciprocal and equitable
basis’; and

« ‘“‘maximum possible openness and minimum
restrictions.

The United States views the first point as a
statement of equal opportunity and equal application
of the rules. The Soviet Government argues that
equality means a leveling of capabilities and mini-
mizing burdens. On the second point, the United
States maintains that openness should apply pre-
dominantly to territorial and sensor access, while the
Soviets stress the sharing of equipment and collected
information. These differing emphases are evident at
each point of disagreement.

Participation in the conferences themselves has
been one such point of contention. In item A of the
above listing of NATO's position, the aliance
insisted that the first phase of negotiations be open
only to WTO and NATO members. The rationale
was that fewer participants would make it easier to
obtain a unanimous and relatively uncomplicated
treaty. The Soviets, on the other hand, have ques-
tioned this rationale, with Soviet Deputy Foreign
Minister Viktor Karpov declaring atone point,” ‘Our
opinion differs: All neutral and nonaligned CSCE
[Conference on Security and Cooperation in Europe]
countries should be included in this process if they
so wish.”* Thus, the Soviets argue for greater
openness.

A second, and magjor, topic of dispute has been
restrictions on the territory subject to overflights. As
indicated in item B above, the NATO position calls
for maximal coverage of nationa territory with
restriction based solely on safety and international
law. The Soviets, on the other hand, have sought to
both restrict and expand the covered territories. First,
they have argued for several types of exclusion
Zones:

There are such zones in virtually al countries.
And here neither military or civilian aircraft can
fly-for example, over mgjor cities or chemical or

other ecologically dangerous enterprises, or nuclear
power stations or water installations except in
emergency situations. Why then should we make an
exception to this rule for foreigners, thus subjecting
the lives of our fellow citizens to extreme danger?
Moreover, we till have regions that are closed in the
interests of preserving state secrets.”

Not surprisingly, some of these restricted zones
(particularly the ones preserving state secrets) are
precisely the ones that NATO would like to see to
advance the stated purposes of the treaty.

Then, the Soviets have argued on the grounds of
equality and greater openness for the inclusion of
member nations' military bases in other countries.”
NATO has flatly rejected this proposal, because
these countries would not be party to the treaty and
their airspace is sovereign.

Soviet exceptions to items C, D, and H al revolve
around the issue of whose planes will be used for
overflights. The Soviet Government has sought to
avoid being overflown by foreign aircraft. One
reason for this was laid out by Soviet Deputy
Foreign Minister Karpov:

The present level of the development of electron-
ics makes it possible to fit an aircraft with a tiny
sensor which could collect a vast quantity of
information having nothing to do with “Open
Skies” and would be very difficult to detect by
inspectors when checking someone else's aircraft.”

Moreover, the Soviets have argued that the cost of
flying airplanes from the Soviet Union to North
America would be prohibitive and unequal.” For
these reasons, the Soviets have proposed aternatives
to the NATO plan:

We proposed the setting up of a single pool-we
found no support. But our main idea’ is that there
should be freedom of choice. If some state wishes its
territory to be overflown by aircraft of its own design
with standard equipment, a mixed crew, and a group
of observers, this wish ought to be respected. If it
wants an aircraft belonging to some third country—

235, Guk, ‘Does the USSR Advocate ‘Open Skies® With Exclusion Zones? The Soviet Position Has Been Distorted. USSR Deputy Foreign Minister
Viktor Karpov Replies,” Izvestiya, Mar. 5, 1990, p. 3, as trandated in Foreign Broadcast |nformation Service, Soviet Union Daily Report,

FBIS-SOV-90-043, Mar. 5, 1990, p. 2.

ATrud,*“The Spy Place ‘Within the Law’: An Interview With Major General V. Kuklev, First Deputy Chief of the General Staff,’’ Mar. 27, 1990,
p. 3, astrandated in Foreign Broadcast | nformation Service, Soviet Union Daily Report, FBIS-SOV-90-063, Apr. 2, 1990, p. 3.

2See, e.g., Trud, ibid., p. 3; and Guk, op. cit., footnote 23, P- 3.

26V, Shelkov, ““Interview (0" Pravda,’’ Pravda, Mar. 4 1990, as translated in Foreign Broadcast Information Service, Soviet Union Daily Report,

FBIS-SOV-90-043, Mar. 5,1990, p. 1.
2Trud, Op. Cit., footnote 24, p. 3.
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. . . Photo credit: U.S. Air Force
Source: Jane's AJ/ the Wor/d's Aircraft: 1990-91, Mark Lambert (cd.) (Coulsdon, Surrey, United Kingdom: Jane's Information Group, 1990), p. 281.

The Soviet Tu-95D Bear maritime reconnaissance aircraft, a variant of the Bear strategic bomber, is outfitted with radar domes
(radomes) under its nose and midsection and electronic intelligence collectors on each side of its rear fuselage.
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by al means. And findly, aircraft belonging to the
monitoring side could overfly another state’s terri-
tory only subject to its consent.”

Sensors (item E) have been a particular source of
concern for the Soviets”Up until the Budapest
Conference, the Soviet Union wanted only standard-
ized optical and electro-optical cameras; NATO
advocated a wide variety of sensorswith only afew
listed restrictions (the primary one being a ban on
SIGINT devices). NATO argues that the language of
the Open Skies Communique on this issue is very
clear: “The agreement will have provisions con-
cerning the right to conduct observation flights using
unarmed aircraft and equipment capable in all
circumstances of fulfilling the goas of the re-
gime.’ '* The key phrase here is “equipment capa-
ble in all circumstances,” which can reasonably be
interpreted to encompass sensors that can function
effectively day or night, rain or shine. Optical
cameras that can see neither in the dark nor through
clouds would clearly not suffice.™

At the Budapest round, the Soviets accepted the
use of synthetic aperture radar (SAR) to achieve an
all-weather capability. However, the SAR they
proposed had a resolution of only 10 meters,
compared to the 3-meter resolution thought neces-
sary by most NATO states.” The Soviet compro-
mise of 30 centimeters on optical resolution also
exceeded the Western-proposed maximum of 15
centimeters. “*The Soviets maintain that these reso-
lutions are sufficient for the purposes of the treaty,
and that any more information would begin to harm
national security.

Some countries, particularly in Eastern Europe,
are concerned about the inequality of sensor technol-
ogy between the more advanced (typically Western)
nations and the rest. On this basis they have called
for standardized and simple hardware. This seems to
be a natural request. On the other hand, these

countries may be doing themselves a disservice. The
NATO countries (through the United States) and the
Soviets already have extensive intelligence capabili-
ties outside of Open Skies. If advanced sensors were
permitted in Open Skies, the less-capable nations
would have the opportunity to develop and eventu-
aly deploy advanced and independent sensor sys-
tems. The United States has compromised on this
issue, and is looking to ease trade restrictions in
order to supply these countries with commercialy
available sensors.™ Since sensors will most likely be
subject to preflight inspection, the United States
itself is inclined to adopt commercia technology for
Open Skies to avoid compromising classified tech-
nologies.

On a related issue, the Soviets believe that sharing
collected sensor data (item K) is the best way to
fulfill the goals of the treaty:

The “Open Skies’ system must be imbued with
the principle of universal and full equality. Equality
in gaining access to information which cannot be
used to the detriment of any of the parties.”

Information obtained during overflights would be
shared at a new international agency:

The data would be processed in a single center
sited in any country. Parties to the agreement would
pay for this also according to an agreed scale. The
information arriving in this center should be avail-
ableto all regardless, of course, of the financial
contribution made by the different countries. This
proposal of ours was rejected out of hand.”

The Soviets believe the NATO approach would be
“detrimental”:

... the main content of the position expounded by
U.S. representatives in Ottawa boils down to the fact
that the United States, taking advantage of its
technological potential, intends to overfly other

28Guk, op. cit., footnote 23, P- 2

29For a mor e complete discussion of sensors and sensor issues see ch. 3.

30 Open Skies Communique,” op. cit., footnote 14.

31Any country thathadpa.rticularly overcast weather with low-level cloudswould have anasymma“ca] advantage if 0n|y 0pt|ca| cameras were used.

324rms Control Reporter 1990, op. Cit., footnote 8, p. 409.B.16
33Tucker, op. cit., footnote 13, p. 23-24.
34Jones, op. cit., footnote 22, p. 91.

35Eduard Shevardnadze, SOVi€t Foreign Minister, SPeechat Ottawa Conference, from Tass International Service, Feb. 12,1990, as translated inForeign
Broadcast Information Service, Soviet Union Daily Report, FBIS-SOV-90-030, Feb. 13, 1990, p. 3.

36Shelkov, op. cit., footnote 26, p. 1.
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countries’ territory, collect information, and tuck it
safely away. So where is the “openness?’™

The NATO proposal would allow sharing informa-
tion within alliances. The primary reason for not
sharing information with nonallies is that it might
help the observed country improve its camouflage,
conceal ment, and deception techniques, because the
inspected party could see precisely what the inspec-
tor could see. A second reason is that it could give
some idea of just what objects the inspecting party
was looking for. There has been some movement
toward common ground by all the participants,
except for the Soviets, who have yet to officialy
respond to the latest proposals. Raw data might be
shared before it is processed.”

Finally, there have been disagreements on some
of the specific numbers in the treaty. The Soviets
have generally argued for fewer overflights (item F)
than NATO. The Soviet Union has proposed 25 to 30
flights per year for each aliance,®of which 16
would be over the Soviet Union;*the United States
has offered to receive about 52 flights per year with
as many as 130 to 140 overflights per alliance .41
(Complicating matters is the breakup of the Warsaw
Pact and a possible shift to a matrix of bi-

lateral quotas.) The Soviets also advocated at one
point expanding the prearrival notification period
(item 1) up to 48 hours”and holding the time the
sensors are activated to 3 hours.”It can be argued
that these limitations would lessen the value of the
overflights, and thus perhaps that of the treaty as
well.

Conclusion

Soviet proposals and those of the other negotiat-
ing parties seem to reflect differing ideas about what
is required to build confidence under Open Skies.
The Western alies argue that Open Skies will be
most effective in building confidence if restrictions
on overflights and sensors are kept to a minimum.
They believe that at aminimum the regime probably
needs to provide some degree of warning of large-
scale hodtilities. The non-Soviet former WTO mem-
bers are enjoying new freedom in the exercise of
international diplomacy, but tend to agree with
NATO on the details of an agreement.

The Soviets do not appear ready for the degree of
openness sought by the West. In sum, negotiations
remain stalled at thistime.

“1bid., p. 1.

38Jones, op. cit., footnote 22, p. 98.

39Shelkov, op. cit., footnote 26, p. 1.

40Arms Control Reporter 1990, op. cit., footnote 8, p. 409.B.11.
41shelkov, Op. cit., footnote 26, p. 1.

4“2Tryud, op. cit., footnote 24, p. 3.

43Shelkov, op. cit., footnote 26, p. 1.
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Chapter 5

OTHER APPLICATIONS OF AERIAL SURVEILLANCE

Summary

President George Bush's call in 1989 for a
multilateral Open Skies Treaty resulted not only in
Open Skies negotiations, but in a reexamination of
the use of cooperative aerial surveillance for awide
variety of international applications. These applica-
tions include measures for confidence building (as in
Open Skies) and monitoring (search, inspection, and
warning).

Limited aeria surveillance in conjunction with
on-site inspections (OSls) is currently being used to
observe large-scale military exercises in Europe
under the Vienna Document of 1990. An extensive
aerial surveillance regime is also being negotiated as
aside agreement to the Conventional Armed Forces
in Europe (CFE) Treaty that was signed on Novem-
ber 19, 1990. CFE overflights would be used as a
complement to OSl and national technical means
(NTM) of verification in monitoring treaty-limited
items (TLIs).

Other possible applications for aerial observation
can be found in a wide variety of potential interna-
tional agreements. Agreements that limit objects or
activities, that require measurements of chemical
effluents in the air, or that provide for warning of
threatening actions might utilize periodic over-
flights. Cooperative aerial surveillance, like NTM
and OSl, is simply another form of observation.
Whether to include aerial surveillance in a negoti-
ated package depends on the characteristics of the
items or activities being observed, the costs and
benefits of the package, as well as its negotiability.

Introduction

Some Open Skies participants advocate expand-
ing Open Skies to include not only the former
members of the now dissolved Warsaw Treaty

Organization (WTO) and the members of the North
Atlantic Treaty Organization (NATO), but all Euro-
pean nations and perhaps others as well. At the same
time, the CFE negotiators have committed their
nations to further talks incorporating extensive
aerial monitoring of compliance into the recently
signed CFE Treaty. This chapter discusses a
variety of conceivable future negotiations that
might include aerial surveillance, e.g., an exten-
sion of Open Skies, CFE, and a Chemical Weap-
ons Convention. While exploring some of the
possible applications of aerial surveillance, OTA
neither advocates nor rejects them.

Conference on Security and Cooperation
in Europe and Open Skies

As mentioned in chapter 4, the Soviets (as well as
some other participants) would like to invite those
European nations not already included to join in the
Open Skies negotiations. However, the NATO
position is that an expansion of the talks at this time
would only complicate the proceedings. Still, NATO
stated initsinitial proposal that it would be willing
“to consider at an appropriate time the wish of any
other European country to participate in the Open
Skies regime.”' As a first step, this could mean
expanding participation to include not just the
NATO and WTO states,’but the neutral and
nonaligned (NNA) states as well.’ These 34 nations
aready hold talks under the umbrella of the Confer-
ence on Security and Cooperation in Europe (CSCE).

The extension of Open Skies to all CSCE
members would not be unprecedented. In 1986, the
CSCE-sponsored Conference on Confidence- and
Security-Building Measures and Disarmament (CDE)

1See app. D, articlel, section 3, paragraph 5.

2The NATO countries are Belgium, Canada, Denmark, France, West Germany, Greece, Iceland, Italy, Luxembourg, the Netherlands, Norway,
Portugal, Spain, Turkey, the United Kingdom, and the United States. The Warsaw Pact states wer e Bulgaria, Czechoslovakia, East Germany (until
unification), Hungary, Poland, Romania, and the Union of Soviet Socialist Republics.

3There are four neutral countries (Austria, Finland, Sweden, and Switzerland) and eight nonaligned countries (Cyprus, the Holy See, Ireland,

Liechtenstein Malta, Monaco, San Marine, and Y ugoslavia). The U.S. Government does not recognize the incor poration of the Baltic republicsinto
the Soviet Union. Albaniaisthe only other European nation not represented.
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Photo credit: U.S. Army by Oswald Butier

U.S. Army officers listen to a Warsaw Pact observer of the
1987 NATO Reforger exercise in then-M&t Germany.

produced the so-called Stockholm Document*which
permitted, among other things, aerial inspections of
large-scale military activities with no right of refusal
(except in the case of force majeure), but only in
host-owned and host-operated aircraft (including
helicopters). No sensors were to be installed on the
aircraft and inspectors were to carry only binoculars
and hand-held cameras.”Strict quotas were set on
inspections (both air and ground). Each state would
be subject to at most three inspections per year. No
single state could inspect another state more than
once per year. The Stockholm Document was
superseded by the Vienna Document of 1990, which
reaffirmed its predecessor and added further con-

fidence- and security-building measures. As of June
15, 1990,40 inspections had been conducted.”’

Either the Vienna Negotiations on Confidence-
and Security-Building Measures (CSBM) or a re-
vived CDE maybe the most appropriate established
forum for Open Skies under the CSCE framework.
(The CDE was split into the CSBM and the CFE
talks-both opening on March 9, 1989.)°The CSCE,
however, except in the case of CFE, has traditionaly
limited its territorial jurisdiction to the European
continent, thus excluding North America. Alter-
nately, the Open Skies talks could simply take more
petitioners under their umbrella. Eventualy, the
concept of Open Skies could be broadened by
inviting individual states into the system on a
case-by-case bhasis, by taking all comers, or by
moving the talks to the United Nations.

Conventional Armed Forces in Europe

The CFE nations are negotiating, somewhat in
parallel with Open Skies, an aerial inspection
protocol that was intended to be part of the
monitoring arrangements for the Conventional Armed
Forcesin Europe Treaty. The 7 (now 6) WTO states
and the 16 NATO nations—the same group as in
Open Skies-opened CFE negotiations in March 9,
1989 with the goal of equalizing and reducing
conventional force levels in the Atlantic Ocean to
the Ural Mountains (ATTU) region. They signed a
treaty during the CSCE Paris Summit of November
19-21, 1990. This treaty included provisions for
brief host-operated helicopter flights over inspection
sites,’but set aside more extensive and intrusive
aerial monitoring provisions to be negotiated with

4The Stockholm Document enter ed intoforce on Jan. 1,1987. Its official title is the Document of the Stockholm Conference on Confidence- and
Security-Building Measures and Disarmament in Europe Convened in Accor dance With the Relevant Provisions of the Concluding Document of the
Madrid Meeting of the Conference on Security and Cooperation in Europe. For full text, see app. 10A in Stockholm International Peace Resear ch
Ingtitute, Sipri Yearbook 1989: World Armaments and Disarmament (New York, NY: Oxford University Press, 1987).

5Ibid., paragraph 76 of the Stockholm Document.
éTbid., Paragraph 87 of the Stockholm Document.

"See u.s. Arms Control and Dis gr mament Agency, “ Strengthening Stability Through Openness: The Vienna Negotiations on Confidence- and

Security-Building Measures,” July 1990, pp. 16-19.

8There is some overlap between CSBM aNd CFE, but in general CSBM deals with pan-European confidence- and security-building measures
(including inspections and obser vations) and CFE focuses on NATO-WTO conventional for ce reductions.

9These overflights are described in the CFE Protocol on Inspection, section VI, paragraphs 16-21. Although the parties involved in an overflight can
agreeto other terms, the standard provisions permit the inspecting country to specify in advance whether an inspection isto be conducted by foot,
cross-country vehicle, helicopter, or a combination of all three. If the area to be inspected is less than 20 square kilometers and an overflight is requested,
the host country must provide a helicopter large enough to carry two inspectors and one escort and fly them over the site for not more than 1 hour total.
The pilot must allow the inspectors*“a constant and unobstructed view ¢the ground” during which time the inspectors can use any of their equipment
(portable passive night vision devices, binoculars, video and still camer as, dictaphones, etc.). The host country may delay, limit, or refuse flights over

sengitive points, but must permit therest of the site to beoverflown.
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other loose ends in discussions dubbed "CFEIA."*
Apparently, the parties believed that the CFE
verification regime consisting of NTM, limited
helicopter flights, and other cooperative measures
including OSIs was sufficient for ratification. This
implies that the aerial monitoring provisions of
CFdE IA will be supplementary, and not essential.

Although CFE and Open Skies overflights are
being negotiated by the same set of states (NATO
and former WTO) and may end up with very
similar operational procedures and technologies,
crucial differences exist between the two aeria
surveillance regimes.

The most significant difference is that, unlike
Open Skies, CFE surveillance flights will help
monitor compliance with specific treaty provisions,
in addition to building confidence in general.
Monitoring tasks might involve counting legal
TLIs,"searching for and documenting illegal TLIs,
observing exercises and troop movements, inspect-
ing closed-out facilities and eliminated TLIs, and
pre-OSl surveys. According to a Canadian diplomat,
the Soviets have tried to limit the scope of the
protocol solely to observing compliance; i.e., con-
finning that legal TLIs are located at permitted sites.
The other CFE participants argue that the overflights
must be able to search for violations of the treaty
beyond declared sites, and in this way, also act as a
deterrent to such violations. “ CFE flights, like Open
Skies flights, could, of course, also build confidence,
but as the result of confined treaty compliance.

The primary CFE TLIs are battle tanks, armored
combat vehicles (ACVs),"artillery, combat aircraft,
and attack helicopters. To monitor such small TLIs
will most likely reguire more advanced sensor

Photo credit: Department of Defense

One CFE TLI is the battie tank. Defined by weight and
weapon capability, battie tanks wiii be iimited to
20,000 per aiiiance within the treaty’s
area of application.

capabilities (most notably, higher imaging resolu-
tion) than a minimal Open Skies regime.”As
discussed in chapter 3, it takes one grade of
resolution to detect an object (e.g., “There’'s some-
thing there.’ *), another to recognize the object (e.g.,
“‘It'satank.’ ), and quite another to identify it from
technical details (e.g., “That tank is a Polish
T-72.""1515

A second mgjor difference between Open Skies
and CFE overflights is their respective territorial
coverage: while CFE encompasses only the ATTU
region of Europe, Open Skies includes all the
territory of the participants. Most importantly, it also
includes Soviet territory east of the Ural mountains.
(Soviet military equipment reportedly has been
transferred beyond these mountains to avoid being
destroyed under the recently signed CFE Treaty.")

10Article XIV, par agraph 6 and article XVIIL (CFE | A has also been referred to as CFE 1A in the West and Vienna-1A by the Soviet official news

agency TASS. Seefor example, *'1 @pov Meets NATO Official for CFE Talks,” Moscow TASSin English, Dec. 3, 1990, in Foreign Broadcast
Information Service, Soviet Union Daily Report, FBIS-SOV-90-233, Dec. 4, 1990, p. 1.)

1Als0 referred U as ““treaty-limited €quipment’” or TLE, this Second term neglects the possibility that facilities and structures might also belimited.

12The Arms Con trol Reporter: A Chronicle of Treaties, Negotiations, Proposals, Weapons, and Policy (Brookline, MA: Institute for Defense and
Disarmament Studies, 1990), p. 409.B.18.

13The term ACV includes armored personnel carriers (APCs), armored infantry fighting vehicles (AIFVs), and heavy armament combat vehicles
(HACVs).

14A5 was stated in ch. 4, PELEr Jones Delieves that an all-weather, round-the-clock warning of massing for ces has become the underlying standard Of

adequacy in the Open Skies talks. [See Peter Jones, “CFE Aerial Inspections and Open Skies: A Comparison” in Heather Chestnutt and Michael Slack
(eds.), Verifying Conventional Force Reductionsin Europe: CFE Z and Beyond (Toronto, Ontario: Center for International and Strategic Studies, York
University, 1991), p. 90.] The Soviets have not formally accepted this mission for Open Skies and argue more for symbolic flights. In either case, the
requirement of CFE sensor s to distinguish among types of TLIs and to count number s accur ately suggests a mor e extensive and sophisticated regime
than that of Open Skies.

15See table 3-2 for targets and necessary ground resolution.
16:“Figures Row Suspends CFE,” Jane' s Defence Weekly, Mar. 2, 1991, p. 290.
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Box SSA—Airborne Monitoring of Chemical Weapons—Three Cases

The size of the chemical stockpiles to be monitored and their supporting infrastructure are important
considerations when evauating the potential success of aerial monitoring in supporting the goals of an agreement.

A group could both make and store sufficient amounts of chemical agent for its terrorist acts (measured in
galons) in just about any building. Overhead imaging sensors would reveal no clues to this activity and door-to-door
searches would be impractical and prohibitively expensive (as well asillegal in many countries). Extremely
sophisticated air sniffers and samplers might narrow the area of search but probably not appreciably so. Thus, the
role for aeria surveillance appears dubious.

However, in the ease of chemical stockpiles sufficient for waging war between nations (rneasured in hundreds
or thousands of tons), the potential role for aerial monitoring grows. Such a capability entails not only substantial
chemical weapon production and storage facilities, but also the development of reliable delivery systems and, to
some extent, operational training, Clearly, the number of potentially observable secondary characteristics grows
with the size of the chemical stockpile and its support infrastructure.

If the negotiators of a potential chemical arms accord are concerned only with revealing militarily significant
quantities of chemical weapons in time for other signatories to take appropriate counteractions, then aeria
surveillance might be useful. Overflights in this case would no longer be looking for laboratories hidden in
basements,but for large-scale chemica plants and storage areas, test ranges, and chemical offensive exercises, Thus,
unlike the terrorist case, an aerial monitoring system, in conjunction with national technical means (NTM) of
verification and on-site inspection (OSl), might be useful.

The enormous chemical stockpiles of the Soviet Union and the United States (measured in tens of thousands
of tons) were designed to be used in a massive Central European conflict between two well-protected alliances.'
They were meant at least as much to slow down and impair military activities on a continental scale as to inflict
casuaties. Although any nation possessing chemica weapons might use them in war, such huge quantities are held
only by the world's two military superpowers. The United States and the Soviet Union have other means of mass
destruction, as well as awesomely powerful conventional capabilities, that can compensate for large [interstate-size)
covert chemical stockpiles secreted by the other. They also both have extensive intelligence assets that can warn
them of threatening activities. Therefore, the requirements placed on an aerial monitoring regime might not need
to be as stringent as for the other cases.

1The purpose of the United States stockpileisto deter Soviet first use.

Furthermore, overflights would commit the North
American participants-the United States and Can-
ada—to receiving overflights, something CFE would
not do. That the United States and Canada would
share some of the overflight burdens could make
Open Skies a politi unct to CFE
aer; al monltorlﬁg flglaﬁreeqsr Iefust ates the over
lapping territorial coverage of overflights of three

using its own aircraft for its inspections; the former
WTO nations insist that the host country’s aircraft be
used.” But because the procedures needed to
achieve the goals of CFE overflights can be defined
more concretely than those of Open Skies, perhaps
these disagreements can be more easily resolved.

Aerial monitoring provisions beyond those now

negotiating fora in Europe.)

The few publicly revealed disagreements over the
CFE aerial monitoring protocol resonate with those
of Open Skies. For example, NATO again advocates

being discussed in CFE IA could also be negotiated
in the CFE follow-on talks proposed by NATO on
August 30, 1990. The so-called CFE |l talks would
provide an opportunity to fine-tune the original CFE

17Joe Clark, Canadian Secretary of State for External Affairs, “Foreword: Open Skies, “ in Michael Slack and Heather Chestnutt (eds.), Open Skies:
Technical, Organizational, Legal, and Political Aspects (Toronto, Canada: Centre for International and Strategic Studies, York University, February

1990), pp. vi-vii.

“Timothy J. Pounds, *‘Context for Technologies That Monitor CFE Compliance; Verification TechnologiesReview, vol. 2, No. 4, July/August 1990,

p. 7.
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Figure 5-I—Territory Subject to Overflights in Various Talks
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IA overflight procedures, as well as add new capa-
bilities to advance the goals of the CFE process.”

Chemical Weapons Convention

The talks on reducing and barming chemical
weapons currently under way both at the multilateral
Conference on Disarmament (CD) and bilaterally
between the United States and the Soviet Union
offer other opportunities for the introduction of
aerial monitoring (although provisions for over-
flights are not now being negotiated). There has aso
been some international discussion of creating
chemical-weapon-free zones in Central Europe, the
Bakans, and Southeast Asia.

Since 1980, the 40 member states of the chemical
Weapons Ad Hoc Committee at the CD, under the
auspices of the United Nations, have been working
to draft a ban on chemical weapons.” These
discussions have led to several inspection demon-
strations using chemical sampling and sniffing
technologies, but none of these demonstrations has
involved an airborne platform.” Similarly, the
U.S.-USSR negotiations on chemical weapons, which
began on June 28, 1984, are incorporating intrusive
monitoring techniques.”

A notional agreement restricting chemica weap-
ons could, among other things, authorize coopera-
tive overflights to:

19Because Of rapidly changing €vents in Eastern Europe, the alliance basis for the CFE talks will probably not survive until a second CFE agreement
can be signed. If thisisthe case, CFE might become a discussion between NATO and the individual nations of the WTO, or it could be moved to another

forum altogether.
2Arms Control Reporter 1990, op. cit., footnote 12, p. 704.A.1.

2The U.S. chemical industry is already subjectto aerialinspectionby Environmental Protection Agency aircraft. (Amy Smithson and Michacl Krepon,
“Strengthening the Chemical \Weapons Convention Through Aerial Monitoring,” Occasional Paper #4, The Henry L. Stimson Center, Washington, DC,

April 1091, p. 8)
22Arms control Reporter 1991), op. cit., footnote 12, p. 704.A.4.
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e directly monitor compliance with the agree-
ment (asin CFE);

e observe and warn of prohibited activities, e.g.,
illegal build-ups of weapons, redeployment of
weapons, or training exercises (asin CDE);

e collect information (such as optical and infra-
red photographs) on sites that could help
prioritize and focus OSls;”

e document destroyed production plants;*or

e build confidence and trust (asin Open Skies).

The following example of one possible use of aerial
surveillance in support of a chemical weapons
agreement will focus on the first of these roles.
These overflights might be conducted by individual
states or collectively as a group with common
aircraft and sensors.

If the goal of a chemica weapon overflight
agreement is monitoring compliance, the character-
istics of the TLI are a key issue. Unlike the battle
tanks and combat aircraft of CFE, however, chemi-
cal agents (liquids and gases) and chemical muni-
tions (relatively small shells and bombs containing
chemical agents) do not readily lend themselves to
direct observation from the usual airborne imaging
Sensors.

If the monitoring regime alowed chemical sam-
plers or sniffers, it might be possible to collect a
minute sample of a chemical agent, although the
release of agents into the atmosphere would be
tightly controlled for obvious reasons. Even if a
violation were detected, supporting indirect evi-
dence from other sensors or a follow-up inspection
on the ground might be desirable, if for no other
reason than to verify that the airborne chemical agent
did not float in from some other country or was not
planted by the inspecting team.

The difficulty of uncovering direct evidence of a
violation means that the presence of covert produc-
tion, storage, and, conceivably, deployment areas
may have to be inferred from the discovery of
secondary characteristics of chemical agents and
munitions. These characteristics or indicators might
include unusual safety or security measures; indus-

trial structures similar to chemical or pesticide
plants; chemica storage tanks; proximity to shell
casing or missile manufacturing plants or storage
sites, or the presence of precursor chemicals or
byproductsin the air.

Precursors are chemicals that are combined to
create a toxic agent; byproducts are chemicals that
remain after the agent is complete. Some of these
chemicals are used in a variety of products that have
nothing to do with chemical warfare. Because some
may be relatively harmless, controls on their escape
into the atmosphere might be less secure. The
presence of one or afew comparatively rare precur-
sors or byproducts could be added to the list of
secondary characteristics of weapon production.”

In cases where only indirect evidence of a
violation is exposed, some other mechanism must be
established for determining noncompliance. This
mechanism might take the form of a human suspect-
site or invitational inspection.” Thus, a potential
role for overhead imaging sensors and sniffersin a
chemical weapon accord would be to detect possible
covert production or storage of chemical weapons by
examining secondary characteristics, and then to
pass the information aong to an inspection team that
would investigate the site more closely.

Other Potential Applications

Several other potential arms control agreements
might conceivably benefit from aeria surveillance:
a Short-Range Nuclear Forces (SNF) accord, a
Strategic Arms Reduction Taks follow-on agree-
ment (START 11), or regiona conventional arms
reduction talks similar to CFE. Inspection teams in
airplanes could try to count, identify (by remotely
reading tags or sensors), and document legal TLIs,
as well as search for covert ones. (By looking for
illegal TLIs, the overflights could help deter their
very construction.) Discovery of unusual activities
or objects could be used to target suspect-site
inspections or cue NTM. Tethered aerostats could
temporarily monitor the perimeter of an OSl| site for
illegal movements while preparations were made for
an inspection or until a ground perimeter could be

23Smithson and Krepon, op. cit., footnote 21, pp. 15 and 18-25.
‘Ibid., p. 2A-25.

25Conceivably, som, rare precursors or byproducts could be banned along W