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rime can be highly profitable. Money generated in large
volume by illegal activities must be ªlaundered,º or made
to look legitimate, before it can be freely spent or in-
vested; otherwise, it may be seized by law enforcement

and forfeited to the government.1 Transferring funds by electron-
ic messages between banksÐªwire transferºÐis one way to
swiftly move illegal profits beyond the easy reach of law enforce-
ment agents and at the same time begin to launder the funds by
confusing the audit trail.

The Senate Permanent Subcommittee on Investigations, in
January of 1994, asked OTA to assess the feasibility of using
computer techniques derived from artificial intelligence (AI) to
monitor the records created by international wire transfers and
thereby detect money laundering.

Wire transfers of illicit funds are readily concealed among wire
transfers moved by electronic funds transfer sytsems. Each day,
more than 465,000 wire transfers, valued at more than two trillion
dollars, are moved by Fedwire and CHIPS, and an estimated
220,000 transfer messages are sent by SWIFT (dollar volume un-
known). The identification of the illicit transfers could reveal pre-
viously unsuspected criminal operations or make investigations
and prosecutions more effective by providing evidence of the
flow of illegal profits.

Until now, it has seemed impossible to monitor or screen wire
transfers as they occur, both because of the tremendous volume of
transactions and because most wire transfers flow through fully

1 Legitimately earned money that has been concealed from tax authorities is also at
risk of seizure.

| 1



2 | Information Technologies for Control of Money Laundering

automated systems with little or no human inter-
vention.2 As a possible way out of this impasse,
it has been proposed that a computer-based system
be developed to screen wire transfers on a continu-
ing basis. Such a system would be designed to use
advanced techniques derived from artificial intel-
ligence research to recognize and flag unusual
events or recurring suspicious patterns, for inves-
tigation. This proposal was developed within law
enforcement, defense, and intelligence agencies
concerned with drug trafficking, terrorism, espio-
nage, and illegal arms trade.3

The OTA assessment concluded that the origi-
nal concept in its simplest formÐcontinuing, real
time monitoring of wire transfer traffic, using arti-
ficial intelligence techniquesÐis not feasible.
There are, however, several ways in which in-
formation technology may be applied to wire
transfer records to support and enhance law en-
forcement against money launderers. This report
presents several technological scenarios, or alter-
native technical configurations and institutional
embodiments of information technology. The le-

gal, economic, and social implications of each
scenario are identified, to provide a framework for
consideration of policy options for the Congress.

This chapter describes modern money launder-
ing, its relationship to drug trafficking and other
crimes that operate on a national and international
level, its importance to law enforcement, and the
role played by banks in control of money launder-
ing.

MONEY LAUNDERINGÐ
WHAT IS IT?
To launder money is to disguise the origin or own-
ership of illegally gained funds to make them ap-
pear legitimate. Hiding legitimately acquired
money to avoid taxation also qualifies as money
laundering.

Federal agencies estimate that as much as $300
billion is laundered annually, worldwide.4 From
$40 billion to $80 billion of this may be drug prof-
its made in the United States. A multinational Fi-
nancial Action Task Force estimated that about

2 It is also extremely difficult to find wire transfer records after the fact, in order to reconstruct the flow of money, unless the name or account
number, the time and place of origin, or other specific characteristics are known. In addition, either a search warrant or a subpoena is generally
required for law enforcement agents to view domestic wire transfer records in electronic form; international wire transfer records (in the United
States) will soon be available on request.

3 The U.S. Customs Service's Financial Division began work on a system in the mid-1980s to analyze Currency Transaction Reports (CTRs).
When the Financial Crimes Enforcement Network (FinCEN) was established by the Department of the Treasury in 1988-89, the Customs group
involved in this development were transferred to the new agency, which then developed the Financial Artificial Intelligence System (FAIS) now
used for targeting suspicious patterns in the CTR database. Other work on artificial intelligence (AI) systems for money laundering control was
funded by the Advanced Research Projects Agency (ARPA) in 1991, according to Dr. Al Brandenstein, now director of the Counternarcotics
Technology Assessment Center in the Office of National Drug Control Policy (ONDCP), in discussions with OTA, June 1994. ARPA's interest in
money laundering was primarily related to terrorism and illegal sales of arms rather than drug trafficking. The agency funded several projects to
explore the feasibility of using artificial intelligence techniques to detect electronic money laundering, but when its budget was tightened in
1992, these projects were dropped. Several research contractors, including MITRE Corporation, which had been contractor to ONDCP and to the
Drug Enforcement Administration, have continued to push for further development in this area. MITRE analysts were instrumental in bringing
the concept to the attention of congressional committees, including the Permanent Subcommittee on Investigations of the Senate Government
Affairs Committee, as a potentially powerful tool for attacking drug traffickers. Intelligence agencies are believed to use techniques based on
artificial intelligence for some kinds of pattern recognition and analysis related to national security.

4 This is the estimate used by the international Financial Action Task Force (U.S. Dept. of State (Narcotics) Fact Sheet, ªCombating Drug
Money Laundering,º March 2, 1992). It appears that this estimate was first generated by one U.S. government analyst as ªmostly a guess,º and
has since been accepted as reasonable by other agencies, including the International Narcotics Matters unit within the U.S. Department of State.
The Department of the Treasury declines to provide an estimate, beyond saying that the volume ªis very big.º Approximately $100 billion is
thought to be drug-related laundering, the rest is thought to be tax evasion, or proceeds of other crimes including securities manipulation. See
also National Institutes of Justice, Research in Brief, September 1992, p. 1. Colombia estimates that $1 billion to $2 billion in drug profits comes
into its economy from foreign sources.
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$85 billion per year could be available for launder-
ing from drug proceeds alone.5 However, this and
other estimates of the scale of money laundering
must be viewed skeptically. The official estimates
are derived from a mix of experience, extrapola-
tion, and intuition; the hard evidence to support
them is limited. No one can be sure how much
money is laundered (see box 1-1 and box 1-2).

Money laundering has attracted growing atten-
tion in the last decade, in part because of its impor-
tance to drug trafficking. It has proven nearly
impossible to interdict the flow of drugs into the
United States or to halt their distribution within
the country. Those most responsible for the in-
ternational drug tradeÐhigh-level drug lordsÐ
are the least likely to be apprehended; they are
often overseas, out of legal reach. Possibly the
most effective way to discourage drug suppliers,
therefore, is to cut off the flow of their profits and
seize their assets.

Money laundering is not, however, limited to
drug trafficking. It is associated with nearly all
kinds of ªcrime for profit,º including organized
crime and white collar crimes, such as the real es-
tate fraud and savings and loan abuses that marked
the last decade. One economist lists a number of
other reasons (not all of them criminal) for wish-
ing to hide money: 6

� to prevent the erosion of business and personal
asset values through legal means (such as law
suits or divorce proceedings);

� tax evasion, either personal or corporate;7

� capital flight from one country to other coun-
tries, triggered by adverse changes in econom-
ic, political, and social conditions;

� securities law violations, especially insider
trading;

� government undercover activities such as spy-
ing and support for ªfreedom fightersº;

� smuggling of contraband.

Until 1986, money laundering itself was not il-
legal apart from the underlying (or predicate)
crimes that it helped to conceal. Money launder-
ing was first defined as an independent crime in
the Money Laundering Control Act of 1986, codi-
fied at Sections 1956 and 1957 of Title 17 of the
U.S. Code. The penalties include 10 to 20 years in
prison and substantial fines.8

In 1988, Congress extended the use of civil as-
set forfeiture to money laundering. As a civil law
process, forfeiture requires a lower standard of
proof and carries reduced procedural guarantees
compared to criminal prosecution. Critics argue
that this may lead prosecutors to pursue money
launderers rather than ªrealº criminals, whose ac-
tions directly create victims. Law enforcement of-
ficials, however, insist that they are properly
targeting those who manage, control, and profit by
crime, yet insulate themselves from direct contact
with it.

ªPLACINGº DIRTY MONEY
Law enforcement officials describe three steps

in money laundering:

� placementÐintroducing cash into the banking
system, or into legitimate commerce;

� layeringÐseparating the money from its crimi-
nal origins by passing it through several finan-
cial transactions, for example, transferring it

5 Financial Action Task Force on Money Laundering, Report, Paris, Feb. 7, 1990. The task force was created during the 15th annual Econom-
ic Summit in Paris, in 1989, as described in chapter 6.

6 Ingo Walter, The Secret Money Market (New York: Harper & Row, 1990), chapter 1.
7 In some cases, when dirty money is legitimated or integrated by investment in real estate or legitimate businesses, ªthe principals may

willingly pay taxes on their profits (or file returns that use allowable deductions to avoid taxes).º In other situations, complete avoidance of taxes
is an important objective.º (National Institutes of Justice, Research in Brief, September 1992, p. 1.)

8 The average sentence imposed on convicted money launderers by federal judges in FY 1992 was 46.1 months, as compared with an aver-
age sentence for drug trafficking of 89.4 months or racketeering of 106.4 months. ªConvicted Launderers Fit White-Collar Profile,º Money
Laundering Alert, December 1994, p. 2, quoting from a 1993 report by the U.S. Sentencing Commission.



4  Information Technologies for Control of Money Laundering

The Financial Action Task Force on Money Laundering used three indirect methods of estimating

the amount of money Iaundering:

1, Extrapolation based on estimation of world drug production, This method involves many uncertainties,

including the following:

■

■

■

■

■

■

global crops of opium poppies, coca shrubs, cannabis, etc.,

internal consumption and export of drugs in each of the producing countries,

clandestine laboratory production of psychotropic substances,

street prices of drugs,

the role of each kind of drug in the generation of proceeds and the level at which proceeds are generated

(retail, traffic, wholesale distribution, production, etc.), and

financial flows within individual countries.

2. Extrapolation from the consumption needs of drug users, Because consumption of drugs such as heroin

and cocaine is illegal in many places, both reporting and sampling are unreliable,

3. Extrapolation from seizures of drugs by law enforcement, using a multiplier usually ranging from 5 to 20

percent depending on the drug and the country,

SOURCE, Financial Action Task Force on Money Laundering, Report, Paris, Feb. 7, 1990, pp. 6-8

into and then out of several bank accounts, or
exchanging it for travelers’ checks or a ca-
shier’s check;
integration—aggregating the funds with legiti-
mately obtained money or providing a plausi-
ble explanation for its ownership.

Profits from organized crimes (drugs, gam-
bling, racketeering, and prostitution) are com-
monly in the form of cash, mostly in small
denominations, that must somehow be slipped
into the banking system or the regular stream of
commerce before it can be safely spent in this
country or sent up the rungs of the criminal hierar-
chy to those demanding their profits.9

Street sales of drugs are usually conducted with
$5 or $20 bills. A million dollars in $20 bills

weighs 111 pounds, in $5 bills 444 pounds.10Both
convenience and, more importantly, the risk of
having the money found and seized by police or by
other criminals, make it desirable to take the cur-
rency to a bank and either convert it into a negotia-
ble instrument (such as a cashier’s check), or wire
transfer it to another location.

In 1970, many U.S. banks would accept large
cash deposits without question, even from other-
wise unknown customers—at times receiving
large trash bags stuffed with currency. Money
laundering was not illegal. The 1970 Bank Secre-
cy Act (BSA) required only that financial institu-
tions report currency transactions of over$10,000
to federal law enforcement agencies for possible
investigation. This did, however, create an ex-

9 The recurring cash surplus in certain Federal Reserve Districts, resulting from an abnormally high volume of cash deposits, has been dis -

cussed as a possible indicator of money laundering, but this turns out to be unreliable. Miami, Los Angeles, San Antonio, Jacksonville, and El
Paso consistently report cash surpluses. Some seasonal peaks in cash surplus in San Antonio were apparently associated with the State Fair. New
York City always shows a large cash deficit, and some cities show wide swings. For example, San Francisco, Philadelphia, Denver, Nashville,

and New Orleans had large surpluses in early 1994 but large drops at mid-year. “Mystifying Fed Currency Surpluses Show Major Shifts, ’’Money
Laundering Alert, August 1994, p. 4.

 10General Accounting Office, Money Laundering: The U.S. Government is Responding to the Problem,” GAO/NSIAD-91-130. May 1991.

p. 13.
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The Office of National Drug Control Policy (ONDCP) recently published estimates of the amount

spent on illegal drugs in the United States. The study, produced by Abt Associates under contract with

ONDCP, estimates that Americans spent $49 billion on illegal drugs in 1993. Of that, about $31 billion

was spent on cocaine, $7 billion on heroin, $9 billion on marijuana, and the remaining $2 billion on mis-

cellaneous other drugs. ’ The study estimates that spending on illegal drugs has declined steadily since

1988, when spending was estimated to be over $64 billion. The primary causes for the decline include

a decrease in the number of users of cocaine and heroin and a decrease in the prices of those drugs

since 1988.

Estimating the amount spent on illegal activities is fraught with difficulty, but the ONDCP study’s

estimates appear quite credible. They track closely with independent estimates made by OTA prior to

obtaining the study, and they are based on more precise data. They are probably the most easily esti-

mated portion of total money laundering in the United States, because other activities (e. g., fraud, extor-

tion, etc.) are not subject to the same levels of detection and data gathering.

However, drug spending estimates are difficult to make because few statistics on use and prices

are known with certainty. Instead, estimates must be made based on surveys and law enforcement data

which are error-prone and uncertain but provide starting points for estimates of drug use and fairly reli-

able evidence of drug prices. The known data can be combined with additional medical and economic

knowledge. For example, there are upper bounds on the amount of drugs that a single individual can

consume and on the amount of money that an individual can spend each day on illegal drugs.

Part of the ONDCP study evaluated drug demand in order to estimate drug expenditures. Con-

sumption estimates were based on data from several sources: 1 ) the National Household Survey on

Drug Abuse (NHSDA), which surveys individuals about their drug use; 2) The Drug Use Forecasting

(DUF) program, which questions a random sample of arrestees in central city jails and lockups about

their drug use and conducts urinalysis; 3) the Drug Abuse Warning Network (DAWN), which reports on

1 The comparatively large amount spent on cocaine is due to the relatively large base of users of concaine (estimated at over

two million hardcore users and about four million occasional users) as compared with heroin and the relatively high price of cocaine as

compared with marijuana.
(continued on next page)

pectation that banks would not knowingly cooper-
ate with money launderers (see box 1-3).

Even after the BSA was passed, many banks
were reluctant to refuse customers bringing in
large amounts of cash—they did not like to turn
away business, and in addition they feared offend-
ing legitimate customers by mistake. Bank regula-
tors generally did not aggressively check bank
procedures for BSA compliance.

In 1984, however, after the Presidential Com-
mission on Crime called attention to the increas-

ing seriousness of money laundering, the Federal
regulators began to press for better compliance.
The Bank of Boston was fined $500,000 for fail-
ing to report an international transfer of funds;
other banks were also fined or given warnings.
Compliance improved dramatically. The number
of Currency Transaction Reports (CTRs) in-
creased rapidly, to 10,765,000 in FY 1994.11

Banks were also required to report “suspicious
transactions” to law enforcement agencies, for ex-

11A revised form of the CTR will be issued in 1995.
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tens of thousands of emergency room admissions for drug-related conditions; and 4) the System To

Retrieve Drug Evidence (STRIDE), which makes estimates of drug prices based on the experiences of

street officers and undercover agents, By using these data sources, the study estimated the total num-

ber of users of each drug, how much of each drug users consume, and the street prices of each drug,

In addition to estimating drug demand, part of the ONDCP study evaluated drug supply. It did

this only for cocaine, because reliable figures were not available for other drugs, The cocaine supply

estimate was based on: 1 ) State Department figures on land under cultivation in major coca producing

countries, crop yields, and eradication efforts; 2) data from law enforcement agencies on seizures, and

3) data from the Drug Enforcement Agency on conversion rates at various stages of cocaine proces-

sing, This information was combined through a simple model of coca cultivation, cocaine processing,

and drug shipment. The resulting estimate was in close agreement with the demand-based estimate,

The study’s estimates are large, but given the estimated number of users in the United States,

even modest expenditures can multiply quickly. For example, the study estimates the number of hard-

core cocaine users at just over two million and puts the median users’ weekly expenditures at $221

This produces total annual expenditures of $23,3 billion (the remaining $7,5 billion of estimated cocaine

spending is by occasional users),

Not all drug use produces money that must be laundered through sophisticated means Not all

use of illegal drugs generate money that must be laundered at all. Some drugs are kept by dealers for

personal use, some drugs are given to users who assist dealers, and some drugs are exchanged for

other services (e. g., crack cocaine is sometimes exchanged for sex), The ONDCP study estimates that

such “income in kind” amounts to $3 billion to $5 billion annually, although such estimates are highly

uncertain, Not all currency generated by drug sales would be laundered using electronic means Some

funds are used directly by dealers to pay for services and non-drug goods (e.g., living expenses, trans-

portation, and firearms)

SOURCE: Office of National Drug Control PoIicy, What America's Users Spend on Illegal Drugs, 1988-1993, prepared by William
Rhodes, Paul Scheiman, Tanutda Pittayathikhun, Laura Collins, Vered Tsarfaty, Abt Associates Inc. (Washington, DC Spring 1995)

ample, when a large cash deposit seems inap- enue Service (IRS) is changed with checking on
propriate from a given customer, or when other
unusual circumstances mark the transaction as
questionable. One simple way to do this is by
checking one block in the CTR for that transac-
tion. Alternately, banks can directly notify a law
enforcement agency. About 0.5 percent of CTRs
are marked “suspicious,”12 and only about 5 per-
cent of suspicious transaction reports now involve
wire transfers as one of the reasons for suspi-
cion. 13 The Criminal Division of the Internal Rev-

suspicious transactions, but does not have enough
investigators to do this consistently or quickly.
Therefore, reports of suspicious transactions have
in the past been used more often to support an in-
vestigation already underway than to initiate an
investigation. 14

Banks, or bank examiners, also have the duty of
filing Criminal Referral Forms (CRFs) when they
believe they have detected a potential money laun-

12 FinCEN response to inquiry (questionnaire) by INTERPOL-USNCB (Ms. Shelley G. Altenstadter, Chief), March 24, 1994.
13 According to experts at OTA’s workshop on wire transfers, June 21, 1994.
14 According to experts at OTA’s workshop on wire transfers, June 21, 1994.
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Between 1970 and April 1983, there were 498 million Currency Transaction Reports (CTRs) filed;

thereafter, the rate greatly increased, growing by nearly 13 percent per year from 1987 to the present.

(Note that inflation averaged 3.3 percent) In 1994, there were 10,765,000 CTRs filed. Until mid-1993,

the volume of CTRs filed far overwhelmed any attempt to Investigate all of them and made it difficult to

locate specific records needed to complete an investigation or to provide evidence in prosecutions.

Now, the Financial Crimes Enforcement Network (FinCEN), a law enforcement support unit in the U.S.

Department of the Treasury, uses the FinCEN Artificial Intelligence System (FAIS) to process every CRT.

By relating this information to other BSA records, suspicious subjects can be targeted for Investigation.

The requirement for a CTR applies to every transaction over $10,000. This includes cash depos-

its, withdrawals, and purchases of financial Instruments by individuals, but it also includes deposits

(and other transactions) carried out by businesses Banks must file CTRs for the regular deposits of

retail goods and services vendors such as bars, grocery stores, Iiquor stores, restaurants, Iaudromats,

and gas stations whose customers often pay m currency.

Over 98 percent of CTRs are filed by banks, ’ although other financial institutions, such as money

exchangers, are also required by law to file The banking Industry maintains that this imposes a heavy

and unnecessary burden on banks In 1993, reportedly, the 368 largest banks (those with assets of

over $1 billion) filed 4.5 million CTRs, and this compliance was estimated to have cost the banks $72

million dollars.2 The American Bankers Association says that it costs a bank from $3 to $15 to file a

CTR, depending on the size of the bank, its overhead, and whether its system IS manual or automatic.

The IRS says it costs the federal government $2 to process and store each one.

Ninety percent of the businesses that are the subjects of CTRs are involved in 50 or fewer CTRs a

year, or about one a week, while just over half of one percent filed 400 to 1000 CTRs a year, or better

than one a day.3 About 30 to 40 percent of the currency transactions are regular and routine deposits

by well-known retail stores or chains.4 Banks have the power to establish exemptions for regular cus-

tomers of this kind, and so eliminate many of these routine filings, but most do not. Banks say that they

are reluctant to use their exemption power for fear of penalties if they err on the side of exemptions.

Also, most large banks have automated the CTR filing in such a way that exercising the exemption is

more expensive (for the bank) than filing the CTR.

The CTRs are sent to six federal and state law enforcement or regulatory agencies and are pro-

cessed in two databases. one maintained by the Internal Revenue Service in Detroit and one main-

tained by the U.S. Customs Service in Virginia Because of the huge volume of CTRs, access to these

data IS cumbersome. The data can be used in building a case or as prosecutorial evidence more easily

than in identifying money laundering activities not already under active Investigation

1 General Accounting Office (GAO), Money Laundering: Characteristics of Currency Transaction Reports Filed in Calendar

Year 1992, GAO/GGD-94-45FS, November 1993
2 John Byrne, General Counsel, American Bankers Association (ABA), compliance cost was extrapolated from a survey of

10,000 ABA member banks in 1990
3 GAO, op. cit., footnote 1
4 Henry Wray, Director, Justice Issues, Government Division, GAO, statement in “Federal Governments Response to Money

Laundering,” Hearings before the Committee on Banking, Finance, and Urban Affairs U.S. House of Representatives, 103rd Cong.,
1st Session, May 25 & 26, 1993

SOURCE: Off Ice of Technology Assessment, 1995.
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dering violation, regardless of the size of the trans-
action.15 These reports, which may be
accompanied by a direct telephone notification to
bank regulators or to Treasury's Office of Finan-
cial Enforcement, are supposed to be based on rea-
sons more substantial than the mere size of a cash
transaction.

Because of the Money Laundering Suppression
Act of 1994, however, new suspicious transaction
reporting regulations will be issued sometime in
1995. A new form will be required, which com-
bines the features of a suspicious transaction re-
port and a CRF, and the duty of reporting
suspicious transactions will apply to wire trans-
fers, as well as currency transactions.16

When banks began regularly to report large cur-
rency transactions, money launderers responded
by dividing large deposits into several deposits of
under $10,000. A number of messengers are often
used to make repeated deposits in several
branches of the same bank or in several banks. In
legal terms, this is ªstructuringº a deposit; on the
street it is called ªsmurfing,º a name derived from
superactive characters in an animated cartoon.
Structuring of deposits is itself now a crime.17

Money could be smurfed into banks by cash de-
posits through automated teller machines
(ATMs), and in many cases could be withdrawn
through an ATM in another country. This would
avoid the hazard of facing a teller with a duffel bag
full of cash. However, physical limitations on
ATM deposits (stacks of bills will not go through
the deposit slot) and monetary limitations on
withdrawals (usually $300 to $500 a day) make
this kind of international money laundering im-
practical for most criminal organizations.

Strong anti-money-laundering policies, in-
cluding criminal referral and suspicious transac-

tion reporting, impose costs on banks and may
require them to assume a quasi-governmental role
in taking on some of the duties of law enforce-
ment. U.S. banks have developed a good track re-
cord in cooperating with law enforcement. They
have in the last decade put in place policies and
procedures, generally described under the rubric
ªknow your customer,º which are extolled by
many bankers and law enforcement agencies. The
Department of the Treasury is expected to issue
formal ªknow-your-customerº rules in late 1995.

Some people outside of and even within the
banking industry are, however, more skeptical,
pointing out that such policies are not a complete
solution. As criminals become more familiar with
traditional customer identification procedures
used by banks, they adopt new strategies or go
back to reliance on old strategies such as smug-
gling cash across the borders and into foreign
banks, from where it may be wired back into U.S.
banks.18

LAYERING: STRATEGIES FOR
HIDING DIRTY MONEY

Money is still often smuggled out of (or into)
the United States in the form of currency, but law
enforcement agencies expend great resources try-
ing to stop criminals from physically smuggling
their cash profits across national borders, only to
have the money flow without hindrance through
electronic communication systems to countries
where bank accounts are protected by secrecy
laws.

By 1989, an American Bankers Association
Task Force, while maintaining that stopping the
placement of dirty cash through the bank teller's
window is the top priority, nevertheless acknowl-

15 CRFs have been required since 1989 under 12 CFR 21.11.
16 Banks will not, however, be required to monitor wire transfers, many of which pass through the bank on automated systems (as will be

explained in chapter 2), but merely to report those which do come to their attention and attract suspicion.
17 Smurfers today are typically only peripherally involved in the drug trade, earning usually 1 percent of the funds they are able to deposit in

banks. They may be, for example, day laborers, janitors, or hotel maids seeking to supplement meager incomes.
18 ªStop the Smurfs,º ABA Banking Journal, March 1992, p. 92.
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edged that ªWire transactions, which are essen-
tially unregulated, have emerged as the primary
method by which high-volume launderers ply
their trade.º19

Suspect wire transfers are effectively hidden by
the huge volume of legitimate transfers. There are
about 700,000 wire transfers a day, of which per-
haps from 0.05 percent to 0.1 percent represent
money laundering (see chapter 4). The $300 mil-
lion (or less) that is estimated to be laundered ev-
ery day is dwarfed by the more than $2 trillion that
is transferred by wire on an average day. Most
criminal transfers are on their face indistinguish-
able from legitimate transactions.

Bank-to-bank transfers of aggregate funds for
settlement or loans constitute about half of the to-
tal volume of wire transfers, but with the complic-
ity of corrupted bank employees, these can also
contain suspect money.20 The primary reasons for
bank-to-bank activity are Federal Reserve funds
sales and returns, securities transfers and repur-
chase agreements, and settlement for cash letters.
Many customer-initiated transactions are one-
time only, and some are infrequent transfers
spaced over a long period of time. The types of
relationships and level of activity between U.S.
banks differ greatly from those between banks in
other countries, such as Canada and Australia, ac-
cording to the American Bankers Association.
The number of financial institutions, the constant-
ly changing relationships and varying levels of ac-
tivity make it difficult to identify suspicious
activity.

One way of getting money into the banking
system, more subtle and sophisticated than smurf-
ing, is to provide a rationale or cover for its exis-
tence as cash. Money launderers may use a
legitimate business as a front, or they may use
ªshell companiesº (corporations that exist only on
paper), often chartered in another country. In
choosing a legitimate business to serve as a front,
money launderers usually look for businesses
with high cash sales and high turnover.21 The size
of the business is a consideration; a news stand or
laundromat that deposits tens of thousands of dol-
lars a day will soon attract suspicion. Once the il-
legal proceeds have been mixed with other money
flows, they are extremely difficult to find. This is
the step in money laundering described above as
ªlayering,º or passing the money through a num-
ber of transactions to confuse its trail.

International money launderers also use false
invoicing. Greatly overpricing goods being im-
ported into the United States can explain large
amounts of money being wire transferred abroad.
Researchers at Florida International University
developed an analytical computer program to
identify ªirregularitiesº in government trade
dataÐsuch as the pricing of the drug erythromy-
cin at $1,694 a gram for imports, as compared
with eight cents a gram for exports.22 Their results
indicate frequent use of inflated invoices. A feder-
al grand jury in 1994 indicted five importers of
medical devices on 50 counts of money launder-

19 American Bankers Association (ABA) Task Force Recommendations, 1989, reprinted in the Congressional Record, May 8, 1989.
20 Clifford Karchmer, ªInternational Money Laundering: Analysis of Information on Successful Cases,º October 1987, author's manu-

script. Seymour Rosen of Citibank and Prof. Carl Felsenfeld of Fordham Law School agreed that approximately half of wire transfers are bank-
to-bank transfers (i.e., not on behalf of a specific customer).

21 Jewelers and gold merchants are also favored, since the buying and selling of gold is usually conducted in cash.
22 Dr. Simon J. Pak and Dr. John S. Zdanowicz, Center for Banking and Financial Institutions, Florida International University. See Pak and

Zdanowicz, ªA Statistical Analysis of the U.S. Merchandise Trade Database and its Uses in Transfer Pricing Compliance and Enforcement,º
1994 Tax Management (Bureau of National Affairs, Inc.), May 11, 1994.
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ing involving wire transfers of $1.3 million (by
wire) to Pakistan.23

Money laundering is associated with all cate-
gories of ªcrimes for profitº (as contrasted with
ªcrimes of passionº), but to differing extents.
Drug traffickers and other kinds of organized
crime such as gambling and prostitution must
struggle to get large volumes of small denomina-
tion bills to safety. The traditional American
crime families, however, are thought to keep most
of the money in the United States and to invest it in
domestic assets; the South American cartels at-
tempt to get the lion's share of the profits out of
this country. ªWhite collarº crimes (embezzle-
ment, fraud, tax evasion) seldom require the
placement of cash. Typically, in fraud cases,
money extracted from the victims under false pre-
tenses is in the form of their personal checks,
which the perpetrator accumulates in one or more
bank accounts and then wire transfers to an ac-
count in a country with strong bank secrecy laws.
In real estate fraud, developers may take out huge
loans, wire the money out of the country, and then
declare bankruptcy. With terrorism and illegal
arms trades, the intent may be to conceal the in-
tended destination and use of funds as well as their
origin.24 There may be other significant differ-
ences in the characteristics of money laundering
associated with different crimes, which further
complicate attempts to define a profile or pattern
by which money laundering can be recognized.

Law enforcement agents believe that organized
crime lords and money launderers are highly flex-
ible and agile at shifting among these various

modes of money laundering, responding to
changes and improvements in law enforcement
initiatives. This is another factor that complicates
efforts to lay out a ªprofileº of characteristics of
money laundering that could be used to design
other artificial-intelligence-based monitoring sys-
tems.

THE GLOBAL UNDERGROUND ECONOMY
Electronic money laundering often requires the
complicity of a foreign bank to serve as the im-
mediate or final destination for illegal funds.
Money launderers look for a country with a ªdol-
lar economyº or a place where U.S. dollars circu-
late freelyÐfor example, Panama or Hong Kong.
Especially favored are relatively or completely
unregulated banks in the Caribbean nations that
were formerly British colonies, for example, the
Cayman Islands, a tiny British Crown Colony.25

On the other hand, money launderers may choose
a bank in a country such as Switzerland, Luxem-
bourg, or Ireland, which have well-regulated
banking industries but also offer tax advantages
and bank secrecy laws that protect financial
data.26

Legitimate companies also make much use of
offshore banks, however, for a variety of reasons,
most related to tax laws and regulatory structures,
or what one economist has termed ªnational fric-
tion structures and distortions.º27 For example,
U.S. banks send money to the Cayman Islands and
other places to sidestep a Federal Reserve System
(FRS) requirement that a percentage of deposits

23 Press Release, U.S. Dept. of Justice, U.S. Attorney, Eastern District of Virginia, Nov. 3, 1994. See also, Milan Ruzickz, ªCustoms Targeting
Fraudulent Trade Data,º Journal of Commerce, Dec. 12, 1994, p. 1ff. In February 1995, however, a federal court convicted the defendants of
structuring, filing false statements, and tax evasion but acquitted them of money laundering, because the government had not proven that the
funds sent to Pakistan were proceeds of criminal activity. Money Laundering Alert, February 1995, p. 3.

24 Money laundering is also said by the Department of the Treasury to be involved in illegal trafficking in nuclear materials and technology
from the former USSR.

25 A Crown Colony makes its own laws and regulations, although London appoints the governor and handles foreign policy. The Bank of
England does not regulate banks in Crown Colonies.

26 Norma Cohen, ªExploiting the Differences,º Financial Times, April 30, 1993 (Survey Section, IV-1).
27 Richard Anthony Jones, Tax Havens and Offshore Finance: A Study of Transnational Economic Development (New York: St. Martins

Press, 1983), p. 1.
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held in the United States be placed with the re-
gional Federal Reserve Bank (FRB) each night in
a reserve account that does not bear interest.
Banks with a high volume of corporate accounts,
reluctant to forego interest on this money (or to de-
prive their customers of interest) even overnight,
may establish a branch overseas, ªcreating profit
centers from which profits may be repatriated at
the most suitable moment for tax minimiza-
tion.º28 Both multinational corporations and indi-
vidual investors may place money offshore for
reasons related to cash management. The Euro-
dollar market is based in offshore banks.29 As one
economic geographer says, ªOffshore finance is
an essential and characteristic element of the con-
temporary world financial system.º30

There are now at least 30 ªinternational off-
shore financial centers.º At present, the Cayman
Islands alone boast 546 banks, including branches
of 44 of the world's 50 largest banks, more than
any cities except New York and London.31 The
Caymans also have about 600 mutual funds and
400 insurance companies (see box 1-4).

These uses of offshore banking centers are le-
gal, and probably discourage any strong pressure
by the U.S. government on other governments to
restrain offshore banking. They also make it more
difficult to distinguish transnational money laun-
dering from legitimate commercial operations.
Thus, Under Secretary of the Treasury Ron Noble
speaks of international money laundering as
ªcrime hidden in the details of legitimate com-
merce.º32

Some banks in other countries may remain
profitable, or may even be kept afloat, only be-
cause of the high volume of illicit money that en-
ters or resides on their books. However, even the
infamous Bank of Commerce and Credit Interna-
tional (BCCI), while it was deeply engaged in
money laundering, was a legitimate and profitable
bank in some of the countries in which it operated.

Complicity in money laundering has now be-
come extremely risky for U.S. banks and bankers.
Bankers may be jailed if convicted of complicity.
The Department of the Treasury has the authority
to levy monetary penalties for failure to comply
with anti-money-laundering laws, and regulators
are required to commence a proceeding to revoke
the charter of a financial institution convicted of a
BSA crime. Regulators do not wish to revoke
bank charters except in extreme circumstances,
since this would harm stockholders, hence there is
sometimes reluctance to prosecute a banker. In
fact, no bank charter has been revoked on the basis
of BSA violations, but few U.S. banks are willing
to take these risks except perhaps some nearing in-
solvency or owned or controlled by criminal orga-
nizations.

Some law enforcement officers argue that some
foreign banks operating in the United States ªlack
a strong compliance ethic,º because their home
country traditions and culture emphasize bank se-
crecy. Overseas branches or offices of U.S. banks
may also be a problem; the Office of the Comp-
troller of the Currency, which regulates national
banks in the United States, can examine records of

28 Susan Roberts, ªFictitious Capital, Fictitious Spaces: the Geography of Offshore Financial Flows,º in Stuart Carbridge, Nigel Thrift, and
Ron Martin, eds., Money, Power, and Space (Oxford, U.K.: Blackwell, 1994), pp. 91-115.

29 Eurodollars are U.S. currency circulating outside of the United States, originally as a result of U.S. foreign aid after World War II and later
as a result of chronic trade imbalances. (See box 1-4). In the 1960s, because of U.S. banking law and regulations (Regulation Q and the Interest
Equalization Tax of 1963, for example), trading in Eurodollars abruptly moved from New York to London and offshore financial centers. See
Susan Roberts, op. cit., footnote 28.

30 Susan Roberts, op. cit., footnote 28, p. 111.
31 ªCayman Islands,º Euromoney, October 1994, pp. 40-46; Michael Schachner, ªBig Spurt of New Captives for Cayman,º Business Insur-

ance, April 18, 1994, pp. 64-47; Chris Narborough, ªRegulating Cayman Islands Mutual Funds,º International Financial Law Review, August
1993, pp. 32-33; ªCayman Islands,º Euromoney, May 1992, pp. 25-35; ªCayman Islands,º International Financial Law Review, September
1992, pp. 14-20;

32 FinCEN, Year End Review 1994, p. 5.
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their foreign branches only with the permission of
the host country. Countries with strong bank se-
crecy laws, including France, Germany, and Italy,
do not give access to U.S. examiners.

Most of the knowledge that U.S. law enforce-
ment agencies have about international money
laundering and the criminal organizations that use
it, is drawn from experience with western hemi-
sphere drug trafficking.33 Less is known about the
heroin trafficking industry, especially that based
in Southeast Asia, and the flow of money
associated with it. In 1984, a Department of the
Treasury analysis found that a large increase in
small-denomination U.S. currency repatriated
from Hong Kong to the United States appeared to
parallel the increase in Southeast Asian heroin
marketed in the United States. In the early 1980s,
a National Intelligence Council document is said
to have reported that ª. . . the lion's share of heroin
money probably is handled within Asia by the
Chinese underground banking system.º34

The explosion of organized crime in Russia,
other former members of the USSR, and Eastern
European nations also enormously increases op-
portunities for international money laundering. In
1994, General Mikhail Yegorov, head of the Orga-
nized Crime Control Department of Russia's Min-
istry of Internal Affairs, told a group of U.S.
Senators that first on his list of professional con-
cerns was ªfinancial operations involving laun-
dering of money [and] the penetration of these
criminals groups into the economy of our coun-
try.35 It was said at that time that nearly one quar-
ter of the banks in Moscow are controlled by
organized crime groups.36

PROFESSIONALIZING MONEY
LAUNDERING
Money launderers are increasingly sophisticated
in manipulating financial systems and instru-
ments. Professionals who have become white col-

33 The Sicilian Mafia launder the proceeds of their own organized crime activities, often by commingling with the proceeds of Mafia-owned
legitimate businesses; they are said to act also as money launderers for other criminal organizations or as brokers for independent money laun-
derers. Jamieson, A., ªRecent Narcotics and Mafia Research,º Studies in Conflict and Terrorism, vol. 15, No. 1, January-March 1992, pp. 39-51.
See also Mark Richard, Dep. Asst. Attorney General, Criminal Division, Dept. of Justice, in Federal Government's Response to Money Launder-
ing Hearings, before the Committee on Banking, Finance, and Urban Affairs, U.S. House of Representatives, 103d Cong., 1st Sess., May 25-26,
1994. Greg Meacham, former chief of the Money Laundering Unit of the FBI, believes that because the American Mafia is a domestic organiza-
tion very little of their drug profits go overseas, and they are not heavily involved with international money laundering. (Interview, March 14,
1992). Other experts point out, however, that since the U.S. government began aggressively pursuing the seizure of illegal assets, the American
Mafia has had ample reason to seek shelter for its profits overseas.

34 This document ªreached the open literature in 1986º according to William L. Cassidy, in ªFei-Ch'ienÐFlying Money: A Study of Chinese
Underground Banking,º annotated text of address before the 12th annual international Asian Organized Crime Conference,º Fort Lauderdale,
Fla., June 26, 1990. Cassidy cites James Mills, The Underground Empire: Where Crime and Governments Embrace (New York: Doubleday and
Co., 1986). Mills in turn cites ªa National Intelligence Council document prepared in the summer of 1983.º Cassidy says that there are today gold
shops and foreign currency dealers in Los Angeles, Hong Kong, and Bangkok, for example, ªthat facilitate money transfers in support of the
narcotics tradeº using mechanisms developed hundreds of years ago in China as a means of avoiding the necessity of carrying valuables over
long distance at a risk of highway robberies and repressive tax measures by the Ching dynasty. These methods depended on indirect transactions,
ªchits,º and a primitive kind of travelers checks. The same methods were developed by Jewish merchants in the Silk Trade in medieval times.
(Howard Fast, The Jews: the Story of a People (New York: Dial Press, 1968). The ancient Chinese banking methods have been brought up to date
with the use of computers, modems, public-key encryption for communication between money handlers in China and the United States. (Wil-
liam L. Cassidy, ªThe Impact of New Technologies on South East Asian Underground Banking,º International Association of Asian Crime In-
vestigations, 1993).

35 U.S. Senate Committee on Governmental Affairs, Permanent Subcommittee on Investigations, Hearings, International Organized Crime
and its Impact on the United States, May 25, 1994, p. 37.

36 Ibid., p. 2.
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lar

By some estimates, up to two-thirds of the nearly $380 billion of U.S. currency in circulation in 1994

was either overseas or “in the underground economy” and unaccounted for. Of all U.S. $100 bills, 69

percent are said to be overseas.1 U.S. Customs officers report that about 60 percent of all new U.S.

bank notes are going to Eastern Europe and the former USSR; many people in these countries keep all

of their savings in U.S. currency, believing in its integrity and stability. In Panama and Liberia, U.S. dol-

lars are the primary currency.

U.S. currency is carried overseas by travelers and spent there. It is sent overseas in regular large

shipments by money center banks, to foreign financial institutions or to governments; or it is sent by

other U.S. banks and businesses as a service to their customers overseas. As proceeds from criminal

activities, it may be smuggled out of the United States. Foreign financial institutions commonly return

only worn or damaged U.S. currency, or—less often-surplus bills not expected to be needed.

The Information just cited applies to currency. But about one-sixth of “Ml ,“ which includes all kinds

of demand deposits and travelers checks as well as currency, is thought by some observers to be out-

side of the United States. This is about $2 trillion. Transactions between large multinational corporations

(regardless of their country of origin) are usually conducted in these “Eurodollars,” especially trade in

commodities such as oil, coffee, sugar, gold, and silver.2

1 Frederick B Verinder, Deputy Assistant Director, Criminal Investigations Division, Federal Bureau of Investigation, in Hearings

on federal Government's Response to Money Laundering Hearings, before the Committee on Banking, Finance, and Urban Affairs,
House of Representatives, 103rd Congress, 1st Session, May 25-26, 1993.

2 Joel Kurtzman, The Death of Money (New York: Simon & Shuster, 1993), pp. 85-95.

SOURCE Office of Technology Assessment, 1995.

criminals provide “the link between the tion and that which provides money laundering
underworld and limitless commercial and finan- and reinvestment.38 In most cases, the actual
cial opportunities in the legitimate sector” of the money launderers are not cartel employees but
economy. 37 These are often lawyers or accoun- contractors, often serving several drug trafficking
tants. organizations. Colombian cocaine cartels are said

In the large drug trafficking operations or car- currently to pay contractors a 20 percent fee for
tels of South and Central America, there is gener- money laundering; the contractors give the cartel a
ally an effective separation between the part of the certified check for 80 percent of the dirty cash, up
organization actively involved in drugs distribu-

37 Clifford Clifford and Douglas Ruch, “State and Local Money Laundering Control Strategies,” National Institutes of Justice Research in

Brief, October 1992. OTA was told by law enforcement personnel and also by a convicted money launderer (who himself fit this profile) that
money launderers (except for “smurfers” and smugglers) were typically well-educated professionals. However, an analysis by the U.S. Sentenc-
ing Commission of the 943 persons convicted of money laundering in 1992 showed that 17.7 percent were college graduates and another 25.9

percent had some college training. (“Convicted Launderers Fit White-Collar Profile,” Money Laundering Alert, December 1993, p. 2.) It maybe
that those with most professional training are more successful and less likely to be caught or convicted.

38 FinCEN, An Assessment of Narcotics-Related Money Laundering. FinCEN Reference Series, Redacted Version, July 1992. The lower

level drug distributors must launder only their own salaries or commissions, and are likely to do this either through depositing the money into
local banks or smuggling money across a land border.
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front, and themselves assume the risk of cleaning
it.39 The cartels operate much like large multina-
tional corporations, and their money laundering
operations are becoming global in scope. Three
Colombian drug kingpinsÐPablo Escobar, Jorge
Ochoa, and Jose GachaÐwere in Forbes' list of
the world's billionaires in 1988.40

Financial institutions and their wire transfer
systems provide the battlefield for the struggle to
control money laundering. The internationaliza-
tion of financial services has created a highway for
the movement of the profits of international
crime.41 Much of the money from drug trafficking
is thought to return to this country after being
laundered, either to pay wages, bribes, commis-
sions, and other expenses, or for investment in le-
gitimate businesses, real estate, or the securities
market.

The great importance of this reverse flow to
criminal organizations has sometimes been over-
looked in law enforcement detection strategies.
These strategies tend to focus on the flow of illegal
profits out of the United States rather than rein-
vestment in the United States. The two-way flow,
in theory, offers a double opportunity for detection
and seizure, but the illegality of funds is far more
difficult to detect and document on the return trip.

Law enforcement agencies are becoming more
aware of this problem, and in early 1995, the New
York Stock Exchange for the first time took action
against a member for failure to monitor the receipt
of suspicious cash, money orders, and wire trans-
fers.42

Securities houses are obligated by the Annun-
zio Wylie Anti-Money Laundering Act of 1992 to
report large currency transactions and use of for-
eign bank accounts by American customers. Bro-
kerage houses may be prosecuted for participating
in money laundering, and customers' funds being
held by the brokerages as collateral (i.e., margin)
may be seized in forfeiture actions. Few CTRs are
in fact filed, because it is unusual for securities
transactions to be settled in cash and few securities
firms will accept cash from a customer. The 1992
act authorized the Department of the Treasury to
write rules requiring all nonbank financial institu-
tions such as securities houses to have anti-
money-laundering compliance programs, but
these rules have not yet been issued. They are ex-
pected to require broker dealers to file suspicious
transaction reports,43 including ªthe use of wire
transfers and other complex transactions or de-
vices by the firms' clients to hide the illicit sources

39 Interview with Greg Meacham, Chief of the Government Fraud Unit, Federal Bureau of Investigations, March 14, 1994. The Colombian
criminal organizations known as the Medelin Cartel and the Cali Cartel have dominated global trade in cocaine. The Medellin cartel leader, Pablo
Escobar, was killed by Colombian law enforcement authorities on Dec. 2, 1993, after a 17 month manhunt; this is reported to have ªeffectively
dealt the coup de grace to the organization.º (U.S. Dept. of State, International Narcotics Control Strategy Report, April 1994, p. 1.)

40 By 1993, however, only EscobarÐestimated worth $1 billionÐwas on the Forbes list, and the others were in jail; by the time of the 1994
list, Escobar had been killed. For more about these men, see Guy Gugliotta and Jeff Leen, Kings of Cocaine: Inside the Medellin Cartel (New
York: Simon and Shuster, 1989).

41 Some law enforcement experts suggest that more than half of the dollars generated by the sale of illegal drugs in the United States flow out
to South American drug cartels.

42 The New York Stock Exchange (NYSE), a self-regulatory organization, fined the Adler Coleman Clearing Corp. $75,000 for failing to
have in place procedures required by Securities and Exchange Commission (SEC) regulations. A year earlier the NYSE disciplined another
member found to have commingled a large amount of cash from a customer with money of his own without reporting it, although his firm's
policy was to ask clients who wanted to pay with cash to exchange it for a cashier's check. Money Laundering Alert, February 1995, p. 5.

43 About 300 suspicious transaction reports per year are filed by securities houses, generally by checking a box on a CTR. As noted, cash
transactions are rare in the industry and therefore may usually be regarded as suspicious. (Alexandria Peers, ªBrokers Probed in Laundering of
Drug Money,º The Wall Street Journal, Sept. 21, 1994, p. A3).
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of their funds.º44 They will also probably provide
a ªsafe harborº against customer suits for such re-
porting. At present, since no tax withholding is
necessary for foreign investors, such investors'
social security numbers need not be recorded and
their securities can be registered under the name of
a lawyer or a fictitious company.

Several kinds of specialized bank accounts, in
conjunction with wire transfer services, invite
misuse by sophisticated professional money laun-
derers. ªThreshold accountsº are programmed so
that when the funds in the account reach a predes-
ignated level, they are automatically wired to a
foreign account. The foreign account could be a
ªcupo account,º which registered U.S. export/im-
port companies maintain in a foreign country;
cupo accounts are allowed to receive a certain
quota (ªcupoº) of U.S. dollars. The export/import
company may itself need only a portion of this
dollar allowance, letting it be known that the ac-
count can alsoÐfor a feeÐserve as a haven for
drug-trafficking profits wired into the account
from the United States.45

Foreign firms may establish master correspon-
dent accounts in a U.S. bank as ªpayable-through
accounts.º They then give their foreign customers
signature authority to use the account to transact
business in the United States, including the use of
wire transfer services and the right to make cash
deposits and withdrawals. The foreign customers
are generally known to the U.S. bank only as a
name, thus subverting the ªknow your customerº
policy. Payable-through accounts are thought to
have become much more common as foreign

banks found it harder to get approval to operate in
the United States following the BCCI scandal.
However, no one knows how many such accounts
are held by foreign banks, or how many of their
customers have been allowed to use the account,
for a fee. Some reports say a single account may be
used by thousands of individuals and by other for-
eign banks.46 The FRS and the Office of the
Comptroller of the Currency (OCC) in March
1995 issued new guidelines, asking banks to tight-
en rules governing the use of the accounts and to
insist on having information about every autho-
rized user.

NONBANK MONEY TRANSMITTERS
Banks have been the chief focus of attempts to
control the use of wire transfers for money laun-
dering, but there are also an estimated 200,000
nonbank money transmitters. These are busi-
nesses that specialize in transferring money for
customers, usually individuals; most also sell
money orders and travelers checks. They range
from large national enterprises like Western
Union and Interpayment Services47 to small
neighborhood businesses. The latter may special-
ize in services such as sending the wages of recent
immigrants back to their families at home. In
many cultures, people have always relied on infor-
mal, personal financial services, often provided
by a wealthier neighbor or ªpatron.º The use of
small nonbank money transmitters perpetuates
this tradition. Their activities often have a narrow
geographical or ethnic focus. This is the segment

44 Quoted from a memorandum from Branden Becker, Director of SEC's Division of Market Regulation, to Arthur Levitt, chairman of the
SEC. Oct. 28, 1994, providing a response to questions posed on Sept. 21, 1994, by Rep. Edward Markey, then chairman of the Subcommittee on
Telecommunications and Finance of the House Committee on Energy and Commerce. Mr. Markey asked about the responsibilities and activities
of the SEC with respect to enforcement of anti-money laundering laws. His questions were prompted by an article appearing that day in The Wall
Street Journal (Alexandria Peers, ªBrokers Probed in Laundering of Drug Money,º p. A3) reporting that major brokerage houses were being
investigated for violations of anti-money-laundering laws. These allegations were denied by the Office of the U.S. Attorney for the Southern
District of New York, according to a later article in The American Banker (Shannon Henry, ªU.S. Denies a Report It's Probing Brokerages for
Money Laundering,º Oct. 6, 1994, p. 9).

45 Mike Rosenberg, FinCEN, ªWire Transfer Presentation.º
46 ªFinding Laundering Perils, Fed Cracks Down on `PTAs',º Money Laundering Alert, March 1995, p. 1.
47 Interpayment Services is the company that sells American Express Travelers Checks.
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of the industry that is most often suspected of in-
volvement in money laundering, but large nation-
wide firms have also been used by launderers.48

Check cashers and sellers of money orders pro-
vide necessary services for people who do not
have bank accounts and neighborhoods that have
been ignored or disdained by banks. The problem
is that check cashing services may receive illegal-
ly earned currency and use it to cash legitimate
checks for their customers, thus avoiding CTRs;
or they can structure transmittals by issuing multi-
ple travelers' checks and money orders for less
than $10,000 each.

A task force appointed by the State of Florida to
study the money transmitter industry concluded
that it is increasingly being used by money laun-
derers, but emphasized the value of the industry.
Money transmitters ªplay a vital role in facilitat-
ing international trade and both foreign and do-
mestic tourism,º and the economies of many
small countries would be seriously damaged with-
out remittances from immigrants to the United
States.49

Currency exchange booths (casas de cambio),
check cashing services, and giro houses (neigh-
borhood money transmitters) are usually used by
money launderers on a relatively small, ªretailº
scale. They are reportedly used by drug cartels
mostly for internal (intracartel) business such as

employee payments, while the big profits flow
through banks.50

A casa de cambio changes currency for travel-
ers at a border, or can exchange currency for ªbear-
erº monetary instruments that are readily
fungible. In Colombia, for example, U.S. money
orders are ªas negotiable as cash,º according to
U.S. Customs agents.51 A giro house can simply
deposit the wages of an Honduran immigrant, for
example, in its bank in Houston (aggregating it
with other funds collected that day), and fax its
agent in Honduras instructions to withdraw the
same amountÐless a substantial feeÐfrom the
giro house's disbursement account in an Honduras
bank and turn it over to the immigrant's family.
Alternatively, the giro may instruct its Houston
bank to wire transfer money to an Honduran bank
for disbursement to the family. The giro houseÐ
although legally required to file a CTR if the funds
amount to more than $10,000Ðhas ample oppor-
tunity to launder money by aggregating funds in
its account at either end and by concealing the real
identity of the sender and recipient. In any curren-
cy transaction over $10,000, both the money
transmitter and its commercial bank should file a
CTR covering that transaction, but this often does
not happen. Some state law enforcement officials
argue that most giro houses exist only to serve the

48 On June 2, 1994, two private bankers working as agents for American Express Bank International were convicted of 11 counts of money
laundering, four counts of deceiving Federal Reserve examiners by false representation, and two counts of bank fraud. (Note that American
Express Bank International, a part of American Express, is not technically a money transmitter since it no longer is the seller of the travelers
checks.) For a customer identified as a gasoline station attendant in Mexico, they had formed companies, opened bank accounts in Switzerland
and the Cayman Islands, and sent and received ªcountless wire transfers of seven figures.º The customer was in fact a money launderer for major
Mexican drug trafficking operations. The American Express officials had falsified records about the customer in order to make them appear to
conform to the bank's ªknow your customer policy.º ªBank's Know Your Customer Policy Helps Sink its Officers,º Money Laundering Alert,
July 1994, p. 3. The two individuals were sentenced to terms of 10 years and 42 months, respectively. American Express Bank International was
not criminally charged but entered into a settlement agreement, which required the company to pay $35.2 million, in order to avoid a civil suit and
separate forfeiture action. ªAm Ex Bank Unit Pays $35 million in Laundering Case,º Money Laundering Alert, December 1994.

49 State of Florida, Final Report of the Comptroller Gerald Lewis Money Transmitter Task Force, October 1994.
50 However, a Los Angeles cocaine ring owned a check cashing service through which it laundered $4 million per month. (U.S. Dept. of

State, International Narcotics Control Strategy Report, April 1994, p. 480).
51 Thomas M. Loreto, Special Agent, U.S. Customs Service in New York City, in meeting with OTA staff, Nov. 14, 1994.
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money laundering needs of drug traffickers, be-
cause the legitimate income generated by a giro
would not be sufficient to sustain the operation.52

Forty-two states regulate check cashing and
sale of money orders through licensing and bond-
ing requirements. Only California and New York
have separate statutory provisions regarding their
funds transfer activities.53 The Money Launder-
ing Suppression Act of 1994 (signed September
23, 1994) requires all money transmitters to regis-
ter with the U.S. Department of the Treasury,54

and expresses the ªsense of Congressº that states
should enact uniform laws regulating money
transmitters.55 Although the money transmitters
are classified as financial institutions, they are not
depository institutions and therefore operate
through accounts with commercial banks. In
terms of wire transfers, the neighborhood giro
houses are merely another link in the chain from
originator to bank to wire transfer system to
another bank (or banks) to the final beneficiary.
Their intermediation can further obscure the trail
of illegal money, as they lump together the funds
of many senders and recipients in making their
own deposits and transfers. A bank may not recog-
nize that one of its accounts is servicing a money
transmitter.56

New wire transfer regulations, to be discussed
in the following chapter, will regulate recordkeep-
ing by money transmitters as well as other kinds of

financial institutions. Until these regulations,
neighborhood money transmitters have necessari-
ly created records for their own use, but these were
usually limited to the amount of the transfer, the
identity of the sender, and the name and location
of the intended recipient.

There was usually no computerized record or
database that could easily be searched by law en-
forcement officials, even with a search warrant.57

THE OUTLOOK
Neither voluntary ªknow-your-customerº poli-
cies nor cash reporting requirements have yet
succeeded in blocking the access of money laun-
derers to the legitimacy and convenience afforded
by bank accounts and access to wire transfer ser-
vices. Nor is it expected that new know-your-cus-
tomer or reporting regulations will solve the
problems. Such regulations may become even
more ineffective in the future for several reasons:

� the full-scale automation of wire transfer ser-
vices, with more and more users having online
access, and correspondingly less human inter-
vention or monitoring;

� the tremendous growth in the volume and scale
of international and multinational trade and
business transactions, which obscures the par-
allel growth of illegal international operations,

52 Interview with Michael P. Hodge, project director, and Thomas R. Judd, special counsel, Criminal Justice Project, National Association of
Attorneys General, Aug. 9, 1994. Hodge and Judd noted that many giros appear to be set up for the purpose of clearing a specific ªstash houseº by
writing fake receipts, and often disappear six or eight months after they are licensedÐto reappear in another location and under a different name.

53 State of Florida, op. cit., footnote 49.
54 A new Internal Revenue Service form was shown to the industry in draft (Form 9742) in April 1995, and will soon be published for com-

ment.

55 The law applies to businesses that cash checks, exchange currencies, issue or redeem money orders and travelers' checks, and transmit or
remit money. It makes operation without a state license (where states require such license) a federal crime.

56 In June 1994, U.S. Customs Service agents arrested 14 ªsubagentsº of Vigo Remittance Corp. for money laundering. They had repeatedly
transmitted money for undercover men posing as drug dealers, falsifying accounts accordingly. The company, which operates through 500 inde-
pendent subagents in 35 countries, is alleged to have ªfailed to utilize existing computerized internal controls. . . and turned a blind eye toward
the detection and prevention of money laundering by their subagents.º The subagents deposit or wire the money to the company's accounts
before it is sent on to its final destination. ªU.S. Charges 14 Agents of Money Transmitter,º Money Laundering Alert, July 14, 1994, p. 3.

57 Typically, one copy went to the sender, one to the money transmitter's ªforeign correspondentº (the agent or business that made the actual
payment to the recipient), and a third was retained.
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and puts pressure on banks to automate all ser-
vices and make them widely accessible;

� the interdependence of financial institutions
and clearing mechanisms around the world,
which together with the speed of wire transfer
systems, increases systemic risk and further
discourages any intervention that may slow or
interrupt payment systems;

� growth in the number of correspondent rela-
tionships between U.S. and foreign banks, and
increasing use of specialized bank accounts
than can be accessed by customers of foreign
correspondent banks;

� The development of money management ser-
vices, foreign exchange trading, swaps and de-
rivatives trading, and other financial services
with characteristics that resemble those
thought by law enforcers to be characteristic of
money laundering, thereby providing cover for
illegal money operations;

� immigration patterns encouraging the prolifer-
ation of nonbank money transmitters, widely
dispersed and more difficult than banks to regu-
late and monitor; and

� the expected emergence of new modes of pay-
ment, such as digital cash.

The ability of law enforcers to delineate a ªpro-
fileº that can be used to spot money laundering ap-
pears to be limited by the following factors:

� the willingness of launderers to shift rapidly
among laundering strategies such as physical
smuggling of cash, conversion to monetary
instruments, reliance on wire transfers, and use
of nonbank money transmitters;

� the wide range of covers for wire transfer trans-
actions: shell corporations and front compa-
nies, false invoicing, etc.;

� the similarity of illicit operations and legitimate
operations, especially in businesses with high
cash turnover;

� the growing professionalism and expertise of
white collar money launderers; and

� lack of knowledge of characteristics of non-
drug-related money laundering, and of money
laundering associated with drug trafficking
outside of South America.



The Mechanisms
of Wire Transfer

n order to understand both the dynamics of international
money laundering and some of the technological fixes that
have been proposed for its control, it is necessary to under-
stand the mechanisms that have developed for large-volume

transfers of funds.

MOVING MONEY: BOOK TRANSFERS
AND ELECTRONIC TRANSFERS

The simplest funds transfers involve two accounts in the same
bank. Here, money is moved from one account to another through
ªbook transfers,º or accounting changes by which funds are si-
multaneously debited from one account and credited to another.
Each account may be either a customer account or the bank's own
account. 

If the accounts at either end of a transaction are in different
banks, a book transfer may still be accomplished directly if the
two banks have a correspondent relationship. One bank maintains
a ªcorrespondent accountº at the other bank for the purpose of set-
tling transactions for itself or for its customers.1 For example,
Bank 1 will debit Customer A's account and credit its own ac-
count, and then send a verbal or electronic instruction (a payment
order) to its correspondent bank, Bank 2. The payment order tells
Bank 2 to debit the correspondent account of Bank 1 and pay the
money to, or into the account of, Bank 2's customer B, the desig-
nated recipient.

If the two participants in a transaction use banks that do not
have a correspondent relationship, the transfer will go through

1 Correspondent relationships are usually, but not always, two-way relationships.
| 19
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l

Purchaser
I

SOURCE: Adapted from U S. Department of Treasury, Financial Crimes Enforcement Network, Key Electronic Funds Transfer Systems Fedwire,
CHIPS, SWIFT Report OSA 92 CBO012 (Vienna, VA September 1992)

CHIPS or Fedwire from Bank 1 to the Federal Re-
serve Bank (FRB) in its District, which will move
the funds from the account of Bank 1 into the ac-
count of Bank 2. If the two banks are not in the
same Federal Reserve District, there is a further
step in which the funds move by Fedwire from the
Federal Reserve Bank in the sender’s District to
that in the receiver’s district, and then to the bank
representing the beneficiary. There are at least
three legs to this transfer—sender to FRB to FRB
to receiver (see figure 2-1).

USES AND USERS OF WIRE TRANSFERS
Customers wishing to send money swiftly to
another city or country may so instruct their banks

in person or by telephone, fax, or telex. However,
private (individual) wire transfer users are rela-
tively few in number and account for only a small
portion of wire transfers by number or by dollar
volume. Most wire transfer users are large corpo-
rations sending large-dollar transfers. These cor-
porate customers often have online access to the
bank’s wire transfer services, using software pro-
vided by the bank2 (see box 2-1).

Legitimate businesses use wire transfers when
sending very large sums or when the timeliness
and certainty (irrevocability) of payments are of
paramount importance-especially in foreign ex-
change transactions and securities trading. For
routine payment for goods and services, they are

2 In banks with large cash management departments, over 70 percent of wire transfers may be initiated through an automated link between

the customer’s microcomputer or mainframe and that in the bank’s wire room. Philip C. Alwesh,“Addressing Risk in the Large-Dollar Pay-

ments System,” The Bankers Magazine, July-August 1990, p. 16.
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Until 1991, there was no federal body of commercial law specifically governing wire transfers.

The Federal Reserve Board’s Regulation J established rules among Fedwire participants, and Fedwire

and CHIPS were, and are, governed by state commercial law. The wire transfer systems differed in

some regards about liabilities for failed transfers or requirements that wire transfer records be main-

tained by banks. Further safeguards were provided by contracts between banks.

Article 4A of the U.S. Uniform Commercial Code now provides the legal structure for wire trans-

fers. It is a model law proposed for adoption by the states; it sets rules for, among other things, resolv-

ing disputes over responsibility for unauthorized or erroneous transfers and the effect of payment by

wire transfer on other contractual obligations. 1 It was approved by the National Conference of Commis-

sioners on Uniform State Laws in August, 1989, and subsequently by the American Law Institute in

1991.2 By the end of 1993, it had been adopted by 32 states, but it has still not been passed in all

states. The Federal Reserve Board amended Regulation J to incorporate Article 4A and thus govern all

Fedwire transfers, even in those states that have not adopted the model code.

While Article 4A was being developed in the United States, the United Nations Commission on

International Trade Law (UNCITRAL) also drafted a model law to govern wire transfers. The two model

laws were developed independently and with little reference to each other, but the drafting committees

shared some members. The model laws are generally compatible, although the UNCITRAL law is much

less specific.3

1 Sarah Jane Hughes, “Policing Money Laundering Through Funds Transfers: A Critique of Regulation Under the Bank Secre-
cy Act,” Indiana Law Journal 67, no. 2, Winter 1992.

2  C a r l  F e l s e n f e l d ,  “ T h e  C o m p a t i b i l i t y  o f  t h e  U N C I T R A L  M o d e l  L a w  o n  I n t e r n a t i o n a l  C r e d i t  T r a n s f

form Commercial Code,” Commercial Law Annual 1993. See also, Felsenfeld, “Strange Bedfellows for Electronic Funds Transfers:
Proposed Article 4A of the Uniform Commercial Code and the UNCITRAL Model Law,” Alabama Law Review 42, no, 2, Winter 1991.

3 Felsenfeld, op. cit., footnote 2, 1993, Felsenfeld participated in drafting both model laws.

SOURCE: Office of Technology Assessment, 1995.

more likely to use checks or automated clearing Banks in the United States engage in very
house (ACH) payments.3 Illegitimate busi-
nesses—including shell companies or front com-
panies set up for money laundering—also seek the
speed and irrevocability of funds transfers, in or-
der to get their money beyond the grasp of law en-
forcement asset seizure. A critical task in any anti-
money-laundering surveillance system would be
to distinguish the spurious corporate wire senders
from the legitimate businesses that overwhelm-
ingly outnumber them.

active bank-to-bank transfer, including Federal
Reserve funds movements, securities transfers,
repurchase agreements, etc. The number of banks
and the volume of bank-to-bank transfers are both
much higher than in other countries.

U.S. banks chiefly use two wire transfer sys-
tems to carry out the exchanges with other banks.
These are Fedwire, operated by the Federal Re-
serve Banks, and CHIPS (Clearing House for In-
terbank Payments System), operated by the New

3 Scott E. Knudson, Jack K. Walton II, and Florence M. Young, “Business-to-Business Payments and the Role of Financial Electronic Data
Interchange,” Federal Reserve Bulletin, April 1994, pp. 269-278.
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Sample Fedwire Transfer Received by a Bank

I Receiver ABA
Type Code: Regular Transfer
Date

I

I Sender ABA
Sender Reference Number
$ Amount

1

2

3.

021000021

Sender 4. Hometown BUF/ ORG-Samuel S. Simpson, Sr.

Receiver 5. Chase NYC/CTR/ BBK -University Bank BNE -Sanuel S. Simpson,
Jr/K-9001 11

6. / PHN /232-333-5555 w-spending money

Sample Fedwire Transfer Sent by a Bank

Receiver ABA
Type Code: Regular Transfer
Date

—––- Sender ABA
— Sender Reference Number

– $ Amount

.

4. Chase NYC/  ORG-For-tune 500 CorporationSENDER

RECEIVER 5. Anybank NYC/CTR/ BNF -Metropolitan Office Supplies/ AC-9899-12/PHN

6.W-INV155XA ~-Payment of Merchandise

SOURCE: Financial Crimes Enforcement Network, “Key Electronic Funds Transfer System, Fedwire, CHIPS, SWIFT,” September 1992, pp. 16-17



York Clearing House, an association of money
center banks.4 Approximately 11,700 banks have
access to Fedwire; 115 large banks have direct ac-
cess to CHIPS, some of which also act as interme-
diaries for middle-size and smaller banks.5

Approximately 150 U.S. banks and 300 U.S.
based subsidiaries of foreign banks are users of
SWIFT (Society for Worldwide Interbank Finan-
cial Telecommunication), an international mes-
saging system that carries instructions for wire
transfers between pairs of correspondent banks.

MONEY CENTER BANKS:
GATEWAYS TO WIRE TRANSFER
About 15 or 20 banks in the United States are cate-
gorized as “money center” or world-class banks,
and operate globally. Most international wire
transfers moving to and from the United States
pass through one of New York City’s large money
center banks in order to access CHIPS—these in-
clude Citibank, Chase Manhattan Bank N. A.,
Chemical Bank, Bank of New York, Marine Mid-
land, Bankers Trust, Morgan Guaranty Trust, and
the U.S. Trust Company. On an average business
day, about 80,000 transactions (totaling nearly
$500 billion) pass through the wire room at Citi-
bank. Approximately 65,000 transactions (total-
ing about $400 billion) are processed through
Chase Manhattan’s money transfer operation.
Most of the senders are other banks or nonbank fi-
nancial institutions; very few are individuals.6

Chapter 2 The Mechanisms of Wire Transfer

At Citibank, the funds transfer messages
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can
arrive by telephone or telex, but for the most part
they arrive over Citibank’s private network of
leased lines, connecting microprocessors in the
offices of about a thousand customers. Citibank’s
“relationship managers” determine which cus-
tomers have access to this network. About 70 per-
cent of the arriving messages are directly shunted
by Citibank’s computers to another participating
bank, directly or via CHIPS or Fedwire. The other
30 percent, however, must be “repaired”; that is,
an operator must look at the message, correct the
format, insert a routing address (a number for the
next bank in the sequence), or make other changes
before the computers can complete the transac-
tion. 7

Typical wire transfer messages are shown in
figure 2-2 and figure 2-3. The information con-
tained on a wire transfer message is generally lim-
ited to some or all of these items:
■

■

■

■

■

■

the amount of the transfer,
the date of the transfer,
the name of the sender or “originator,”
the routing number of the originating bank,
the identity of the designated “beneficiary” or
receiver of the funds, and
the routing number of the recipient bank

Because one transfer may pass through several
banks before reaching the beneficiary’s bank, the
separate payment orders necessary to the particu-

4  In addition to FedWire, CHIPS, and SWIFT, there are four automated clearing house (ACH) networks that electronically facilitate the trans-

fer of funds among domestic banks by sending instructions between correspondent banks to make book transfers. However, an automated

clearing house is a batch processing message system, and is not considered a wire transfer system. (Federal Reserve System Regulation CC, 12

C.F.R. 229.2.) The ACHs are generally used for relatively small payments. Orders for payments through ACHs are usually bulk orders made

several days in advance, for example an entire pay roll or a very large schedule of mortgage debits. Some corporate money management or “cash

concentration” services use recipient-ordered debit transfers. Such arrangements could be utilized by money launderers masked by a front cor-

poration, and there have been a few such cases. But because ACH payments are usually small, recurring, and submitted in bulk by well-estab-

lished users, they are not an inviting mechanism for money launderers.
5  There are, in the United States, more than 11, 700 commercial banks, but 15 percent of these banks hold three-quarters of all bank assets.

The other 84 percent of US banks are “community banks,” locally owned and operated, which have assets of a mean size of $42 million as

compared with an average of $1.3 billion for the larger banks. (Information provided by the Independent Bankers Association of America.)

6 An individual wishing to wire funds wouId ordinarily be accommodated at a Citibank branch bank, so that this transfer would appear, in the

Citibank wire room, as a bank-to-bank transfer.

7 This adds a few extra cents to the cost to the client company but maybe cheaper than maintaining a larger or more expert staff within the

company.
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S1023001486 INV3814 3815

BNF = FRANCOISE (US) INC. LOS ANGELES ORG = FRANCOISE INC.

BEAUNE OGB = BEAUNE BO BEAUNE

BANK OF AMERICA

BANK OF AMERICA
DISNEY STREET
LOS ANGELES, CA

CONTINENTAL ILLINOIS INTERNATIONAL
BOITE POSTALE 641
PARIS, FRANCE

SOURCE: Financial Crimes Enforcement Network, “Key Electronic Funds Transfer System, Fedwire, CHIPS, SWIFT, ” September 1992, p 22

lar bank-to-bank transfer will contain different in-
formation. Often, as the payment order is
reformatted for the next phase of the transfer, the
bank will omit identification for earlier partici-
pants, such as the sender or intermediate banks. In
the United States, the originator’s account number
has generally been dropped from subsequent pay-
ment orders to keep this information confidential.
Some foreign banks, if requested, will omit the
name of the originator and merely state “payable
for our good customer.”

Under new regulations made final in January
1995 and due to take effect in January 1996, iden-
tification of the originator and beneficiary is re-
quired and must travel with the message
throughout the transfer.8 Experts fear that foreign
banks, which will not be bound by these regula-
tions, will not include the identity of the originator
because of bank secrecy laws in their country.
They may be even more likely to use a generic, fic-

titious, or unidentifiable name for the originator,
fearing broadened law enforcement access to the
newly improved records.

Two other fields are sometimes filled in: bank-
to-bank information and reference for beneficiary.
These may carry potentially useful information
for law enforcement, but they are generally in nar-
rative, unstandardized format and therefore are
not readily searchable.

RETRIEVABILITY OF WIRE
TRANSFER RECORDS
Most large banks have computer programs that
can retrieve a specific wire transfer record, primar-
ily as a service to their customers. New technolo-
gy is making this easier and cheaper. For example,
Chase Manhattan is now storing wire transfer re-
cords for two years on computer-searchable opti-
cal disks. Until recently, at Chase and at many

860 Fed. Reg. 220 (Jan. 3, 1995), to be codified at 31 C.F.R. 103.
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Volume of
transactions Value% total volume of

Payment type (million) transactions (trillions of $) 0/0 total dollar value

Checks 61,500.0 96.3 $ 4 0 . 4 7.2

Fedwire 73.6 0.1 216.2 38.6

CHIPS 45.6 0.1 295.4 52.7

ACH 2,216.0 3.5 8.8 1.6

Total 63,835.2 100 560.8 100

NOTE For a variety of reasons, comparable data on SWIFT messages are not available. In 1994, there were 13,874,472 MT100s sent out of the
United States At least that number were sent into the United States. A roughly comparable number of MT200s were sent in and out of the United
States in 1994 The dollar volume represented by those messages is not available. Douglas Jeffrey, SWIFT, personal communication, May 22, 1995.

SOURCE” Off Ice of Technology Assessment, 1995

other banks, records were stored only on micro-
fiche; these are difficult to retrieve except by the
account number. Many middle-sized banks can-
not electronically retrieve wire data more than a
month old, and some small banks would have to
search manually. However, their international
money transfers normally go through one of the
large money center banks.

Many large banks have now enhanced their re-
cordkeeping systems in order to assure them-
selves and regulators that they are in full
compliance with Bank Secrecy Act (BSA) regula-
tions. Some have systems that monitor the wire
transfer activity of certain accounts and generate
periodic reports highlighting the consolidation of
incoming wires followed by an outgoing wire
transfer. These reports alert the bank’s compliance
department to review the activity against the
bank’s knowledge of the customer.

Most of these systems are designed to monitor
customer accounts and do not take note of funds
transfer services for nondepositors, or for which
the bank only serves as an intermediary. At least
one large bank, however, has a monitoring system
designed to identify funds transfers sent by or to
non-customers, or containing the instruction to
“pay upon proper i.d.,” when two or more trans-
fers like this are sent or received within six
months. 9

ELECTRONIC FUNDS TRANSFER
SYSTEMS: DIGITAL PIPELINE FOR
MONEY
Domestic and international funds transfers gener-
ally move through wire transfer systems. While
Fedwire and CHIPS transfers together account for
only about 0.1 percent of all payments in the
United States, they carry more than 91 percent of
all payments by dollar value (see table 2-l).

Wire transfers, like book transfers, become ef-
fective at the point when two accounts are respec-
tively debited and credited. Transfers made over
Fedwire are irrevocable and immediately effec-
tive, because the Federal Reserve Bank (FRB)
guarantees the payment to the receiving bank as
soon as the transfer message is sent. CHIPS pay-
ment messages are also irrevocable, but they are
not finally settled until the end of the business day.
At that time, payments and receipts for each
CHIPS member bank are reconciled or netted.
Should a participant be unable to settle at the end
of day, its transactions for that day would all be
“unwound” or undone, but in practice this un-
winding is not allowed to happen. Banks whose
payments have exceeded their receipts immedi-
ately send (by Fedwire) funds to cover their over-
draft, from their account at the New York FRB to a
CHIPS settlement account. CHIPS then sends

9 Howard Cohen, “Dealing With Dirty $$$,” Bank Systems and Technology, March 1990, p. 42.
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Transfers originated Annual growth rate

Volume Value
Year (millions) ($ trillion) Volume (%) Dollars (%)

1980 26.2

1981 32.9

1982 35.4

1983 38.0

1984 41,6

1985 45.1

1986 49.8

1687 53.3

1988 56.3

1989 59.9

1990 62.6

1991 65.0

1992 69.8

1993 71,2

1994 73.6

47.9

57.3

74.0

87.8

98.0

109.1

125.0

142.3

160.7

182.6

199.1

192.3

199.2

207.6

211,2

- -
25.6%
7.6
7.3
9.5
8,4

10,4
7.0

5.6

6.4

4.5

3.8

7,4

2.0

3.4

29.1 %

18,6

18,6

11.6

11.3

14,6

13,8

12.9

13,6

9.0

-3.4

3.6

4,2

1.7

SOURCE: Federal Reserve Board of Governors

funds from its settlement account to those banks
that ended the day with their receipts exceeding
their payments. Records of all transactions are
then sent to the participant banks on microfiche.

Another means of setting in motion intern-
ational payments is SWIF. SWIFT is sometimes
not considered an electronic funds transfer system
as are Fedwire and CHIPS, but a specialized in-
ternational cooperative communications service.
About 150 U.S. banks and 300 U.S. subsidiaries
of foreign banks participate in SWIFT, sending
and receiving instructions about transfers to and
from their correspondent banks around the world.
Unlike CHIPS and Fedwire, SWIFT does not pro-
vide a mechanism for clearing and settling trans-
actions. However, SWIFT messages are accepted
as authoritative, and SWIFT meets the definition
of a funds transfer system of the U.S. Commercial
Code. 10 It will be treated here as a wire transfer
system.

Fedwire, CHIPS, and SWIFT keep records of
wire transfers, although there are differences in
the way their records are stored and maintained.

❚ Fedwire
Fedwire, operated by the Federal Reserve System,
began operations in 1918, originally using Morse
code to send messages over leased telegraph lines.
It now connects the 12 FRBs and 11,700 deposito-
ry institutions within the United States. An aver-
age of over 293,000 transactions are carried over
Fedwire daily, transferring a daily average of over
$841.4 billion. The average amount of funds
moved by one Fedwire transfer is nearly $3 mil-
lion, and the cost of one transfer is about 50 cents
(see tables 2-2 and 2-3).

More than half of the dollar volume in Fedwire
transfers originates with the Federal Reserve
Bank of New York on behalf of banks in its dis-

10 
U.C.C. Sec. NA- 105.



Chapter 2 The Mechanisms of Wire Transfer 127

Volume of transactions Dollar value ($M)
Boston

New York

Philadelphia

Cleveland

Richmond

Atlanta

Chicago

St. Louis

Minneapolis

Kansas City

Dallas

San Francisco

Total

4,539,997

25,911,720

3,622,300

3,477,541

3,525,621

4,814,030

8,142,844

1,871,597

1,783,930

3,330,098

3,772,125

8,819,132

73,610,935

$110,155,393

124,045,888

6,815,659

9,660,640

6,508,227

6,502,163

17,201,781

2,519,741

2,769,423

5,261,331

5,103,037

14,658,257

211,201,540

SOURCE Federal Reserve Board of Governors

trict, because New York is the nation’s financial
center. Little is known about the relative impor-
tance of various Fedwire transfers, or who sends
them.11

Fedwire transfers involve U.S. domestic trans-
actions. However, the U.S. office of a foreign bank
may be connected to Fedwire; money transferred
to it may then be internally credited to the home
country bank and hence to a customer account in
that country. There are other ways of using Fed-
wire to effect a transaction that begins or ends out-
side of this country.

Over 99 percent of all transfers processed by
Fedwire are entered by depository institutions “on
line.” The Federal Reserve monitors only the
transfers of institutions in poor financial condi-
tions to assure that they do not transfer more than
they have in their accounts or their allowed day-
light overdraft; and for most of these institutions,
even this is done on an “ex post” basis only, not in

real time. Most of the transfers are therefore not
seen by anyone.

Fedwire processing was decentralized, occur-
ring at each of the 12 regional FRBs until 1994,
when processing for several FRBs was merged,
resulting in a total of three processing sites. By the
end of 1995, wire transfer records processing for
eleven of the banks will be consolidated at a single
site. It will then become possible to search at one
time for records created (in 1995 or later) in any of
the 11 banks. Eventually, processing for the Fed-
eral Reserve Bank of New York, which has by far
the largest volume of traffic, will be merged with
the rest.

Each of the FRBs has the capability of comput-
erized scanning and retrieval of wire transfer re-
cords while they are online, for the first 180 days
after they are created. Thereafter, they are main-
tained on microfiche (referred to as “the journal”),
and manual searching is necessary) .12 The FRB

11 One study showed that on one specific day, 38 percent were sent for purchase or redemption of securities, and another 20 percent were

federal funds. The origins of the securities-related transfers were highly concentrated, in brokerage houses and a few large investors. (“A Study

of Large-Dollar Payment Flows Through CHIPS and Fedwire,” Federal Reserve Bank of New York, December 1987). Fedwire system manag-

ers disclaim any further knowledge.
12 For a description of search procedures, see a Dept. of Justice Memorandum from Assistant Attorney General Jo Ann Harris, criminal

Division, to all U.S. Attorneys, Jan. 13, 1994, on the topic of law enforcement access to Fedwire records.
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computers can search for an exact match for up to
25 specific alphanumeric characters, so the sought
record must be precisely identified.13 Daily in-
dices summarize the transactions of each bank
(see table 2-4).

The Electronic Communications Privacy Act
(ECPA) is considered to forbid access to electron-
ic Fedwire (and CHIPS) records without a search
warrant or, for records stored for more than 180
days, a subpoena.14 Even with a search warrant or
subpoena, it is generally necessary to provide to
the Federal Reserve Bank all of the information
needed to identify the record in the daily index.15

The Federal Reserve is now modifying the Fed-
wire funds transfer software format to provide a
more comprehensive set of data elements, in order
to ªimprove efficiency by reducing the need for
manual intervention when processing and posting
transfers,º and to meet the requirements of new
Treasury Department regulations concerning
funds transfer records. The expansion will elimi-
nate the need to truncate payment-related in-
formation from transfers received via CHIPS and
SWIFT and then forwarded through Fedwire. The

formatting should be fully implemented by the
end of 1997.

❚ CHIPS
International dollar transfers usually move
through CHIPS, operated by the New York Clear-
ing House Association, whose members are 11
New York City money center banks.16 There are
115 CHIPS participants representing 29 coun-
tries.17 CHIPS is the mechanism used by very
large banks to transfer and settle international and
domestic business transactions conducted by
these banks on behalf of themselves, their custom-
ers, and other nonmember banks18 (see box 2-2).
These transactions include, for example, commer-
cial payments; loans; interest disbursements; Eu-
rodollar placements; and foreign exchange sales
and purchases, and swaps.

CHIPS now carries more than 95 percent of all
international transfers that are denominated in
dollars. It handles a daily average of 181,673
transactions amounting to about $1.18 trillion. On
January 17, 1995, a record dollar volume was set
amounting to $1.957 trillion; the record number of

13 Up to 20 searches may be conducted simultaneously. The computer can thus be instructed to look for, for example, ten names or versions
of one name, five addresses, and five bank account numbers. Searches take about 15 minutes for each day of records inspected. Searches are
conducted after the close of a business day and can identify records created that day or during the prior 180 days; however, it may take up to a
week to process the search request and schedule the search.

14 Stored Wire and Electronic Communications and Transactional Records Access, Title II of ECPA, 18 U.S.C. 2701-2710.
15 Federal Reserve System Press Release, Dec. 22, 1994.
16 The New York Clearing House began in 1853, to improve the settlement process among member banks by centralizing the exchange of

checks and other financial instruments. CHIPS was established in 1970 to eliminate the use of official checks for international transfer of dollars.
17 From March 31, 1995, when one participant withdrew, until June 1, when another bank officially joined, there were 114 participants.

CHIPS participants include domestic commercial banks, private banks, subsidiaries of domestic banks set up under the 1919 Edge Act to handle
international business, and foreign banks, all of whom must have headquarters or branch offices in New York City in order to have access to
CHIPS. About 70 percent of CHIPS participants are foreign banks.

18 Of the 114 or 115 CHIPS participants, 18 are ªsettling membersº and of these, eight have been approved to settle for the account of other
participants in addition to themselves. At the end of the day CHIPS sends a balance report to each participant showing its net end-of-day posi-
tion. Each settling member has 45 minutes to decline to settle for any participant for whom they are responsible (none has ever declined). The
Clearing House then orders the Federal Reserve Bank of New York to open the settlement account; settling participants in a debit position then
send funds by Fedwire to the settlement account; when these have been received, the Clearing House sends funds by Fedwire to the accounts of
settling participants in a credit position; finally, the Clearing House notifies all participants that settlement is complete.
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1. Foreign and domestic trade services
British china manufacturer receives order for table settings from French retailer, to be paid for in

U.S. dollars,

British manufacturer notifies its Paris warehouse to fill order.

Retailer acknowledges receipt and instructs Paris bank to

Paris bank advises its New York office to pay.

Payment is sent via CHIPS from New York office of Paris

used by British manufacturer.

New York office of British bank notifies its London office of

London bank credits china manufacturer’s account.

pay British manufacturer in U.S. dollars.

bank, to New York office of British bank

receipt of payment,

2. Foreign currency transactions
A U.S. manufacturer of airplanes fills a $45 million order for a jetliner from a carrier based in Rome;

the carrier asks its bank to arrange payment,

The Rome bank charges the airline’s account for the Iire equivalent, and arranges through the

Rome branch of a U.S. bank to buy $45 million in U.S. dollars,

The U.S. bank branch in Rome notifies its headquarters in New York to complete the foreign cur-

rency transaction, In New York, the U.S. bank delivers $45 million via CHIPS to the New York office

of the Rome bank,

The Rome bank in New York then pays $45 million to the U.S. airplane manufacturer,

3. International loan syndications
■

■

■

in

●

■

■

A New Zealand telecommunications corporation needs a short-term loan of $50 million to pur-

chase a computerized directory assistance system from a U.S. telecommunications company.

It signs a loan agreement with its U.S. bank, which has agreed to put together a worldwide syndi-

cate of 15 banks to make the loan.

All 15 participating banks fund their share of the loans via CHIPS payments,

The (U. S.) lead bank, through its New York headquarters, pays the money through CHIPS to the

New York office of the borrower’s New Zealand bank.

The New Zealand bank (in New York) notifies its Auckland headquarters to credit the account of

the New Zealand telecommunications company with $50 million, which then pays the U.S. compa-

ny for the system it has bought.

Over the life of the loan, the New Zealand corporation pays interest and principal via CHIPS to the

lead bank in New York.

The lead bank in turn disburses the appropriate shares of the repayments to the syndicate partici-

pants via CHIPS.

4. Exchange of currencies
■ A Swiss entrepreneur locates office space to open a New York branch and needs $40,000 to make

down payment; a Zurich bank is instructed to make payment.

■ The Zurich bank orders its New York office to debit the bank’s account and make payment of

$40,000 to the New York realtor.

■ The New York office of the Zurich bank makes payment through CHIPS to the realtor’s bank, in

New York,

■ The realtor’s bank credits the realtor’s account and notifies the realtor that payment has been

made by the Swiss entrepreneur.

SOURCE: The New York Clearing House Association, “Clearing House Interbank Payments System,” 1995
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transactions, 367, 142, was reached on February
21, 1995.19 About 80 percent of CHIPS transfers
are initiated by SWIFT messages instructing
CHIPS participants to make a transfer on behalf of
another bank that is not a CHIPS participant.

A CHIPS participant sends a payment message
over leased lines to the CHIPS central computer,
where it is checked and authenticated. The CHIPS
computer then automatically records the debiting
and crediting and sends a ªreceiveº message to the
receiving participant.20 A net position is calcu-
lated for each participant at the end of the business
day, and a final settlement is made.

CHIPS messages are required to carry only
identification of the sending participant and the
receiving participant (both CHIPS members), and
the date and amount of the transaction. The send-
ing and receiving participants may not be the
originator's or the recipient's banks, but interme-
diariesÐthe large banks that transmit on behalf of
nonparticipants. The CHIPS standard format in-
cludes data fields for identifying the originator's
bank and the beneficiary's bank and other inter-
mediary banks, but many CHIPS payment mes-
sages do not use these fields or put in only coded
numbers identifying a general receiving or clear-
ing bank account.

Tracing a transfer through CHIPS and linking it
to a specific customer account is difficult but pos-
sible. All CHIPS transactions are kept on magnet-
ic media for six months. Transactions since
August 17, 1992, are being kept on optical disk;
earlier records were maintained on microfiche for
seven years. Finding a record was still possible if
the date and the system sequence number assigned
by the CHIPS computer were known, but it has

generally been easier to work through the CHIPS
participants.

❚ SWIFT
SWIFT, as already noted, is technically not a

funds transfer system but a specialized commu-
nication system, owned by its member banks.
Headquartered in Belgium, it was set up in 1973
and by March 1995 had 2,645 member banks in
124 countries, including 450 in the United States.
It has over 4,700 users,21 including securities bro-
kers and dealers, stock exchanges, clearing sys-
tems, and other kinds of financial institutions.

Nearly 75 percent of SWIFT messages are pay-
ment instructions between banks, but SWIFT also
carries messages regarding foreign exchange and
money markets, securities, and trade financing.22

It handled 518 million messages in 1994 (2.4 mil-
lion daily average, and 2.5 million on the peak
day); roughly 220,000 payment instruction mes-
sages a day are sent to or from the United States.

SWIFT messages are encrypted automatically
by SWIFT's regional computer as they are re-
ceived from a bank's input terminal. (Most banks
also encrypt the message during that first leg.) The
messages flow through the SWIFT system with-
out any person seeing their unencrypted contents.
An authentication algorithm guarantees the iden-
tify of the sender and receiver and reveals any al-
teration made illegally during transmission.

With SWIFT messages, the identity of the per-
son or institution ªon whose behalfº a bank is
sending an instruction may or may not be speci-
fied.23 To identify or trace a message requires the
specific number identifying the input sequence or

19 Data provided by CHIPS, March 7, 1995.
20 It costs a participant between 13 cents and 40 cents to send a payment instruction through CHIPS, depending on whether the intended

beneficiary's name and address must be entered into CHIPS database or is already on record with a full set of identifiers.
21 Only the banks are shareowners in the cooperative, and hence voting members.
22 SWIFT Annual Report, 1993.
23 A SWIFT message includes, in code, a transaction reference number assigned by the sender, the date, amount of the transaction, the

currency denominated, the sender's name and address, and the beneficiary's name and address. It may also include identification of the sender's
bank and correspondent banks, the bank at which the beneficiary is to be paid, and the reason for the paymentÐthese fields are optional.
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output sequence (i.e., the exact order of the trans-
mission within the day's total volume of transmis-
sions). SWIFT officials have resisted attempts by
law enforcement officials to gain access to the re-
cords because of the potentially large number of
such requests. SWIFT points out that the sending
or receiving bank will have better access to re-
cords about such messages.24 This, and the prob-
lem of encryption, means that a bank-based
monitoring or screening system, such as the sys-
tems outlined in chapter 7 of this report, would
have to operate at each of the 450 banks using
SWIFT rather than at a central SWIFT facility.

NEW WIRE TRANSFER REGULATIONS
Law enforcement agencies would like to have eas-
ier access to wire transfer records and to have the
information content of the records increased; they
also would like to see monitoring systems that tag
certain suspect accounts so that transfers to or
from those accounts could automatically be called
to their attention.25

In 1988, the Treasury Department's Office of
Financial Enforcement began asking banks to re-
port voluntarily any suspicious funds transfers or
patterns of funds transfers. Given the volume of
funds transfers and the highly automated process

of transmittal, this was ineffective. In September
1993, the Department of the Treasury and the Fed-
eral Reserve Board jointly published proposed
regulations to improve the usefulness of wire
transfer records in control of money laundering, as
had been mandated by the Annunzio-Wylie Act of
1992.26

Treasury had always required that wire trans-
fers be kept as part of deposit account records, but
had not mandated the form in which records were
kept or how they could be retrieved. The proposed
regulations did not mandate regular reporting to
the government, but required that records contain
standardized information and be maintained for
five years in readily retrievable (but unspecified)
form. For most banks, this would mean computer
retrieval, but small banks with little traffic could
still use other means of retrieval.

The new regulations were to have become ef-
fective on December 31, 1993, after a period for
public comment. About 300 highly critical com-
ments were received, and the regulations were
held back for thorough revision.27 They were is-
sued in final form on January 3, 1995.28 Treasury
Under Secretary Ron Noble said, ªThese regula-
tions mark a basic shift of our attention from cash

24 Douglas Jeffrey, Regional Director, SWIFT Pan Americas, telephone discussion, Aug. 8, 1994.
25 Based on interviews in the Money Laundering Section, Criminal Division, Department of Justice; Office of Financial Operations, Drug

Enforcement Administration; the U.S. Customs Service, and several municipal and state law enforcement officials.
26 Federal Register 46014, 46021, 46024.
27 Most of the objections were based on the potential costs to banks of compliance and the potential loss of international competitiveness

and encouragement of offshore netting. For large New York banks, the estimated cost of compliance with the proposed regulations was $14
million to $20 million per year; for a medium size bank $7 million, and for small community banks, $106,000. These costs were extrapolated
from a small survey by the Bankers' Association for Foreign Trade. The Independent Bankers Association of America (IBAA) estimated that
for community banks the required new record-keeping would require an additional 2.5 to 3 man-hours per day and would raise the annual cost
of BSA compliance for small banks (already $5,455, according to IBAA) to $6,412. These figures were cited in a letter from IBAA president
James R. Lauffer to Peter Djinis of the Dept. of the Treasury and William Wiles, Secretary of the FRB, on Oct. 4, 1993. They were taken from a
study commissioned by the IBAA: Grant Thornton, ªRegulatory Burden: the Cost to Community Banks, January 1993.º Because these esti-
mates of the costs of compliance were commissioned by an interested association and have not been validated by regulators they must be taken
with a grain of salt. However, the Department of the Treasury and the Federal Reserve System, which had proposed the regulations, eventually
agreed that they were too demanding. (Interview with Roger Weiner, Deputy Director, Office of Financial Enforcement, Dept. of the Treasury,
March 16, 1994.)

28 Federal Reserve System and Department of the Treasury, Amendment to the Bank Secrecy Act Regulations Relating to Recordkeeping
for Funds Transfers and Transmittals of Funds by Financial Institutions, Final Rule, Federal Register 60 (1):220, Jan. 3, 1995.
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at the teller's window to concentrating on crime
hidden in the details of legitimate commerce.º

The first of the new regulations requires only a
minimum of new information.29 The second re-
quires each bank involved in a wire transfer to in-
clude all identifying information in the payment
order as sent to the next bank, so that the informa-
tion ªtravelsº with the payment order from begin-
ning to end.

Some banks will need new systems capabilities
for searching their database. Large money center
banks may decide to refuse wire transfer service to
non-account-holders, rather than to create new
mechanisms for searching their records for
them.30 It appears, however, that officers of most

large banks regard the new regulations as ªliv-
ableº and the government's response to their earli-
er complaints as commendable.31 Community
banks, generally much smaller, still regard the
regulations as excessively burdensome, according
to their industry association, The Independent
Bankers Association of America.

The rules apply not only to banks but to all do-
mestic financial institutions. They do not however
apply to foreign affiliates of U.S. banks, a very
large loophole. The Treasury Department ªex-
pectsº that those U.S. banks will put anti-launder-
ing measures into effect in their foreign branches
and offices as well as is practical.32

29 As the regulations were first proposed, banks would have been obliged to record complete information about the originator of the transfer
and the ultimate beneficiary. An intermediary bank would have to obtain this information from the sender, even if this required manual interven-
tion. Banks protested that it would be impossible to get such information for transfers from countries with strong bank secrecy laws.

30 Interview with Robert M. MacAlister, Vice President and Senior Associate Counsel, Chase Manhattan, Feb. 21, 1994; similar comments
were heard in interviews with Citibank officials.

31 Interview with John Byrne, General Counsel, American Bankers Association, Feb. 16, 1994. (It was, however, also Mr. Byrne's opinion
that the new regulations ªwill have no effect on money launderingÐforeign banks can always wire dirty money into the United States.º) The
Office of the Comptroller of the Currency agrees that the compliance ªwill not be unduly burdensome in light of law enforcement goals,º and
representatives of several large banks confirmed this in discussions with OTA.

32 This information comes from ªAnswers to Congressional Questions to the Department of the Treasury,º in Federal Government's Re-
sponse to Money Laundering,º Hearings before the Committee on Banking, Finance and Urban Affairs, U.S. House of Representatives, 103d
Ccongress, 1st Session, May 25-26, 1993, pp. 340 ff.
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his chapter describes the legal and institutional structure
for control of money laundering at the national level.
Special attention is given to the Financial Crimes En-
forcement Network (FinCEN), an agency within the De-

partment of Treasury that provides intelligence and analysis for
federal, state, and local law enforcement agencies in control of fi-
nancial crimes. FinCEN is a possible site for expanded monitor-
ing of wire transfers, under some of the technological alternatives
discussed in chapter 7.

LAWS AND REGULATIONS
Until 1970, many banks had no compunctions about accepting

large cash deposits even when the circumstances indicated that
the origin of the cash was probably illegal activity. The Currency
and Foreign Transactions Reporting Act, commonly known as
the Bank Secrecy Act of 1970 (BSA),1 was intended to deter tax
evasion and money laundering by creating an audit trail that
would allow law enforcement agents to track large cash transac-
tions.2 Although it did not outlaw money laundering as such, it

1 P.L. 91-508, Title II, ( 31 U.S.C., Secs. 5311-5326)
2 Eight years later, the Right to Financial Privacy Act directly regulated governmental

and private sector use of financial records. It provided that banks can release the records
only under subpoena or with customer consent, and except for special circumstances, the
customer must be notified of and have the opportunity to challenge a law enforcement re-
quest. The act also set conditions under which law enforcement and regulatory agencies
can share financial recordsÐgenerally, the agency must have a legitimate need for the in-
formation, and the subject must be informed of the sharing of information and the justifi-
cation of it.

| 35
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created an expectation that banks would be vigi-
lant in identifying suspect customers and transac-
tions.

Under the BSA, the Department of the Treasury
promulgated reporting requirements for financial
institutions. For every cash transaction over
$10,000, banks must file a Currency Transaction
Report (CTR); casinos similarly must report such
transactions with the Internal Revenue Service
(IRS) on a Currency Transaction Report by Casi-
no (CTRC). Persons who export or import over
$10,000 in cash or monetary instruments must file
an International Transportation of Currency or
Monetary Instruments Report (CMIR). U.S. citi-
zens or residents must report foreign bank ac-
counts by filing a Foreign Bank and Financial
Accounts Report (FBAR). In 1984, an additional
IRS requirement was imposed; businesses other
than financial institutions (for example, automo-
bile dealers) must report cash transactions of over
$10,000 by filing an IRS form 8300.3 Bank regu-
lators monitor banks' compliance with BSA rules.
IRS is responsible for monitoring compliance by
nonbank financial institutions4 (see table 3-1).

Although the BSA made a bank's failure to file
a CTR a crime, money laundering itself was not a
crime until the Money Laundering Control Act

of 1986.5 This statute fully criminalized money
laundering, with penalties of up to 20 years and
fines of up to $500,000 for each count. It also did
several other things:

� made helping money launderers a crime,
� outlawed structuring or ªsmurfingº operations

(i.e., breaking large cash deposits into several
deposits of less than $10,000 in order to avoid
reporting requirements),

� extended criminality to persons knowingly en-
gaging in financial transactions with money
generated by certain crimes, and persons who
are ªwillfully blind toº such unlawful activity,6

and
� mandated compliance procedures to be re-

quired of banks; the procedures were spelled
out in 1987 regulations.

The Anti-Drug Abuse Act of 1988 increased
the civil and criminal penalties for money laun-
dering and other BSA violations, to include forfei-
ture of any property or assets involved in an illegal
transaction related to money laundering. The act
gave the Treasury Department the power to re-
quire financial institutions in geographically de-
fined areas to file additional transaction reports for
purposes of law enforcement. It also directed the

3 A revised version of Form 8300 was issued in September 1994. The primary change, reflecting a change in statutory requirements, was the
expansion of the definition of ªcashº to include foreign currency and certain monetary instruments as well as U.S. currency, and to require filers
to specify the kind of ªcashº they received. Form 8300 is regarded as tax information and is therefore not available to law enforcement except
for federal tax investigators.

4 From 1988 through 1992, the number of Form 8300s filed steadily increased, as the IRS mounted well-publicized compliance checks.
After these were discontinued for budgetary reasons, the number of Form 8300s filed fell by nearly 15 percent in 1993-1994, at a time when
CTR filings strongly increased. In spite of a widely publicized prosecution of an automobile dealership that repeatedly accepted cash payments
for expensive automobiles from suspected drug dealers without reporting the transactions, only 117,000 Form 8300 forms were filed in 1994, a
16 percent decrease from the 1993 volume.

5 Title I, Subtitle H of the Anti-Drug Abuse Act of 1986, P.L. 99-570.
6 Section 1957 (18 U.S.C. § 1957 (Supp. IV 1986), ªEngaging in monetary transactions in property derived from specified unlawful activ-

ity,º applies to people with knowledge or reason to know that the funds were derived from illegal activity, but does not require an intent to
promote money laundering. It contained an exemption for bona fide attorneys' fees until 10 days before the President signed the Bill. The Senate
had adopted the exemption because of concern about the right to effective assistance to counsel and the question did not arise during House
debate. However, the exemption was dropped from the bill during a late night conference to resolve differences between Senate and House
versions, not because conferees disagreed with the intent but because of the fear that other situations also might warrant special treatment. The
issue of statutory exemptions was explicitly left for a later Congress. (ªMaking Criminal Defense a Crime Under 18 U.S.C. Section 1957º), 41
Vanderbilt Law Review (1988), 843-849. It is now interpreted as not applying to fees for a lawyer defending a person indicted for money laun-
dering or drug trafficking.
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Name of report Who must report Subject of report Receiving agency Form no.

Currency Transaction
Report (CTR)

International
Transportation of Currency
or Monetary instruments
Report (CMIR)

Currency Transaction
Report by Casinos (CTRC)

Foreign Bank and
Financial Accounts Report
(FBAR)

Report of Cash Payments
Received in a Trade or
Business

Financial institutions

Person transporting
funds from or into
country

Licensed casinos
with annual gaming
revenue over $1
million

Persons subject to
jurisdiction of the
U.S.

Any trade or
business

SOURCE. Office of Technology Assessment, 1995

Cash Transactions
$10,000 or over

Cash or monetary
instrument of $10,000 or
more being taken into or
out of country

Currency transaction in
excess of $10,000

All foreign bank,
securities, or other
financial account that
exceeds $10,000 during
calendar year

Cash payment in excess
or $10,000

Internal Revenue Form 4789
Service

U.S. Customs Service Form 4790

Internal Revenue Form 8362
Service. Those in
Nevada file with State
Gaming Control
Board

US Dept. of the Form
Treasury 90-22.1

7 Part of the Housing and Community Development Act.

Internal Revenue Form 8300
Service

Department of the Treasury to negotiate bilateral
agreements covering the recording of currency
transactions and the sharing of this information
among governments.

The Depository Institution Money Launder-
ing Amendment Act of 1990 gave the federal gov-
ernment authority to request the assistance of a
foreign banking authority in investigations and
law enforcement, and to accommodate such re-
quests from foreign authorities.

The Annunzio-Wylie Anti-Money Launder-
ing Act of 19927 requires financial institutions to
have compliance procedures and staff training.
Bank charters can be revoked, or their coverage by
Federal Deposit Insurance can be terminated, if
they are convicted of noncompliance.8 These
sanctions are so powerful that, according to bank
regulators, they are unlikely to be sought often.

The huge volume of CTRs now far exceeds the
resources that law enforcement agencies have for
investigating them. The Money Laundering Sup-
pression Act of 1994 was designed to reduce the
number of CTRs by about 30 percent annually, by
mandating certain exemptions. This act also re-
quires federal registration of all nonbanking
money transmitters, or business enterprises that
cash checks, transmit money, or exchange curren-
cy. This may include 10,000 American Express
agents, 14,000 Western Union agents, 45,000
agents of Traveler’s Express, and all casas de
cambio (currency exchange houses) and giro
houses (money transmitters). The Treasury De-
partment can require the reporting of monetary
instruments drawn on or by foreign financial
institutions. States are asked to draft uniform laws

8 The banking industry generally accepted and even supported this legislation because regulators were given the flexibility to consider a

broad range of factors and mitigating circumstances before closing a bank, according to a statement of the American Bankers Association
(ABA) on Current Trends in Money Laundering, for the United States Senate, Committee on Government Affairs, Permanent Subcommittee on
Investigations, Feb. 27, 1992 (ABA ins).
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covering the licensing of nonbank money trans-
mitters.

Since 1988, property or assets involved in spe-
cified illegal transactions can be forfeited and part
of them can be used to pay for the prosecution.
Law enforcement agencies enthusiastically
grasped this new weapon,9 and sharing of these
seized assets was held out as an inducement to in-
formers, and even to foreign governments to en-
courage them to cooperate in anti-laundering law
enforcement efforts.10 In 1994, total proceeds
from cash and property seized amounted to nearly
$550 million; from 1985 through 1994, the De-
partment of Justice won forfeiture of more than
$3.8 billion plus additional unsold property ap-
praised at $277.7 million.11

Provisions related to asset seizure are framed
very broadly.12 In United States v. Daccarett a
federal appellate court ruled that the warrantless
seizure of wire transfers does not violate the
Fourth Amendment ª. . . when the Attorney Gen-

eral has probable cause to believe that property is
subject to civil forfeiture.º13 Recently, however,
there has been criticism of the aggressive use of
asset seizure. In late 1992, three Supreme Court
cases significantly tightened the conditions for
forfeiture.14 This action may indicate that the
Supreme Court disapproves of the Justice Depart-
ment's and other prosecutors' aggressive inter-
pretation of forfeiture.

Perhaps most significantly, in United States v.
$405,089.23, the Ninth Circuit ruled that a civil
forfeiture following a criminal conviction for drug
charges constituted a second punishment pro-
scribed by the Double Jeopardy Clause of the
Sixth Amendment and overturned the asset forfei-
ture.15 This decision has spawned a slew of
Double Jeopardy challenges in the Ninth Cir-
cuit.16 The flip side of this ruling would imperil
criminal prosecutions following civil forfeitures,
greatly undercutting one of the benefits of a wire

9 U.S. Congress, House of Representatives, Committee on Banking, Finance, and Urban Affairs, ªFederal Government's Response to
Money Laundering,º Hearings 103rd Congress lst Sess., May-25-26, 1993. Testimony of Peter Djinnis, Director of Office of Financial Enforce-
ment, Dept. of Treasury.

10 For a detailed discussion, see S.M. Warner, ªDue Process in Federal Asset Forfeiture,º Criminal Justice, v.8, No.4, Winter 1994, pp.
14-19, ff.

11 Information provided by the Executive Office of Asset Forfeiture, Department of Justice, Jan. 13, 1995. The provision allowing seized
funds to offset the cost of prosecution expired in December 1993 but was later reinstated.

12 Some have even advocated that the tool be used to reduce environmental degradation, on the grounds that since it is a criminal offense to
knowingly engage in a financial transaction involving the proceeds of specified unlawful activity, a bank may be held liable if it funds corporate
activities of any corporation it knows to be in violation of the Clean Air Act. (Gordon Greenberg and Wobert W. Blanchard, ªWhen Money
Laundering Law Meets Environmental Risks,º ABA Banking Journal, July 1992).

13 Gregory Wilson, ªThe Changing Game: the United States Evolving Supply-Side Approach to Narcotics Trafficking,º Vanderbilt Journal
of Transnational Law, v. 26, January 1994, 1163-1209.

14 In United States v. 92 Buena Vista Avenue, the government argued that an ªinnocent ownerº defense should not be allowed because the
title to the proceeds of crime is vested in government immediately on the commission of the crime (the ªrelation-back doctrineº). The Court
affirmed the ªrelation-backº doctrine but said the innocent-owner defense holds until the government is granted a judgment of forfeiture. In
Alexande v. United States (criminal forfeiture) and Austin v. United States (civil forfeiture) the Court ruled that forfeitures may constitute pun-
ishment and may be subject to limitation under the Excessive Fines clause of the Eighth Amendment. The Court held in United States v. James
Daniel Good Real Property that a right to notice and opportunity for a hearing in real estate forfeiture rests solidly on the due process clause of
the Fifth Amendment. The Court has still to hear arguments on whether convicted drug dealers are entitled to advance notice and a hearing
before seizure of their property, as the Ninth Court of Appeals has ruled (United States v. Good). Richard C. Reuben, ªPutting the Brakes on
Forfeiture,º American Bar Association Journal 80, February 1994, p.116.

15 33 F.3d 1210 (9th Cir. 1994).
16 Including federal cases outside the Ninth Circuit, in the first six months of 1995, at least 40 cases have been decided alleging Double

Jeopardy violations.
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transfer monitoring system, namely, more effi-
cient and effective asset forfeiture.

FEDERAL AGENCIES' ROLES
AND RESPONSIBILITIES
Several federal law enforcement agencies are in-
volved in control of money laundering. They in-
clude, within the Department of Justice, the
Federal Bureau of Investigations (FBI) and the
Drug Enforcement Administration (DEA); and,
within the Department of the Treasury, the Inter-
nal Revenue Service (IRS) and the U.S. Customs
Service.

Each of these law enforcement agencies has an
intelligence capability, but the agencies are further
backed up by a shared information-development
unitÐnamely, the Financial Crimes Enforcement
Network (FinCEN) an analytical unit within the
Department of the Treasury. There is also commu-
nication between law enforcement and national
security agencies. FinCEN has been proposed as
the locus for responsibility for monitoring wire
transfers with the technical systems assessed in
this report. For that reason, FinCEN is described
in detail in this chapter.

The compliance of financial institutions with
money laundering statutes is monitored by five
federal regulatory agencies:

� the Office of the Comptroller of the Currency,
� the Board of Governors of the Federal Reserve

System,17

� the Office of Thrift Supervision,
� the National Credit Union Administration, and
� the Federal Deposit Insurance Corporation.

Most large-scale money laundering control ini-
tiatives are intended to be multiagency efforts. In
practice, investigations are usually initiated by
one agency on the basis of information provided

by informants and field agents, BSA reports, or re-
ferrals from financial institutions or bank examin-
ers. There has often been a great deal of ªturf
defendingº on the part of the agencies. In part, this
was inevitable because money laundering is re-
lated to a great many ªspecified unlawful activi-
tiesº or predicate crimes, many of which are the
specific responsibility of a particular law enforce-
ment agency. In part, the tension is also a byprod-
uct of the high value each law enforcement agency
places on protecting its undercover agents and op-
erations and the identity of established informers;
information must be closely held to reduce inad-
vertent leaks.

In 1987, an agreement was entered into by the
Departments of Treasury and Justice about their
overlapping responsibilities, supplemented by a
1990 Memorandum of Understanding among
those Departments and the U.S. Postal Service.
Other mechanisms for cooperation have been de-
veloped for attempting to coordinate anti-money-
laundering efforts:

� The Office of National Drug Control Policy
(ONDCP) in the Executive Office of the Presi-
dent attempts to develop overall policy direc-
tions for drug control and control of
drug-related money laundering.

� The Multiagency Financial Investigations Cen-
ter (MAFIC) is a coordinating mechanism for
the DEA, IRS, FBI, U.S. Customs Service, and
the Postal Authority.

� There are several ªHigh-Intensity Drug Traf-
ficking Areaº (HIDTA) task forces made up of
IRS and DEA agents.

� The Organized Crime Drug Enforcement Task
Force program, composed of federal, state, and
local agencies organized into 13 regional task
forces, has conducted a number of successful
and highly publicized operations known by

17 The Federal Reserve regulates state-chartered banks, bank-holding companies, foreign banks operating in the United States, and Edge
Act corporations set up by U.S. banks to conduct foreign business, about 1,300 institutions. The Office of the Comptroller of the Currency
regulates federally chartered banks.
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colorful namesÐPolar Cap, Greenback, Din-
ero, and Green Ice.18

� A very successful New York City law enforce-
ment unitÐthe El Dorado task forceÐis made
up of Customs Service and IRS agents together
with state and local police.19

� Cooperation among the regulatory agencies is
encouraged by the Bank Fraud Working Group
and the Bank Secrecy Act Advisory Group (a
nongovernmental panel of experts appointed
by the Secretary of the Treasury).

The ONDCP strongly encouraged increased
emphasis on the comprehensive collection, analy-
sis, and sharing of information, especially that
which sheds light on the structure of drug traffick-
ing operations and organizations. This is often re-
sisted by the agencies, in part because of
differences in their organizational cultures (see
table 3-2). Nevertheless, the law enforcement
agencies insist that the historical problem of turf
protection ªis being effectively addressed
today.º20

The FBI has broad jurisdiction to investigate
money laundering through a wide range of statu-
tory violations involving specified underlying
criminal activity. 21 This agency tends to focus on
the underlying criminal activities, attempting to
dismantle entire criminal organizations and jail
their top leaders. Of the agency's six ªpriority

areas that most affect societyºÐdrugs, organized
crime, white collar crime, terrorism, foreign intel-
ligence, and violent crimesÐat least the first four
nearly always involve some money laundering,
and the FBI is increasingly alert to the financial as-
pects of criminal organization. The FBI Laborato-
ries' Racketeering Records Analysis Unit
provides support to field divisions with its ability
to trace the flow of illicit money through bank de-
posits, money orders, adding machine tapes, in-
voices, receipts, checks, bills of lading, and other
financial records.22

The FBI signed a Memorandum of Under-
standing with representatives of the United King-
dom in late 1993 establishing a White Collar
Crime Investigative Team, to cooperate on inves-
tigations and prosecutions in matters affecting the
two countries and the Caribbean British Depen-
dent Territories, including the Cayman Islands.
The four-person team is based in Miami.

DEA, also in the Department of Justice, is the
lead federal agency in enforcing narcotics and
controlled substances laws and regulations.
Through its Financial Investigations Section,
DEA seeks to detect drug-related money launder-
ing and encourage seizing the assets of drug traf-
fickers. But its principal focus is on arresting drug
dealers, and DEA tends to judge its operations by
number of arrests.23 In general, the two Depart-

18 Tthe first phase of Green Ice, in 1992, targeted casas de cambios in the southwestern United States, and resulted in the arrest of 192 people
in the United States, Canada, the United Kingdom, Italy, and Spain. In a second phase of Green Ice, undercover DEA agents created front corpo-
rations and offered them to drug traffickers to be used in money laundering. Money was transported physically to Mexican banks and subse-
quently wired into accounts held by the DEA agents. In other operations, money was picked up from locations in the United States and Canada,
deposited in banks, and wire transferred to Colombia. The second phase of Green Ice ended in early April 1995, and resulted in the arrest and
charging of 80 people. In the course of Green Ice, the government seized $60.3 million, plus 14,000 pounds of cocaine and 17 pounds of heroin.
(Press Release from the Office of the U.S. Attorney for the Southern District of California, Apr. 3, 1995.)

19 The participation of state and local officers is said to be especially valuable because they can arrest for some non-federal crimes such as
illegal possession of weapons.

20 Jeff Ross, Acting Chief of the Money Laundering Section of the Department of Justice (letter to OTA, Apr. 14, 1995) .
21 The Department of Justice has a Money Laundering Section within its Criminal Division; a proposal by the Attorney General (Dec. 9,

1994) to integrate this group into the Civil Assets Forfeiture Section, is pending before Congress.
22 OTA interviews with RRAU/FBI August 18, 1994; see also J.O. II Beasley, ªAnalysis of Illicit Drug and Money Laundering Records,º

Narc Officer, Oct. 1990, p. 31.
23 David Kennedy, On the Kindness of Strangers: The Origins and Early Days of FinCEN. Case Program, John F. Kennedy School of Gov-

ernment, Harvard University, 1991. Kennedy characterizes DEA as ªstreet-smart door-kickers.º
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Federal agency Primary goals

Federal Bureau of
Investigations

(Dept. of Justice)

Drug Enforcement
Administration

(Dept. of Justice)

Internal Revenue

Service, Criminal

Investigations

Division

(Dept. of the

Treasury)

U.S. Customs

Service

(Dept. of the

Treasury)

“Emphasis on wholesale and complete
dismantling of criminal organizations.”a Tries
to attack the organization itself, through its
leadership. Requires much information about
structure and behavior of organization’s
leaders. Typical mode: long operations with
sudden, well-prepared wrapup.

Specialized to enforce laws against drug
trafficking. Emphasis on arrests of
malefactor and seizure of drugs and assets.
Typical mode: frequent street “busts.”
Emphasis primarily on good field work,
including undercover operations; secondarily
on centralized strategic intelligence

Objective is to stop tax evasion. Uses
undercover operations, etc., but primary
mode is financial intelligence.

Charged with enforcing customs and other
laws relating to collecting revenue from
imports (duties). Also charged with
interdicting and seizing contraband,
including illegal drugs. In addition to border
inspections, uses undercover operations and
“busts,” emphasizes arrests and seizures of
money and drugs.

Financial Crimes Provision of strategic and tactical intelligence
Enforcement about financial transactions and relationships
Network (FinCEN) to law enforcement agencies (federal, state,

(Dept. of the and local); based on analysis of BSA data

Treasury) and mining of wide range of government and
commercial databases

Assumptions about money laundering

Money laundering IS a symptom of the
underlying disease,”a Attention to money
laundering IS primarily in order to track or
understand structure of the criminal
organization and locate its leadership.

Growing acceptance that emphasis on
money laundering is an effective way
disrupt and harass drug operations.

to

Targets financial crimes (money Iaundering,
fraud, etc.) because they result in loss of tax
revenue, but also investigates Specified
Unlawful Activities often linked to money
laundering

Primary target is smuggling of currency and
monetary instruments, but also stresses use
of financial Intelligence (including wire
transfer data if available) as a means of
Identifying and Iocating criminals. Oriented
toward financial crime Iike other Treasury
agencies; oriented toward field work and
undercover operations like Justice agencies

Detection and analysis of money laundering
can provide the key to control of crimes for
profit. Sharing of information benefits all law
enforcement efforts.

a David Kennedy, On the Kindness of Strangers: The Origins and Early Days of FinCEN Case Program, John F Kenedy School of Government,

Harvard University, 1992. This table relies heavily but not exclusively on Kennedy’s analysis.

SOURCE: Office of Technology Assessment, 1995

ment of Justice agencies see financial crime analy-
sis as important but subordinate to the larger battle
against drugs and organized crime.

Recognizing that crimes such as tax evasion
and money laundering threaten the national finan-
cial system and its institutions, the Department of
Treasury has an Under Secretary for Enforcement,
elevated from the level of Assistant Secretary in
1994. Three operating bureaus—the U.S. Cus-

toms Service, the Secret Service, and the Bureau
of Alcohol, Tobacco, and Firearms-have among
their responsibilities some aspects of control of
money laundering. The U.S. Customs Service has
the primary responsibility for stopping the illegal
crossborder flow of funds, both as smuggled cur-
rency (the Office of Inspections and Control) and
as wire transfers and funds transmittals (the Office
of Enforcement). The Secret Service and Bureau
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of Alcohol, Tobacco, and Firearms concentrate
more on counterfeiting but are sometimes called
on to assist in anti-money-laundering operations.

Elsewhere in the Department of Treasury, the
IRS has multiple responsibilities under the BSA.
Its Criminal Investigations Division can initiate
investigations of persons or organizations, includ-
ing banks and brokerage houses, for possible
criminal violations of the BSA.24 The Criminal
Investigations Division now has about 4,000 em-
ployees, nearly a quarter as many as are in IRS's
Tax Collections Division. 

The role of the IRS in pursuit of money laun-
derers has greatly increased in recent years, large-
ly at the behest of Congress.25 That role is
however controversial. The justification for IRS
enforcement is that most kinds of money launder-
ing result in tax evasion, and some money laun-
dering is done for the specific purpose of tax
evasion. A few extreme critics raise the question
of whether it is right that some tax evadersÐ
namely, those suspected of other crimes that have
not been (and perhaps cannot be) provenÐshould
be selected and given high priority for especially
severe investigation and prosecution.26 They ar-

gue that this is ªtargeting a special class of tax
evaders for a special kind of tax enforcement by
arbitrary administrative fiat,º27 and they suggest
that such sanctions could be, and perhaps have
been, used against ªpolitical dissidentsº such as
civil rights protesters or antiwar activists.

STATE LAW ENFORCEMENT
Twenty-three states have laws against money
laundering; these differ somewhat as to the ele-
ments of the offense and as to penalties.28 Not all
of the states with money laundering laws have ac-
tive enforcement programs. The most long-stand-
ing and well-developed programs are in Arizona,
Texas, and California.29

Only a few states require currency transaction
reporting by state-chartered banks. Under Fin-
CEN's Project Gateway, states are able to receive
electronically all CTRs pertinent to their jurisdic-
tion.30 Some states have laws that allow for con-
fiscation of property obtained with funds from
illegal activities. The Arizona Racketeering Act is
one of the most comprehensive and effective.31

Arizona has an aggressive multiagency anti-

24 The exception is the smuggling of currency across borders, which is the responsibility of the Customs Service. Otherwise, the IRS shares
responsibility for investigations with other law enforcement agencies. A Criminal Investigations Division strategy statement provided to OTA
says that the IRS has the mission of ªutilizing its statutory jurisdiction in concert with the financial investigative expertise of its special agents in
conjunction with the efforts of other federal law enforcement agencies.º

25 According to some IRS officials, in discussion with OTA staff.
26 This was the case, for example, when Al Capone was jailed for tax evasion.
27 David Burnham, A Law Unto Itself: the IRS and the Abuse of Power (New York: Vintage Books, 1991), p. 76. Burnham likens this to past

efforts to use IRS audits and prosecutions for general law enforcement purposes or, according to Burnham, for political purposesÐagainst gam-
bling, in the early 1950s under pressure from Senator Estes Kefaufer; against organized crime in the 1960s under Attorney General Robert
Kennedy; against drug traffickers in the 1970s under President Nixon; and against war protestors and civil rights activists, also under President
Nixon (pp. 90-98). Robert E. Powis, Dep. Asst. Secretary of the Treasury for Enforcement from 1981-1984, notes (approvingly) that under
President Nixon ªtax cases were successfully prosecuted where not enough evidence could be collected to make a drug case.º Robert E. Powis,
The Money Launderers (Chicago: Probus Publishing Co., 1992).

28 General Accounting Office, Money Laundering: State Efforts To Fight it Are Increasing but More Federal Help is Needed, GAO/
GGD-93-1, October 1992.

29 These programs were developed under demonstration projects funded by the federal Bureau of Legal Assistance, Dept. of Justice. (In-
formation provided by the Criminal Justice Project of the National Association of Attorneys General; Michael P. Hodge, Project Director, and
Thomas R. Judd, Special Counsel, discussion on Aug. 9, 1994).

30 At least seven states could do so at the end of 1994; the others are in the process of being brought online.
31 Clifford Karchmer and Douglas Ruch, ªState and Local Money Laundering Control Strategies,º National Institutes of Justice Research in

Brief, October 1992.
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money-laundering program that includes experi-
ments with the screening of international wire
transfers.

THE FINANCIAL CRIMES ENFORCEMENT
NETWORK (FINCEN)
FinCEN was set up within the Department of the
Treasury by Executive Order in April 1990. The
mission of FinCEN, described as a ªmultiagency
support unit,º is to support and assist federal,
state, and local law enforcement agencies and reg-
ulators by providing information and analysis,
and to identify targets for investigations of money
laundering and other financial crimes. FinCEN's
establishment reflected the conviction that the
most effective way of disrupting organized crime
is to cut off or seize the profits from illegal activi-
ties. FinCEN is ªan intelligence operation dedi-
cated to the analysis of the financing of criminal
enterprises whatever their primary criminal activ-
ity (drugs, racketeering, vice, etc.),º and ª. . . hav-
ing the capacity and opportunity to ask deep
structural questions about trends and practices in
modern money laundering techniques.º32 Fin-
CEN's organization and activities testify to the
dominant role that computerized information and
computer-supported analysis are coming to play
in law enforcementÐan importance that is some-
times resisted or denigrated by old line ªstreetº
law enforcement agents.

In late 1994, FinCEN absorbed the Treasury
Department's Office of Financial Enforcement
and was given the expanded mission of oversee-
ing the full range of the Department's regulatory
and enforcement responsibilities under the BSA
(Bank Secrecy Act). FinCEN has a staff of 200, in-
cluding 87 intelligence analysts and 23 agentsÐ
of these, 12 analysts and 22 agents are on

temporary detail from law enforcement agen-
cies.33 It had been expected to grow steadily over
its first four or five years as its advanced computer
systems were developed or acquired and as federal
and state agencies became accustomed to calling
on its expertise. Budget restrictions and the move-
ment to downsize the federal government have
moderated FinCEN's anticipated growth some-
what but the budget was $21.2 million in FY
1994.

FinCEN analysts and agents support law en-
forcement in several ways:

� by using database searches to answer the re-
quests of law enforcement agencies for in-
formation,

� by identifying suspected offenders by analyz-
ing and relating multiple databases,

� by providing evidentiary and analytical support
for ongoing investigations, and

� by developing and disseminating research and
policy studies on money laundering enforce-
ment.

The targeting of suspects is the most proactive
of FinCEN's activities. In the first year that the
proactive targeting system was in use, about 200
referrals were made; it is not known how many ac-
tive investigations are underway as a result.34

In all of its work, FinCEN operates by integrat-
ing and analyzing information from a wide range
of government and commercial sources, using ad-
vanced computer techniquesÐincluding many
usually categorized as ªartificial intelligenceº
(AI)Ðto link or relate disparate bits of data and
thereby reveal relationships or patterns that are, or
may be, indicative of illegal financial activities
(see chapter 4 for details).

32 Malcolm K. Sparrow, ªThe Application of Network Analysis to Criminal Intelligence: An Assessment of the Prospects,º Social Networks
13 (1991), p. 261.

33 As of January 1995.
34 In response to one inquiry from federal agents in ªa large Western city,º FinCEN analysts identified 25 potential targets. After initial

investigations in the field, FinCEN was asked to do further searches on seven of these, and eventually two multiagency investigations began.
One of these has already resulted in identifying a narcotics ring for which money was being laundered, leading to arrests and seizure of cocaine.
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The basic source of data is Treasury's financial
database made up of those reports required by the
BSA, and described earlier in this chapter.35 Fin-
CEN now receives and monitors all CTRs sub-
mitted by financial institutions, about 10 million a
year.36 In proactive targeting of suspects, FinCEN
analysts use a system based on principles derived
from artificial intelligence. The system links to-
gether transactions according to common subjects
and accounts. Combining a variety of clues or
ªrulesº worked out by the developers, it then per-
forms an evaluation of suspiciousness for all sub-
jects, accounts, and transactions. Analysts select
the most suspicious subjects and accounts for fur-
ther analysis, including matching them with in-
formation in a score of other government and
commercial databases as shown in box 3-1, using
link analysis. In this way an otherwise unknown
subject, making a sizable cash deposit, may be
linked through his/her account number, address,
social security number, or company name to other
transactions or other bank accounts, perhaps held
by persons who are already known to law enforc-
ers as suspects.

The computer program that supports this link-
ing activity is known as the FinCEN Artificial In-
telligence System (FAIS); it is a rule-based expert
system. An early version was developed in the
mid-1980s by investigators at the U.S. Customs
Service. The Customs development group was
transferred to FinCEN when it was created in
1990, and the system came into use in March,
1993 (see box 4-1 in chapter 4 for details). Devel-
opment continues; the 400 ªrulesº on which the
targeting system works are steadily being revised
and improved.

Wire transfer records are not now accessible to
FinCEN. The number of transfers made dailyÐ
now more than 700,000Ðis so large that the ca-
pacity of FinCEN's current systems would
undoubtedly be far overwhelmed. However, if it
were possible to reduce the amount of data to be
manipulated by three-quartersÐfor example, by
automatically exempting the records of transfers
of well-known corporations and financial institu-
tionsÐit might be possible to match the remain-
ing 25 percent against CTR records and where
there is an apparent match, call out additional in-
formation from FinCEN's other database sources.

FinCEN systems developers base their systems
on a modular client-server architecture with per-
sonal computers as the primary analyst work sta-
tion, and a local area network for connectivity.
They emphasize the maximum use of off-the-shelf
commercial or government-developed software.
Telecommunications channels into FinCEN and
the ability of outsiders to dial up FinCEN comput-
ers and databases is tightly controlled in the inter-
ests of information privacy, security and integrity.

Other computer projects developed by FinCEN
to support law enforcement include Project Gate-
way and the Criminal Referral System. The first
allows State law enforcement coordinators (the
designated contacts between State agencies and
FinCEN) to access directly the IRS Financial Da-
tabase of CTRs and other BSA reports. All but
four states are now online, and access is currently
being developed for those four. The Criminal Re-
ferral System will contain Criminal Referral and
Suspicious Transaction Reports (described in
chapter 1) identifying bank employees, bank cus-
tomers, or others that have been the subject of

35 FinCEN's authority to receive and use Form 8300 dataÐdata from the forms filed by nonfinancial institutions, such as car dealers, to
report large cash transactionÐexpired in November 1992. These data are considered to be tax information, and access is therefore legally lim-
ited. Legislation to renew FinCEN's access has been proposed but is still pending. Currency and Monetary Instrument Reports (CMIRs), Cus-
toms Service forms for reporting funds being carried out of the country, are available to FinCEN electronically through the Customs Service's
Financial Databases.

36 About two years of CTR data are stored on the system; eventually there will be five years of data.
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Government Databases:
■

■

■

■

■

■

■

■

■

■

■

■

Department of the Treasury Financial Database: Currency Transaction Reports (CTRs), Casino Currency

Transaction Reports (CTRCs), and other reports required under the Bank Secrecy Act (BSA)

Treasury Enforcement Communications System: individual travel records, private aircraft entry records,

importers and exporters

Postal Inspection Service: records of open and closed criminal cases involving postal fraud and related

crimes

Interpol Case Tracking System: international criminal case records

Narcotics and Dangerous Drugs Information System: case files of the Drug Enforcement Administration

U.S. Customs Service Automated Commercial Data System: data on exports and imports

Immigration Service: student visas held by nonimmigrants

Department of the Treasury: lists of purchasers of U.S. Treasury bills and bonds

U.S. Department of Agriculture: records of foreign nationals purchasing U.S. property

Metromail: all U.S. mail directories, forwarding information, changes of address requests to major pub-

lishers, records of who lives at what address, and for how long

Courthouse records: real estate information for many counties and cities in 11 states, listing owners

(name and address), sales, etc.

Bureau of Public Debt records

Commercial Databases:
■

■

■

■

■

■

■

■

■

■

●

■

Dunn & Bradstreet: U.S. corporate registrations, officers, etc.

Dunn & Bradstreet International: same as above

LEXIS/NEXIS: legal briefs, court decisions, public filings, newspaper and magazine articles

National Association of Securities Dealers (NASDA):1 licensed brokers/dealers of over-the-counter

stocks, disciplinary actions against them

CBI-lDENT/DTEC: a credit bureau from which FinCEN can get identifying information on individuals, in-

cluding name, address (current and past), and social security number, but cannot access credit history

InfoSouth: stores and searches news articles from many South American countries

Information America: corporate records, including location, officers and partners, registered agents,

liens and judgments, SEC filings, bankruptcy records, etc.

Invest/Net: Information about companies required to file with the Securities and Exchange Commission,

the Federal Deposit Insurance Corporation, and the Office of Thrift Supervision

National Center for Missing and Exploited Children: cases.

Phonedisk: addresses and phone numbers in New York and New England

Printice Hall On Line: corporate information, bankruptcies, tax liens, judgments, foreclosures, plaintiff

and defendant listings

TRW-Sherlock: a credit bureau from which FinCEN can get identifying information on individuals, includ-

ing name, address (current and past), and social security number, but cannot access credit history.

1 The National Association of Securities Dealers is a self-governing organization of dealers of over-the-counter (i.e., non-ex-

change-listed) stocks

SOURCE: Financial Crimes Enforcement Network (FinCEN), Annual Report, September 1993.
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BSA reports, investigations, or prosecutions.
When the Criminal Referral System becomes ful-
ly operational,37 it will first allow online access to
five regulatory agencies overseeing financial
institutions.38 A second phase of the development
will provide on-line access for federal law en-
forcement agencies.

Further down the road are other analytical sup-
port systems, including:

� An autoquery prototype that will allow users to
type in a name, account number, or other identi-
fiers and automatically locate and abstract re-
lated information from all databases (the
system is intended to cut analysts' time for per-
forming these tasks by two-thirds); and

� a text-retrieval system to scan in and search
documents such as indictments.

In addition to direct services in response to law
enforcement inquiries, FinCEN services and
products include:

� analyses of Federal Reserve Bank data on the
shipment of currency from and to member fi-
nancial institutions (analyses are performed by
geographical region to identify ªabnormali-
tiesº such as an unexplained surplus of cash in
one location);

� ªthreat assessments,º or evaluations of likeli-
hood of money laundering activity, for states
that are considering anti-money-laundering
programs, or are seeking to improve the alloca-
tion of law enforcement resources; and

� assessments of money laundering by country.

In FY 1994, its third full year of operation, Fin-
CEN received 6,153 inquiries from 158 law en-
forcement agencies.39 In spite of some clear
successes, evaluation of FinCEN's help to law en-
forcers is difficult. FinCEN itself has little direct
feedback from clients and thus little knowledge of
the results of its referrals. Some field level law en-
forcement agents are skeptical; some told OTA
that they have not been aware of any assistance
from the agency. IRS, Customs, DEA, and FBI
agents who have worked ªon the streetº or
mounted active operations told OTA that they re-
lied much more heavily on their own agencies' in-
telligence units, on undercover agents, or on tips
from informants. However, there may be reasons
for this; leads generated by FinCEN may be
passed through higher levels of a user agency to its
agents without being identified as to source. Fin-
CEN information may be discounted or ignored
by some agents who are not used to dealing with
that kind of data. Some agents who talked with
OTA had not been on the street for several years,
and FinCEN's most sophisticated products have
been introduced in the last year or two. Higher lev-
el comments may well be intended to protect an
agency's own image and budget.

Outside of law enforcement, some FinCEN
critics have charged that the agency's activities
constitute systematic violation of citizens' priva-
cy.40 More moderate privacy experts still view the
manipulation and matching of information from
many databases to reveal a complex pattern of fi-
nancial activity by an individual, as a substantial

37 The Criminal Referral System was to have become operational in early 1994 but was delayed by a series of decisions increasing the
number of agencies to be served, the data to be included, and the reporting thresholds. It is now expected to be operational in September 1995.

38 These are the Office of the Comptroller of the Currency, the Board of Governors of the Federal Reserve System, the Office of Thrift
Supervision, the Federal Deposit Insurance Corporation, and the National Credit Union Administration.

39 About 20 percent of these inquiries were from local and state agencies, 77 percent from federal agencies, and 3 percent (214 inquiries)
from international agencies.

40 For example, Jeffrey Rothfeder, a journalist and privacy advocate, charges that FinCEN . . .ªcreates files on financially active individuals;
these files are then electronically overlaid with information on individuals taken from supposedly secure federal databanks, which FinCEN has
immediate online access to . . .º and, Rothfeder concludes, FinCEN may therefore have invaded the privacy of ªmillions of innocent Ameri-
cansº by putting them under surveillance. Jeffrey Rothfeder, Privacy for Sale (New York: Simon & Schuster, 1992).
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intrusion on citizens privacy41 (see chapter 5 for
discussion of financial privacy). Especially as
FinCEN opens up its databases to state and local
law enforcement officials, the possibility of gross
violations of financial privacy may increase.42 On
the other hand, there have been a number of legis-
lative and administrative attempts to expand Fin-
CEN's power by fully exempting it from the
provisions of both the Privacy Act and the Right to
Financial Privacy Act.43

Because of the international dimension of
much financial crime, FinCEN needs to cooperate
with law enforcement agencies in other countries.
Such cooperation is often complicated by the fact
that some countries have privacy laws more strin-
gent than those in the United States, that prohibit
or limit the sharing of financial data, even for law
enforcement purposes. (These issues are dis-
cussed in chapters 5 and 6.) FinCEN can share
BSA data with other countries on the authority of
the FinCEN director; however, to share the in-
formation in the other government databases that
it uses, FinCEN must get permission from the
agencies that own the data.

FinCEN has close liaison with the international
Financial Action Task Force (FATF), and Interpol
(see chapter 6). It has cooperative agreements with
agencies similar to itself in several countriesÐ
AUSTRAC in Australia (described below) and
TracFin in France.

AUSTRAC (the Australian Transaction Re-
ports and Analysis Centre) is Australia's federal
agency for recording and analyzing financial re-
cords, closely analogous to FinCEN. AUSTRAC
collects and analyzes three types of data: 1) large
cash transactions (including domestic and cross-

border transactions and federal bank system cash
reserves), 2) international wire transfers, and 3)
reports of suspicious transactions. Large cash
transactions are reported to the agency under the
Financial Transaction Reports Act (FTR), which
is similar to the U.S. Bank Secrecy Act. The FTR
was amended in 1992 to require records of in-
ternational wire transfers also to be forwarded to
AUSTRAC.44 (Domestic and bank-to-bank trans-
fers not on behalf of customers are excluded.) The
agency also integrates data that indicates the
amounts of cash that financial institutions are
transferring from and back to the Bank of Austra-
lia (Australia's central bank). This helps to identi-
fy institutions where large cash transactions are
not being accurately reported. AUSTRAC thus
uses much the same techniques that FinCEN relies
onÐi.e., relating disparate bits of financial in-
formation from multiple databasesÐbut has the
additional capability of adding wire transfer in-
formation.

The AUSTRAC system for analyzing wire
transfer appears to be a close analog to the pro-
posed U.S. wire transfer analysis system, al-
though operational problems imposed by scale
differences in the two countries' banking systems
and economies are significant (see chapter 4).
AUSTRAC receives reports of all international
wire transfers, known as International Funds
Transfer Instructions, within 24 hours of their
transmission. An Electronic Data Delivery Sys-
tem (EDDS) allows automated transfer of this
data to AUSTRAC from financial institutions,
which run EDDS software on IBM-compatible
computers equipped with a modem. Data is down-

41 L. Richard Fischer, The Law of Financial Privacy: A Compliance Guide (2nd ed.) (Boston: MA: Warren, Gorham, & Lamont, 1991) 2:03
(1), 2-11.

42 Professor Joel Reidenberg of Fordham University School of Law cautioned OTA workshop participants (Sept. 28, 1994) that the expan-
sion of FinCEN's work in the area of data matching and transaction profiling may violate the spirit of the Right to Financial Privacy Act, to the
extent that law enforcement ªseeks to re-create an individual's transaction patternsº without the authority of a court order.

43 Matthew N. Kleiman, ªThe Right to Financial Privacy vs. Computerized Law Enforcement, a New Fight in an Old Battle,º Northwestern
University Law Review 86, no. 4, Summer 1992.

44 AUSTRAC was originally known as the Cash Transaction Reports Agency; the name was changed when analysis of wire transfers was
added to its mission in late 1992.
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loaded to AUSTRAC daily. The system imposes
minimal requirements on financial institutions,
according to AUSTRAC.

AUSTRAC integrates all of the financial data
into a single database, and can retrieve it through a
single query through the Transaction Reports
Analysis and Query (TRAQ) system. TRAQ
consists of three subsystems: basic query, report
preparation, and automated screening. The latter
subsystem, called ScreenIT, automatically
screens FTR information for unusual transactions
that may be of interest to Australian taxation or
law enforcement agencies.

ScreenIT is a knowledge-based application that
couples state-of-the-art computing with the
pooled knowledge and experience of Australia's
law enforcement and tax agencies, by whom it
was developed.45 It extracts from the financial da-
tabases specific pieces of information that meet
criteria set by these agencies. The objective in de-
veloping the system was to have it ªautomatically
detect information on major unusual transac-
tions. . . .º The items that are flagged often have to
do with shell corporations, tax shelter and bank se-
crecy countries, structuring of deposits and irregu-
larities in relation to international trade, especially
when related to persons already under investiga-
tion or previously identified as suspicious.

AUSTRAC officials believe that the ScreenIT
system has proven valuable. There have been a
number of informal indicators that the system is
successful at identifying suspicious transactions.
In some cases, suspicious activities by particular
individuals have been identified by both ScreenIT
and by suspicious transaction reports issued by fi-
nancial institutions. ScreenIT has also identified
cases involving persons already under investiga-
tion by domestic and/or international law enforce-

ment organizations. Finally, feedback from
AUSTRAC's clients has been positive.

The Australian Taxation Office (similar to the
U.S. IRS) and Australian law enforcement agen-
cies have had online access to FTR information
since 1990, and access to International Funds
Transfer Instructions (IFTI) and other FTR in-
formation since the second half of 1993.

It must be emphasized, however, that the prob-
lem of monitoring of wire transfers in Australia
and the United States is very different in scale. In
Australia, there are approximately 20,000 wire
transfers daily, as compared with perhaps 700,000
in the United States. In Australia, moreover,
approximately 90 percent of all reportable interna-
tional wire transfers pass through only four large
banks rather than the 10 to 20 money center banks
that participate in the United States.

SUMMARY
Law enforcement agencies traditionally at-
tempted to track money laundering in order to de-
tect and document an underlying crime. The
attractiveness of this strategy grew as frustration
developed over failed attempts to stop drug traf-
ficking, and further increased as the role of money
laundering in terrorism, illegal arms trading, and
white collar crime was realized. A series of laws
gradually criminalized activities related to money
laundering, and expanded civil proceduresÐno-
tably asset forfeitureÐprovided other weapons
for controlling money laundering. However, some
of these tacticsÐincluding tax evasion prosecu-
tion and asset forfeitureÐtogether with proposals
for increased monitoring of financial records,
have aroused criticism. This is an area where there
is strong tension between the need for effective
law enforcement and the desire to limit police

45 Graham Pinner, Deputy Director, AUSTRAC, personal communication, Aug. 1, 1994. The development of ScreenIT was supported by
several agencies, beginning in late 1992. These agencies were: the Australian Securities Commission, Australian Federal Police, National
Crime Authority, Australian Customs Service, Australian Taxation Office, and AUSTRAC. The agencies formed a management group to guide
development of the system and to evaluate the information produced by the system. In October 1993, the management group began evaluating
information produced by a prototype system. Five months later, the ScreenIT Management Group unanimously agreed that the system was
successful in identifying potentially nefarious activity and that use of the system should move into an operational phase.º
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power in the interest of individual privacy and au-
tonomy. The use of computerized surveillance of
financial transactions could exacerbate these ten-
sions.

The institutional responsibility for federal anti-
money-laundering efforts is dispersed, but there
are a number of mechanisms for interagency
cooperation. State and local anti-money-launder-
ing programs are for the most part at an early stage
of development. Because of the national and in-
ternational dimensions of money laundering, fed-
eral leadership in its control is critical, as is
coordination among federal civilian law enforce-
ment agencies, intelligence agencies, local police,
and federal and state bank regulators.

One institution that could play a central role in
computer-assisted monitoring of wire transfer re-
cords is FinCEN, and a model for this involve-
ment existsÐAustralia's AUSTRAC. However,
giving this expanded responsibility to FinCEN
could require an order of magnitude increase in
the agency's resources. Many law enforcement of-
ficers, especially those in the field, question
whether the results would justify the allocation of
resources; but this may reflect a parochial point of
view. Other critics of FinCEN object because of
the implied invasion of individual privacy and
corporate confidentiality.


