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Preface

The Commission staff organized its work around specialized studies, or monographs,
prepared by each of the teams. We used some of the evolving draft material for these
studies in preparing the seventeen staff statements delivered in conjunction with the
Commission’s 2004 public hearings. We used more of this material in preparing draft
sections of the Commission’s final report. Some of the specialized staff work, while not
appropriate for inclusion in the report, nonetheless offered substantial information or
analysis that was not well represented in the Commission’s report. In a few cases this
supplemental work could be prepared to a publishable standard, either in an unclassified
or classified form, before the Commission expired.

This study is on terrorist financing. It was prepared principally by John Roth, Douglas
Greenburg, and Serena Wille, with editing assistance from Alice Falk. As in all staff
studies, they often relied on work done by their colleagues.

This is a study by Commission staff. While the Commissioners have been briefed on the

work and have had the opportunity to review earlier drafts of some of this work, they
have not approved this text and it does not necessarily reflect their views.

Philip Zelikow
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Chapter 1

Introduction and Executive Summary

Introduction

After the September 11 attacks, the highest-level U.S. government officials publicly
declared that the fight against al Qaeda financing was as critical as the fight against al
Qaeda itself. It has been presented as one of the keys to success in the fight against
terrorism: if we choke off the terrorists’ money, we limit their ability to conduct mass
casualty attacks. In reality, completely choking off the money to al Qaeda and affiliated
terrorist groups has been essentially impossible. At the same time, tracking al Qaeda
financing has proven a very effective way to locate terrorist operatives and supporters
and to disrupt terrorist plots.

As a result, the U.S. terrorist financing strategy has changed from the early post-9/11
days. Choking off the money remains the most visible aspect of our approach, but it is not
our only, or even most important, goal. Ultimately, making it harder for terrorists to get
money is a necessary, but not sufficient, component of our overall strategy. Following the
money to identify terrorist operatives and sympathizers provides a particularly powerful
tool in the fight against terrorist groups. Use of this tool almost always remains invisible
to the general public, but it is a critical part of the overall campaign against al Qaeda.
Moreover, the U.S. government recognizes—appropriately, in the Commission staff’s
view—that terrorist-financing measures are simply one of many tools in the fight against
al Qaeda.

This monograph, together with the relevant parts of the Commission’s final report,
reflects the staff’s investigation into al Qaeda financing and the U.S. government’s efforts
to combat it. This monograph represents the collective efforts of a number of members of
the staff. John Roth, Douglas Greenburg and Serena Wille did the bulk of the work
reflected in this report. Thanks also go to Dianna Campagna, Marquittia Coleman,
Melissa Coffey and the entire administrative staff for their excellent support. We were
fortunate in being able to build upon a great deal of excellent work already done by the
U.S. intelligence and law enforcement communities.

The starting point for our inquiry is 1998, when al Qaeda emerged as a primary global
threat to U.S. interests. Although we address earlier periods as necessary, we have not
attempted to tell the history of al Qaeda financing from its inception. We have sought to
understand how al Qaeda raised, moved, and stored money before and after the
September 11 attacks, and how the U.S. government confronted the problem of al Qaeda
financing before and after 9/11. We have had significant access to highly classified raw
and finished intelligence from the intelligence community, have reviewed law
enforcement, State Department, and Treasury Department files, and have interviewed at
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length government officials, from street-level agents to cabinet secretaries, as well as
non-government experts, representatives from the financial services industry, and
representatives of individuals and entities directly affected by U.S. government action to
combat al Qaeda financing.

This monograph does not attempt a comprehensive survey of all known data on al Qaeda
financing and every government action to combat it. Rather, we have sought to
understand the issues that make a difference, what the 9/11 disaster should have taught us
about these issues, and the extent to which the current U.S. strategy reflects these lessons.
What we have found is instructive in the larger analysis of what the U.S. government can
do to detect, investigate, deter, and disrupt al Qaeda and affiliated terrorist groups bent on
mass casualty attacks against the United States.'

Executive Summary

September 11 financing

The September 11 hijackers used U.S. and foreign financial institutions to hold, move,
and retrieve their money. The hijackers deposited money into U.S. accounts, primarily by
wire transfers and deposits of cash or travelers checks brought from overseas.
Additionally, several of them kept funds in foreign accounts, which they accessed in the
United States through ATM and credit card transactions. The hijackers received funds
from facilitators in Germany and the United Arab Emirates or directly from Khalid
Sheikh Mohamed (KSM) as they transited Pakistan before coming to the United States.
The plot cost al Qaeda somewhere in the range of $400,000—500,000, of which
approximately $300,000 passed through the hijackers’ bank accounts in the United
States. The hijackers returned approximately $26,000 to a facilitator in the UAE in the
days prior to the attack. While in the United States, the hijackers spent money primarily
for flight training, travel, and living expenses (such as housing, food, cars, and auto
insurance). Extensive investigation has revealed no substantial source of domestic
financial support.

Neither the hijackers nor their financial facilitators were experts in the use of the
international financial system. They created a paper trail linking them to each other and
their facilitators. Still, they were easily adept enough to blend into the vast international
financial system without doing anything to reveal themselves as criminals, let alone
terrorists bent on mass murder. The money-laundering controls in place at the time were
largely focused on drug trafficking and large-scale financial fraud and could not have
detected the hijackers’ transactions. The controls were never intended to, and could not,
detect or disrupt the routine transactions in which the hijackers engaged.

! Our investigation has focused on al Qaeda financing and the country’s response to it. Although much of
our analysis may apply to the financing of other terrorist groups, we have made no systematic effort to
investigate any of those groups, and we recognize that the financing of other terrorist groups may present
the government with problems or opportunities not existing in the context of al Qaeda.
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There is no evidence that any person with advance knowledge of the impending terrorist
attacks used that information to profit by trading securities. Although there has been
consistent speculation that massive al Qaeda—related “insider trading” preceded the
attacks, exhaustive investigation by federal law enforcement and the securities industry
has determined that unusual spikes in the trading of certain securities were based on
factors unrelated to terrorism.

One of the pillars of al Qaeda: Fund-raising

Al Qaeda and Usama Bin Ladin obtained money from a variety of sources. Contrary to
common belief, Bin Ladin did not have access to any significant amounts of personal
wealth (particularly after his move from Sudan to Afghanistan) and did not personally
fund al Qaeda, either through an inheritance or businesses he was said to have owned in
Sudan. Rather, al Qaeda was funded, to the tune of approximately $30 million per year,
by diversions of money from Islamic charities and the use of well-placed financial
facilitators who gathered money from both witting and unwitting donors, primarily in the
Gulf region. No persuasive evidence exists that al Qaeda relied on the drug trade as an
important source of revenue, had any substantial involvement with conflict diamonds, or
was financially sponsored by any foreign government. The United States is not, and has
not been, a substantial source of al Qaeda funding, although some funds raised in the
United States may have made their way to al Qaeda and its affiliated groups.

After Bin Ladin relocated to Afghanistan in 1996, al Qaeda made less use of formal
banking channels to transfer money, preferring instead to use an informal system of
money movers or bulk cash couriers. Supporters and other operatives did use banks,
particularly in the Gulf region, to move money on behalf of al Qaeda. Prior to 9/11 the
largest single al Qaeda expense was support for the Taliban, estimated at about $20
million per year. Bin Ladin also used money to train operatives in camps in Afghanistan,
create terrorist networks and alliances, and support the jihadists and their families.
Finally, a relatively small amount of money was used to finance operations, including the
approximately $400,000-500,000 spent on the September 11 attacks themselves.

U.S. government efforts before the September 11 attacks

Terrorist financing was not a priority for either domestic or foreign intelligence
collection. As a result, intelligence reporting on the issue was episodic, insufficient, and
often inaccurate. Although the National Security Council considered terrorist financing
important in its campaign to disrupt al Qaeda, other agencies failed to participate to the
NSC’s satisfaction, and there was little interagency strategic planning or coordination.
Without an effective interagency mechanism, responsibility for the problem was
dispersed among a myriad of agencies, each working independently.
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The FBI gathered intelligence on a significant number of organizations in the United
States suspected of raising funds for al Qaeda or other terrorist groups. Highly motivated
street agents in specific FBI field offices overcame setbacks, bureaucratic inefficiencies,
and what they believed to be a dysfunctional Foreign Intelligence Surveillance Act
(FISA) system” to gain a basic understanding of some of the largest and most problematic
terrorist-financing conspiracies since identified. The FBI did not develop an endgame,
however. The agents continued to gather intelligence with little hope that they would be
able to make a criminal case or otherwise disrupt the operations. The FBI could not turn
these investigations into criminal cases because of insufficient international cooperation,
a perceived inability to mingle criminal and intelligence investigations due to the “wall”
between intelligence and law enforcement matters, sensitivities to overt investigations of
Islamic charities and organizations, and the sheer difficulty of prosecuting most terrorist-
financing cases. As a result, the FBI rarely sought to involve criminal prosecutors in its
terrorist-financing investigations. Nonetheless, FBI street agents had gathered significant
intelligence on specific groups.

On a national level the FBI did not systematically gather and analyze the information its
agents developed. It lacked a headquarters unit focusing on terrorist financing, and its
overworked counterterrorism personnel lacked time and resources to focus specifically on
financing. The FBI as an organization therefore failed to understand the nature and extent
of the jihadist® fund-raising problem within the United States or to develop a coherent
strategy for confronting the problem. The FBI did not, nor could it, fulfill its role to
provide intelligence on domestic terrorist financing to government policymakers and did
not contribute to national policy coordination. For its part, the Criminal Division of the
Department of Justice had no national program for prosecuting terrorist-financing cases,
despite a 1996 statute that gave it much broader legal powers for doing so. The
Department of Justice could not develop an effective program for prosecuting these cases
because its prosecutors had no systematic way to learn what evidence of prosecutable
crimes could be found in the FBI’s intelligence files, to which they did not have access.

The U.S. intelligence community largely failed to comprehend al Qaeda’s methods of
raising, moving, and storing money, because it devoted relatively few resources to
collecting the strategic financial intelligence that policymakers were requesting or that
would have informed the larger counterterrorism strategy. Al Qaeda financing was in
many respects a hard target for intelligence gathering. But the CIA also arrived belatedly

? This monograph is a survey and analysis of the government’s efforts with regard to terrorist financing
both before and after 9/11. This necessarily touches on many different aspects of the government’s
counterterrorism efforts, including the FISA review process and barrier between law enforcement and
intelligence information. We did not attempt, however, to conduct an exhaustive review of those issues.
Rather, we refer the reader to the 9/11 Commission Report, pp.78-80.

? We use the term jihadist to include militant Islamist groups other than the Palestinian terrorist groups,
such as Hamas and Palestinian Islamic Jihad, and Lebanese Hizbollah. The other jihadist groups who have
raised money in the United States appear to loosely share a common ideology, and many of them have been
linked directly or indirectly to al Qaeda. These groups raise funds in the United States to support Islamist
militants around the world; some of these funds may make their way to al Qaeda or affiliated groups. The
Palestinian groups and Hizbollah, which have raised large amounts of money domestically, present
different issues that are beyond the scope of our investigation.
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at an understanding of some basic operational facts that were readily available—such as
the knowledge that al Qaeda relied on fund-raising, not Bin Ladin’s personal fortune. The
CIA’s inability to grasp the true source of Bin Ladin’s funds and the methods behind
their movement hampered the U.S. government’s ability to integrate potential covert
action or overt economic disruption into the counterterrorism effort. The lack of specific
intelligence about al Qaeda financing frustrated policymakers, and the intelligence
deficiencies persisted through 9/11.

Other areas within the U.S. government evinced similar problems. The then-obscure
Office of Foreign Assets Control (OFAC), the Treasury organization charged by law with
searching out, designating, and freezing Bin Ladin assets, lacked comprehensive access
to actionable intelligence and was beset by the indifference of higher-level Treasury
policymakers. Even if those barriers had been removed, the primary Bin Ladin financial
flows at the time, from the Gulf to Afghanistan, likely were beyond OFAC’s legal
powers, which apply only domestically.

A number of significant legislative and regulatory initiatives designed to close
vulnerabilities in the U.S. financial system failed to gain traction. Some of these, such as
a move to control foreign banks with accounts in the United States, died as a result of
banking industry pressure. Others, such as a move to regulate money remitters, were
mired in bureaucratic inertia and a general antiregulatory environment.

The U.S. government had recognized the value of enlisting the international community
in efforts to stop the flow of money to al Qaeda entities. U.S. diplomatic efforts had
succeeded in persuading the United Nations to sanction Bin Ladin economically, but such
sanctions were largely ineffective. Saudi Arabia and the UAE, necessary partners in any
realistic effort to stem the financing of terror, were ambivalent and selectively
cooperative in assisting the United States. The U.S. government approached the Saudis
on some narrow issues, such as locating Bin Ladin’s supposed personal wealth and
gaining access to a senior al Qaeda financial figure in Saudi custody, with mixed results.
The Saudis generally resisted cooperating more broadly against al Qaeda financing,
although the U.S. government did not make this issue a priority in its bilateral relations
with the Saudis or provide the Saudis with actionable intelligence about al Qaeda fund-
raising in the Kingdom. Other issues, such as Iraq, the Middle East peace process,
economic arrangements, the oil supply, and cutting off Saudi support for the Taliban,
took primacy on the U.S.-Saudi agenda.

The net result of the government’s efforts, according to CIA analysis at the time, was that

al Qaeda’s cash flow on the eve of the September 11 attacks was steady and secure.

Where are we now?

It is common to say the world has changed since September 11, 2001, and this conclusion
is particularly apt in describing U.S. counterterrorist efforts regarding financing. The U.S.
government focused, for the first time, on terrorist financing and devoted considerable
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energy and resources to the problem. As a result the United States now has a far better
understanding of the methods by which terrorists raise, move, and use money and has
employed this knowledge to our advantage.

With an understanding of the nature of the threat and with a new sense of urgency, the
intelligence community (including the FBI) created new entities to focus on, and bring
expertise to, the area of terrorist fund-raising and the clandestine movement of money.
These entities are led by experienced and committed individuals, who use financial
information to understand terrorist networks, search them out and disrupt their
operations, and who integrate terrorist-financing issues into the larger counterterrorism
efforts at their respective agencies. Equally important, many of the obstacles hampering
investigations have been stripped away. The current intelligence community approach
appropriately focuses on using financial information, in close coordination with other
types of intelligence, to identify and track terrorist groups rather than to starve them of
funding.

The CIA has devoted considerable resources to the investigation of al Qaeda financing,
and the effort is led by individuals with extensive expertise in the clandestine movement
of money. The CIA appears to be developing an institutional and long-term expertise in
this area, and other intelligence agencies have made similar improvements. Still, al Qaeda
financing remains a hard target for intelligence gathering. Understanding al Qaeda’s
money and providing actionable intelligence present ongoing challenges because of the
speed, diversity, and complexity of the means and methods for raising and moving
money; the commingling of terrorist money with legitimate funds; the many layers and
transfers between donors and the ultimate recipients of the money; the existence of
unwitting participants (including donors who give to generalized jihadist struggles rather
than specifically to al Qaeda); and the U.S. government’s reliance on foreign government
reporting for intelligence.

Since the attacks, the FBI has improved its dissemination of intelligence to policymakers,
usually in the form of briefings, regular meetings, and status reports. The creation of a
unit focusing on terrorist financing has provided a vehicle through which the FBI can
effectively participate in interagency terrorist-financing efforts and ensures that these
issues receive focused attention rather than being a footnote to the FBI’s overall
counterterrorism program. Still, the FBI needs to improve the gathering and analyzing of
the information developed in its investigations. The FBI’s well-documented efforts to
create an analytical career track and enhance its analytical capabilities are sorely needed
in this area.

Bringing jihadist fund-raising prosecutions remains difficult in many cases. The inability
to get records from other countries, the complexity of directly linking cash flows to
terrorist operations or groups, and the difficulty of showing what domestic persons knew
about illicit foreign acts or actors all combine to thwart investigations and prosecutions.
Still, criminal prosecutors now have regular access to information on relevant
investigations, and the Department of Justice has created a unit to coordinate an
aggressive national effort to prosecute terrorist financing.
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In light of the difficulties in prosecuting some terrorist fund-raising cases, the
government has used administrative blocking and freezing orders under the International
Emergency Economic Powers Act (IEEPA) against U.S. persons (individuals or entities)
suspected of supporting foreign terrorist organizations. It may well be effective, and
perhaps necessary, to disrupt fund-raising operations through an administrative blocking
order when no other good options exist. The use of IEEPA authorities against domestic
organizations run by U.S. citizens, however, raises significant civil liberty concerns
because it allows the government to shut down an organization on the basis of classified
evidence, subject only to a deferential after-the-fact judicial review. The provision of the
IEEPA that allows the blocking of assets “during the pendency of an investigation” also
raises particular concern in that it can shut down a U.S. entity indefinitely without the
more fully developed administrative record necessary for a permanent IEEPA
designation.

The NSC’s interagency Policy Coordinating Committee (PCC) on terrorist financing has
been generally successful in its efforts to marshal government resources to address
terrorist-financing issues in the immediate aftermath of the attacks, although its success
likely resulted more from the personalities of its members than from its structure. As the
government’s response to the problem has evolved over time, the NSC is better situated
than an agency or a stand-alone “czar” to take the lead in forming an interagency
strategic and operational response to terrorist financing.

The attacks galvanized the international community to set up a near-universal system of
laws, tied to United Nations Security Council Resolution 1373, to freeze the assets of
terrorists and their supporters. The United States pursued an ambitious course of highly
visible asset freezes of terrorists, terrorist supporters, and terrorist-related entities. The
State Department embarked on a course of intense diplomatic pressure to ensure that the
asset freezes were truly international. Multilateral institutions, such as the Financial
Action Task Force, began to develop international antiterrorist finance standards for
financial institutions.

Saudi Arabia is a key part of our international efforts to fight terrorist financing. The
intelligence community identified it as the primary source of money for al Qaeda both
before and after the September 11 attacks. Fund-raisers and facilitators throughout Saudi
Arabia and the Gulf raised money for al Qaeda from witting and unwitting donors and
divert funds from Islamic charities and mosques. The Commission staff found no
evidence that the Saudi government as an institution or as individual senior officials
knowingly support or supported al Qaeda; however, a lack of awareness of the problem
and a failure to conduct oversight over institutions created an environment in which such
activity has flourished.

From the 9/11 attacks through spring 2003, most U.S. officials viewed Saudi cooperation
on terrorist financing as ambivalent and selective. U.S. efforts to overcome Saudi
recalcitrance suffered from our failure to develop a strategy to counter Saudi terrorist
financing, present our requests through a single high-level interlocutor, and obtain and
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release to the Saudis actionable intelligence. By spring 2003 the U.S. government had
corrected these deficiencies. Not just a more effective U.S. message but more especially
al Qaeda operations within the Kingdom in May and November 2003 focused the Saudi
government’s attention on its terrorist-financing problem, and dramatically improved
cooperation with the United States. The Saudi government needs to continue to
strengthen its capabilities to stem the flow of money from Saudi sources to al Qaeda. A
critical part of the U.S. strategy to combat terrorist financing must be to monitor,
encourage, and nurture Saudi cooperation while simultaneously recognizing that terrorist
financing is only one of a number of crucial issues that the U.S. and Saudi governments
must address together. Managing this nuanced and complicated relationship will play a
critical part in determining the success of U.S. counterterrorism policy for the foreseeable
future.

The domestic financial community and some international financial institutions have
generally provided law enforcement and intelligence agencies with extraordinary
cooperation, particularly in providing information to support quickly developing
investigations, such as the search for terrorist suspects at times of emergency. Much of
this cooperation, such as providing expedited returns on subpoenas related to terrorism, is
voluntary and based on personal relationships. It remains to be seen whether such
cooperation will continue as the memory of 9/11 fades. Efforts within the financial
industry to create financial profiles of terrorist cells and terrorist fund-raisers have proved
unsuccessful, and the ability of financial institutions to detect terrorist financing remains
limited.

Since the September 11 attacks and the defeat of the Taliban, al Qaeda’s budget has
decreased significantly. Although the trend line is clear, the U.S government still has not
determined with any precision how much al Qaeda raises or from whom, or how it spends
its money. It appears that the al Qaeda attacks within Saudi Arabia in May and November
0f 2003 have reduced—some say drastically—al Qaeda’s ability to raise funds from
Saudi sources, because of both an increase in Saudi enforcement and a more negative
perception of al Qaeda by potential donors in the Gulf. However, as al Qaeda’s cash flow
has decreased, so too have its expenses, generally owing to the defeat of the Taliban and
the dispersal of al Qaeda. Despite our efforts, it appears that al Qaeda can still find money
to fund terrorist operations. Al Qaeda now relies on the physical movement of money and
other informal methods of value transfer, which can pose significant challenges for those
attempting to detect and disrupt money flows.

Understanding the difficulties in disrupting terrorist financing, both in the United States
and abroad, requires understanding the difference between seeing “links” to terrorists and
proving the funding of terrorists. In many cases, we can plainly see that certain
nongovernmental organizations (NGOs) or individuals who raise money for Islamic
causes espouse an extremist ideology and are “linked” to terrorists through common
acquaintances, group affiliations, historic relationships, phone communications, or other
such contacts. Although sufficient to whet the appetite for action, these suspicious links
do not demonstrate that the NGO or individual actually funds terrorists and thus provide
frail support for disruptive action, either in the United States or abroad. In assessing both
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the domestic efforts of the U.S. government and the overseas efforts of other nations, we
must keep in mind this fundamental and inherently frustrating challenge of combating
terrorist financing.

Case studies and common themes

The Commission staff examined three significant terrorist-financing investigations in
existence prior to September 11 in order to (a) understand U.S. efforts to stem al Qaeda-
related terrorist financing before the September 11 attacks, (b) trace the evolution of U.S.
policy and operations since the attacks, and (c) illustrate the problems and opportunities
in the area of terrorist financing. These case studies—a Somalia-based worldwide money-
remitting organization with alleged ties to al Qaeda; two Illinois charities that allegedly
raised money for al Qaeda; and an international Saudi-based private charity, with ties to
the Saudi government, accused of being a conduit of terrorist money—have given the
staff insights into the larger problems and recommendations.

Al-Barakaat: The informal movement of money and its implication for
counterterrorist financing

Al-Barakaat (literally, “the blessing”), a money-remitting system centered in Somalia
with outlets worldwide, took shape after the collapse of the government and the banking
system in Somalia. The intelligence community developed information that Usama Bin
Ladin had contributed money to al-Barakaat to start operations, that it was closely
associated with or controlled by the terrorist group Al-Itihaad Al-Islamiya (AIAI), and
that some of al-Barakaat’s proceeds went to fund AIAI, which in turn gave a portion to
Usama Bin Ladin.

In the United States the FBI developed an intelligence case on the al-Barakaat network in
early 1999, and had opened a criminal case by 2000. Shortly after 9/11 al-Barakaat’s
assets were frozen and its books and records were seized in raids around the world,
including in the United States. Subsequent investigation by the FBI, including financial
analysis of the books and records of al-Barakaat provided in unprecedented cooperation
by the UAE, failed to establish the allegations of a link between al-Barakaat and AIAI or
Bin Ladin. No criminal case was made against al-Barakaat in the United States for these
activities. Although OFAC claims that it met the evidentiary standard for designations,
the majority of assets frozen in the United States under executive order (and some assets
frozen by other countries under UN resolution) were unfrozen and the money returned
after the U.S.-based al-Barakaat money remitters filed a lawsuit challenging the action.

The lllinois Charities: Domestic charities used to fund al Qaeda?

Two Illinois-based charities, the Global Relief Foundation, Inc. (GRF), and the
Benevolence International Foundation (BIF), have been publicly accused of providing
financial support to al Qaeda and international terrorism. GRF, a nonprofit organization

10
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with operations in 25 countries, ostensibly devoted to providing humanitarian aid to the
needy, raised millions of dollars in the United States in support of its mission. U.S.
investigators long believed that GRF devoted a significant percentage of the funds it
raised to support Islamic extremist causes and jihadists with substantial links to
international terrorist groups, including al Qaeda, and the FBI had a very active
investigation under way by the time of 9/11. BIF, a nonprofit organization with offices in
at least 10 countries, raised millions of dollars in the United States, much of which it
distributed throughout the world for purposes of humanitarian aid. As in the case of GRF,
the U.S. government believed BIF had substantial connections to terrorist groups,
including al Qaeda, and was sending a sizable percentage of its funds to support the
international jihadist movement. BIF was also the subject of an active investigation
before 9/11.

After 9/11 OFAC froze both charities’ assets, effectively putting them out of business.
The FBI opened a criminal investigation of both charities, ultimately resulting in the
conviction of the leader of BIF for non-terrorism-related charges. The Immigration and
Naturalization Service detained and ultimately deported a major GRF fund-raiser. No
criminal charges have been filed against GRF or its personnel.

The cases of BIF and GREF illustrate the U.S. government’s approach to terrorist fund-
raising in the United States before 9/11 and how that approach dramatically changed after
the terrorist attacks: the government moved from a strategy of investigating and
monitoring terrorist financing to actively disrupting suspect entities through criminal
prosecution and the use of its IEEPA powers to block their assets in the United States.
Although effective in shutting down its targets, this aggressive approach raises potential
civil liberties concerns, as the charities’ supporters insist that they were unfairly targeted,
denied due process, and closed without any evidence they actually funded al Qaeda or
any terrorist groups.® The BIF and GRF investigations highlight fundamental issues that
span all aspects of the government efforts to combat al Qaeda financing: the difference
between seeing links to terrorists and proving funding of terrorists, and the problem of
defining the threshold of information necessary to take disruptive action.

Al Haramain: International charities and Saudi Arabia

Al Haramain Islamic Foundation is a Saudi Arabia—based Islamic foundation. It is a
quasi-private, charitable, and educational organization dedicated to propagating a very
conservative form of Islam throughout the world. At its peak, al Haramain had a presence
in at least 50 countries with estimates of its total annual expenditures ranging from $30 to
$80 million. The government of Saudi Arabia has provided financial support to al

* Legal actions taken by the aggrieved parties have been largely unsuccessful either because, as in the case
of al-Barakaat, the government unfroze assets, or because of the highly deferential standard of review
afforded to the President in the exercise of his Commander in Chief powers under IEEPA. The issue is not
whether the government had the power to conduct the actions that it did. Rather, the issue is whether,
based on the nature and quality of the evidence involved, and the threat of likely harm, the government
appropriately exercised those powers against U.S. persons.

11
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Haramain in the past, although that has perhaps decreased in recent years. At least two
Saudi government officials have supervisory roles (nominal or otherwise) over al
Haramain.

Since at least 1996 the U.S. intelligence community has developed information that
various al Haramain branches supported jihadists and terrorists, including al Qaeda. Since
9/11 high-level U.S. officials have considered their options regarding al Haramain. As of
January 2003 the U.S. government was concerned that personnel in 20 of al Haramain’s
offices, including personnel within Saudi Arabia, were aiding and abetting al Qaeda and
its affiliated terrorist groups.

In March 2002 the U.S. and Saudi governments froze the assets of the Somali and
Bosnian offices of al Haramain and, simultaneously, submitted these names to the United
Nations for international listing as terrorist supporters. The United States has raised al
Haramain’s involvement in terrorist financing with the Saudi government repeatedly, in
different forms and through different channels, since 1998, but most effectively since
2003. The Saudi government has made some moves to rein in the charity since May
2003, including replacing the executive director of al Haramain, announcing the
shutdown of all overseas branches of al Haramain, and changing its relevant laws and
regulations. Some of these actions proved to be ineffective and, as a result, the U.S. and
Saudi governments froze the assets of four additional branch offices of al Haramain in
January 2004 and five additional branch offices in June 2004. The U.S. government took
additional action against the U.S. entities in February 2004 and against the former
executive director in June 2004. It remains to be seen whether the Saudis have the
political will to develop the necessary capabilities to stem the flow of funds to al Qaeda
and its related groups and to sustain these efforts over the long haul.

We completed our investigation of al Haramain in early June 2004. Subsequently, the
Saudi government announced that it would dissolve the al Haramain Islamic Foundation
and that a new Saudi charity commission would “take over all aspects of private overseas
aid operations and assume responsibility for the distribution of private charitable
donations from Saudi Arabia.” We have not assessed the state-of-play or impact of these
actions. They are moving targets and it is difficult to come to any final conclusions about
the status of al Haramain. Regardless, we believe the discussion in this chapter tells an
important story about U.S.-Saudi cooperation on terrorist financing in the post 9/11
period from which important lessons can be drawn.

12
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Findings

The funding of the hijackers

The 9/11 plot cost al Qaeda approximately $400,000—-500,000, of which
approximately $300,000 was deposited into U.S. bank accounts of the 19
hijackers. Al Qaeda funded the hijackers in the United States by three primary and
unexceptional means: (1) wire transfers from overseas to the United States, (2) the
physical transport of cash or traveler’s checks into the United States, and (3) the
accessing of funds held in foreign financial institutions by debit or credit cards.
Once here, all of the hijackers used the U.S. banking system to store their funds
and facilitate their transactions.

The hijackers and their financial facilitators used the anonymity provided by the
vast international and domestic financial system to move and store their money
through a series of unremarkable transactions. The existing mechanisms to
prevent abuse of the financial system did not fail. They were never designed to
detect or disrupt transactions of the type that financed 9/11.

Virtually all of the plot funding was provided by al Qaeda. There is no evidence
that any person in the United States, or any foreign government, provided any
substantial funding to the hijackers.

Exhaustive investigation by U.S. government agencies and the securities industry
has revealed no evidence that any person with advance knowledge of the 9/11
attacks profited from them through securities transactions.

Raising and moving money for al Qaeda

Contrary to public opinion, Bin Ladin did not have access to any significant
amounts of personal wealth (particularly after his move from Sudan to
Afghanistan) and did not personally fund al Qaeda, either through an inheritance
or businesses he owned in Sudan. Rather, al Qaeda relied on diversions from
Islamic charities and on well-placed financial facilitators who gathered money
from both witting and unwitting donors, primarily in the Gulf region.

The nature and extent of al Qaeda fund-raising and money movement make
intelligence collection exceedingly difficult, and gaps appear to remain in the
intelligence community’s understanding of the issue. Because of the complexity
and variety of ways to collect and move small amounts of money in a vast
worldwide financial system, gathering intelligence on al Qaeda financial flows
will remain a hard target for the foreseeable future.
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Intelligence gathering on al Qaeda

Within the United States, although FBI street agents had gathered significant
intelligence on specific suspected fund-raisers before 9/11, the FBI did not
systematically gather and analyze the information its agents developed. The FBI
as an organization failed to understand the nature and extent of the problem or to
develop a coherent strategy for confronting it. As a result the FBI could not fulfill
its role to provide intelligence on domestic terrorist financing to government
policymakers and did not contribute to national policy coordination.

Outside the United States, the U.S. intelligence community before 9/11 devoted
relatively few resources to collecting financial intelligence on al Qaeda. This
limited effort resulted in an incomplete understanding of al Qaeda’s methods to
raise, move, and store money, and thus hampered the effectiveness of the overall
counterterrorism strategy.

Since 9/11 the intelligence community (including the FBI) has created significant
specialized entities, led by committed and experienced individuals and supported
by the leadership of their agencies, focused on both limiting the funds available to
al Qaeda and using financial information as a powerful investigative tool. The
FBI and CIA meet regularly to exchange information, and they have cross-
detailed their agents into positions of responsibility.

Economic disruption of al Qaeda

Before 9/11 the limited U.S. and UN efforts to freeze assets of and block
transactions with Bin Ladin were generally ineffective.

Before 9/11 the Department of Justice had little success developing criminal cases
against suspected terrorist fund-raisers, despite a 1996 law that dramatically
expanded its power to do so. Because of the “wall” between criminal and
intelligence matters, both real and perceived, the prosecutors lacked access to the
considerable information about terrorist fund-raising in the United States
maintained in the FBI’s intelligence files.

The United States engaged in a highly visible series of freezes of suspected
terrorist assets after 9/11. Although few funds have been frozen since the first few
months after 9/11, asset freezes are useful diplomatic tools in engaging other
countries in the war on terror and have symbolic and deterrence value. The use of
administrative freeze orders against U.S. citizens and their organizations may, at
times, be necessary but raises substantial civil liberties issues.

Since 9/11 the FBI has recognized that its investigations of terrorist fund-raising
within the United States must have an endgame: to stop the funding or otherwise
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disrupt the terrorist supporters. The Department of Justice has created a unit to
coordinate an aggressive national effort to prosecute terrorist financing and now
regularly receives information from the FBI about terrorist fund-raising in the
United States, which it lacked before 9/11. Still, prosecuting most terrorist-
financing cases remains very challenging.

The financial provisions enacted after September 11, particularly those contained
in the USA PATRIOT Act and subsequent regulations, have succeeded in
addressing obvious vulnerabilities in our financial system. Vigilant enforcement is
crucial in ensuring that the U.S. financial system is not a vehicle for the funding
of terrorists.

Financial institutions have the information and expertise to detect money
laundering, but they lack the information and expertise to detect terrorist
financing. As a result, banks and other financial institutions play their most
important role by obtaining accurate information about their customers that can be
provided to government authorities seeking to find a known suspect in an
emergency or investigating terrorist fund-raisers.

Although the government can often show that certain fund-raising groups or
individuals are “linked” to terrorist groups (through common acquaintances,
group affiliations, historic relationships, phone communications, or other such
contacts), it is far more difficult to show that a suspected NGO or individual
actually funds terrorist groups. In assessing both the domestic efforts of the U.S.
government and the overseas efforts of other nations, we must keep in mind this
fundamental and inherently frustrating challenge of combating terrorist financing.

Interagency cooperation and coordination

Terrorist financing is, and must continue to be, closely integrated with the broader
counterterrorism effort. Terrorist-financing measures both rely on and feed the
broader effort. Terrorist financing is neither intrinsically different from nor more
complex than other counterterrorism issues. The NSC (as opposed to an agency or
a terrorist-financing “czar”) is well situated to lead the operational and strategic
integration of terrorist financing with counterterrorism generally. The
government should resist the temptation to create a terrorist-financing czar or
specialized, stand-alone entities focused on terrorist financing, and should support
the current NSC-led interagency Policy Coordinating Committee.

Diplomatic efforts and Saudi Arabia

Before the September 11 attacks, the Saudi government resisted cooperating with
the United States on the al Qaeda financing problem, although the U.S.
government did not make this issue a priority or provide the Saudis with
actionable intelligence about al Qaeda fund-raising in the Kingdom.
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e Notwithstanding a slow start, since the al Qaeda bombings in Saudi Arabia in
May and November of 2003 and the delivery of a more consistent and pointed
U.S. message, it appears that the Saudis have accepted that terrorist financing is a
serious issue and are making progress in addressing it. It remains to be seen
whether they will (and are able to) do enough, and whether the U.S. government
will push them hard enough, to substantially eliminate al Qaeda financing by
Saudi citizens and institutions. The highest levels of the U.S. government must
continue to send an unequivocal message to Saudi Arabia that the Saudis must do
everything within their power to substantially eliminate al Qaeda financing by
Saudi sources. The U.S. government must assist by continuing to provide
actionable intelligence and much-needed training to the Saudis. At the same time,
the Saudis must take the initiative to develop their own intelligence and disrupt
terrorist financing without U.S. government prompting.

Overall effectiveness of the U.S. government’s efforts on
terrorist financing since 9/11

e All relevant elements of the U.S. government—intelligence, law enforcement,
diplomatic, and regulatory (often with significant assistance from the U.S. and
international banking community)—have made considerable efforts to identify,
track, and disrupt the raising and movement of al Qaeda funds.

e While definitive intelligence is lacking, these efforts have had a significant impact
on al Qaeda’s ability to raise and move funds, on the willingness of donors to give
money indiscriminately, and on the international community’s understanding of
and sensitivity to the issue. Moreover, the U.S. government has used the
intelligence revealed through financial information to understand terrorist
networks, search them out and disrupt their operations.

e While a perfect end state—the total elimination of money flowing to al Qaeda—is
virtually impossible, current government efforts to raise the costs and risks of
gathering and moving money are necessary to limit al Qaeda’s ability to plan and
mount significant mass casualty attacks. We should understand, however, that
success in these efforts will not of itself immunize us from future terrorist attacks.
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Chapter 2

Al Qaeda’s Means and Methods to Raise, Move, and
Use Money

There are two things a brother must always have for jihad, the self and money.
An al Qaeda operative’

Al Qaeda’s methods of raising and moving money have bedeviled the world’s
intelligence agencies for good reason. Al Qaeda has developed “an elusive network...an
unconventional web™® to support itself, its operations, and its people. Al Qaeda has
demonstrated the ability, both before and after 9/11,” to raise money from many different
sources, typically using a cadre of financial facilitators, and to move this money through
its organization by a variety of conduits, including hawaladars (see the discussion of
halawas, below), couriers, and financial institutions. These sources and conduits are
resilient, redundant, and difficult to detect.

Contrary to popular myth, Usama Bin Ladin does not support al Qaeda through a
personal fortune or a network of businesses. Rather, al Qaeda financial facilitators raise
money from witting and unwitting donors, mosques and sympathetic imams, and
nongovernment organizations such as charities. The money seems to be distributed as
quickly as it is raised, and we have found no evidence that there is a central “bank” or
“war chest” from which al Qaeda draws funds. Before 9/11 al Qaeda’s money was used
to support its operations, its training and military apparatus, the Taliban, and,
sporadically, other terrorist organizations. Since 9/11 al Qaeda’s money supports
operations and operatives and their families.

Since 9/11 the disruption of al Qaeda’s sources, facilitators, and conduits, primarily
through deaths and arrests, has made funds less available and their movement more
difficult. At the same time, al Qaeda’s expenditures have decreased since 9/11 because it
no longer supports the Taliban, its training camps, or an army. That said, al Qaeda still
appears to have the ability to fund terrorist operations.

Intelligence Issues

There is much that the U.S. government did not know (and still does not know) about Bin
Ladin’s resources and how al Qaeda raises, moves, and spends its money. The
combination of Bin Ladin’s move to Afghanistan in 1996 and his censure by the

> Intelligence reporting, Apr. 13, 2004. The discussion of al Qaeda financing in this chapter is derived from
an extensive review of documents from State, Treasury and the intelligence community, as well as
interviews of intelligence analysts, law enforcement agents, and other government officials.

® Intelligence reporting, Apr. 12, 2001.

" Our pre-9/11 analysis focuses on al Qaeda after Bin Ladin arrived in Afghanistan in 1996, and especially
after he firmly established himself there by 1998.
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international community following the 1998 East Africa bombings contributed to the
difficulty in tracking this money.®

The CIA expressed the extent of the problem in April 2001:

Usama Bin Ladin’s financial assets are difficult to track because he uses a
wide variety of mechanisms to move and raise money([;]...he capitalizes
on a large, difficult-to-identify network with few long-lasting nodes for
penetration. It is difficult to determine with any degree of accuracy what
percentage of each node contributes to his overall financial position. Gaps
in our understanding contribute to the difficulty we have in pursuing the
Bin Ladin financial target. We presently do not have the reporting to
determine how much of Bin Ladin’s personal wealth he has used or
continues to use in financing his organization; we are unable to estimate
with confidence the value of his assets and net worth; and we do not know
the level of financial support he draws from his family and other donors
sympathetic to his cause.’

Even after the September 11 attacks, the intelligence community could not estimate the
total income or the relative importance of any source of Bin Ladin’s revenue stream.
High-level policymakers were frustrated and characterized themselves as “seriously
challenged...by an inability to obtain on a consistent basis solid and credible background
information on targets for blocking of assets[.]”'" More than a year after 9/11, the head of
the government’s terrorist-financing coordination effort described this gap in knowledge:

[SJometime in the next 3 months a Congressional committee is rightfully going to
haul us up to the Hill (or the President is going to call us into the Oval office) and
ask us 4 questions:

Who finances al Qaeda?

How?

Where is it?

Why don’t you have it (and stop it)?

=

Paul [O’Neill, secretary of the Treasury] could not [be able to] answer [those
questions] today. "’

¥ Mainstream Gulf area donors and the Bin Ladin family generally turned away from Usama Bin Ladin
after the East Africa bombings. Additionally, UN Security Council Resolution 1333 in December 2000
called on all member states to freeze funds in accounts associated with al Qaeda, a point discussed more
fully later in this monograph.

? Intelligence reporting, Apr. 12, 2001.

1 State Department Memorandum, Dec. 3, 2001.

" Treasury Department email, Nov. 14, 2002. The CIA contends it has much better intelligence about al
Qaeda financing than is indicated by this Department of Treasury document. In the CIA’s view, Treasury
was unhappy because the CIA’s intelligence was often extremely sensitive, so it could not be released to
support public designations.
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The volume and quality of the intelligence appear to have improved since the summer of
2002, mostly because a flood of information is being derived from custodial interviews of
captured al Qaeda members. Reliance on this information, of course, has its perils.
Detainees may provide misinformation and may misrepresent or mischaracterize their
roles or the roles of others. As a result, corroborating their information, through other
custodial interviews, documentary evidence, or other intelligence collection, is critical in
assessing what we know about al Qaeda financing. Even if what detained al Qaeda
members tell us is accurate, the information can be stale, as it necessarily describes the
state of affairs before their capture, and it is unlikely to be “actionable”—that is,
sufficient to create an opportunity for disruption or to enable investigators to follow a
money trail forward to operational elements or backward to the donors or facilitators.

Understanding al Qaeda’s money flows and providing actionable intelligence present
ongoing challenges because of the speed, diversity, and complexity of the means and
methods for raising and moving money; the commingling of terrorist money with
legitimate funds; the many layers and transfers between donors and the ultimate
recipients of the money; the existence of unwitting participants (including donors who
give to generalized jihadist struggles rather than specifically to al Qaeda); and the U.S.
government’s reliance on foreign government reporting for intelligence.

Commission staff evaluated the existing information regarding al Qaeda’s financing,
before 9/11 and today, in light of these limitations. We describe what we know,
acknowledge where the information is simply insufficient, and discuss what we are
reasonably certain did not occur. The list of purported al Qaeda funding sources is
legion: counterfeit trademarked goods, consumer coupon fraud, drug trafficking, insider
trading, support from Gulf-area governments, and conflict diamonds are the most
common. In many cases, one or two threads of information make such theories
tantalizing; but after careful review of all of the evidence available to us, including some
of the most sensitive information held by the U.S. government, we have judged that such
theories cannot be substantiated.

Al Qaeda’s Financing: Sources, Movement, Uses

Where did al Qaeda get its money?

Al Qaeda relied on fund-raising before 9/11 to a greater extent than thought at the time.
Bin Ladin did not have large sums of inherited money or extensive business resources.
Rather, it appears that al Qaeda lived essentially hand to mouth. A group of financial
facilitators generated the funds; they may have received money from a spectrum of
donors, charities, and mosques, with only some knowing the ultimate destination of their
money. The CIA estimates that it cost al Qaeda about $30 million per year to sustain its
activities before 9/11, an amount raised almost entirely through donations.
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Dispelling myths

For many years, the United States thought Bin Ladin financed al Qaeda’s expenses
through a vast personal inheritance or through the proceeds of the sale of his Sudanese
businesses. Neither was true. Bin Ladin was alleged to have inherited approximately
$300 million when his father died, funds used while in Sudan and Afghanistan. This
money was thought to have formed the basis of the financing for al Qaeda.'? Only after
NSC-initiated interagency trips to Saudi Arabia in 1999 and 2000, and after interviews of
Bin Ladin family members in the United States, was the myth of Bin Ladin’s fortune
discredited. From about 1970 until 1993 or 1994, Usama Bin Ladin received about a
million dollars per year—adding up to a significant sum, to be sure, but not a $300
million fortune. In 1994 the Saudi government forced the Bin Ladin family to find a
buyer for Usama’s share of the family company and to place the proceeds into a frozen
account. The Saudi freeze had the effect of divesting Bin Ladin of what would otherwise
have been a $300 million fortune. Notwithstanding this information, some within the
government continued to cite the $300 million figure well after 9/11, and the general
public still gives credence to the notion of a “multimillionaire Bin Ladin.”

Nor were Bin Ladin’s assets in Sudan a source of money for al Qaeda. Bin Ladin was
reputed to own 35 companies in Sudan when he lived there from 1992 to 1996, but some
may never have actually been owned by him and others were small or not economically
viable. Bin Ladin’s investments may well have been designed to gain influence with the
Sudanese government rather than be a revenue source. When Bin Ladin was pressured to
leave Sudan in 1996, the Sudanese government apparently expropriated his assets and
seized his accounts, so that he left Sudan with practically nothing. When Bin Ladin
moved to Afghanistan in 1996, his financial situation was dire; it took months for him to
get back on his feet. While relying on the good graces of the Taliban, Bin Ladin
reinvigorated his fund-raising efforts and drew on the ties to wealthy Saudi nationals that
he developed during his days fighting the Soviets in Afghanistan.

Financial facilitators and their donors

Al Qaeda depended on fund-raising to support itself. It appears that al Qaeda relied
heavily on a core of financial facilitators who raised money from a variety of donors and
other fund-raisers. Those donors were primarily in the Gulf countries, especially Saudi
Arabia. Some individual donors knew of the ultimate destination of their donations, and
others did not; they were approached by facilitators, fund-raisers, and employees of

12 Reporting from November 1998 concluded that although the $300 million figure probably originated
from rumors in the Saudi business community, it was a “reasonable estimate” as of a few years earlier,
representing what would have been Bin Ladin’s share of his family’s business conglomerate in Saudi
Arabia. The intelligence community thought it had adequately verified this number by valuing Bin Ladin’s
investments in Sudan as well as what he could have inherited from his fathers construction empire in Saudi
Arabia. Finished intelligence supported the notion that Bin Ladin’s “fortune” was still intact by concluding
that Bin Ladin could only have established al Qaeda so quickly in Afghanistan if he had ready access to
significant funds. Intelligence reporting, Nov. 17, 1998.
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corrupted charities, particularly during the Islamic holy month of Ramadan. The financial
facilitators also appeared to rely heavily on imams at mosques, who diverted zakat
donations to the facilitators and encouraged support of radical Islamic causes. Al Qaeda
fund-raising was largely cyclical, with the bulk of the money coming in during the
Islamic holy month of Ramadan.

Charities

Al Qaeda’s charities’ strategy before 9/11 had two prongs. In some instances, al Qaeda
penetrated specific foreign branch offices of large, internationally recognized charities. In
many cases, lax oversight and the charities’ own ineffective financial controls,
particularly over transactions in remote regions of the world, made it easy for al Qaeda
operatives to divert money from charitable uses. These large international Gulf charities
donated money to end recipients, usually smaller in-country charities, whose employees
may have siphoned off money for al Qaeda. In the second class of cases, entire charities
from the top down may have known of and even participated in the funneling of money
to al Qaeda. In those cases, al Qaeda operatives had control over the entire organization,
including access to bank accounts.

Much has been made of the role of charities, particularly Saudi charities, in terrorist
financing. A little context is necessary here. Charitable giving, known as zakat, is one of
the five pillars of Islamic faith. It is broader and more pervasive than Western ideas of
charity, in that it also functions as a form of income tax, educational assistance, foreign
aid, and political influence. The Western notion of the separation of civic and religious
duty does not exist in Islamic cultures. The Saudi government has declared that the Koran
and the Sunna (tradition) of Muhammad are the country’s constitution, and the clergy
within Saudi Arabia wield enormous influence over the cultural and social life of the
country.

Funding charitable works is ingrained into Saudi Arabia’s culture, and Saudi zakat has
long provided much-needed humanitarian relief in the Islamic world. In addition, a major
goal of Saudi charities is to spread Wahhabi beliefs and culture throughout the world.
Thus Saudi efforts have funded mosques and schools in other parts of the world,
including Pakistan, Central Asia, Europe, and even the United States. In some poor areas
these schools alone provide education; and even in affluent countries, Saudi-funded
Wahhabi schools are often the only Islamic schools available.

Since 9/11

Financial facilitators are still at the core of al Qaeda’s revenue stream, although there is
little question that the arrests and deaths of several important facilitators have decreased
the amount of money al Qaeda has raised and have made it more expensive and difficult
to raise and move that money. The May 2003 terrorist attacks in Riyadh, moreover, seem
to have reduced al Qaeda’s available funds even more—some say drastically—for a
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number of reasons. First, it appears that enhanced scrutiny of donors by the Saudi
government after the attacks may be having a deterrent effect. Second, Saudi law
enforcement efforts have reduced al Qaeda’s cadre of facilitators. Individuals such as
Riyadh, an al Qaeda facilitator, and “Swift Sword,” known for their ability to raise and
deliver money for al Qaeda, have been captured or killed. Lastly, the Saudi population
may feel that the fight has come to their homeland, and that they should be more cautious
in their giving as a result.

Entirely corrupt charities, such as the Wafa Charitable Foundation, are now out of
business, with many of their principals killed or captured. Charities that have been
identified as likely avenues for terrorist financing have seen their donations diminish and
their activities come under more scrutiny. The challenge is to control overseas branches
of Gulf-area charities, prevent charities from reopening under different names, and keep
corrupt employees of nongovernmental organizations from corrupting other NGOs as
they move from job to job.

Despite the apparent reduction in its overall funding, al Qaeda continues to fund terrorist
operations with relative ease. The amounts of money required for most operations are
small, and al Qaeda can apparently still draw on hard-core donors who knowingly fund it
and sympathizers who divert charitable donations to it.

The exact extent to which the donors know where their money is going remains
unknown. Still, substantial evidence indicates that many Gulf donors did know and even
wanted evidence that the fund-raisers really were connected to al Qaeda. In addition,
some donations, while not completely sinister, are not completely innocent. For example,
many donors gave funds to support the families of mujahideen fighters in Afghanistan.
Such donors may not have intentionally funded terrorism, but they certainly knew they
were supporting the families of combatants. Moreover, there is evidence that donations
increased substantially after the United States attacked al Qaeda in Afghanistan,
suggesting considerable anti-U.S. sentiment among the donors. At the same time, it seems
very likely that facilitators diverted funds from unwitting donors. To stop such revenue
from well-intentioned donors, it is necessary to capture or kill the facilitators who raise
the funds or to remove the corrupt imans, NGO officials, or others who divert them to al
Qaeda.

Allegations of other sources of revenue

Allegations that al Qaeda used a variety of illegitimate means to finance itself, both
before and after 9/11, continue to surface. The most common involve the drug trade,
conflict diamonds, and state support; none can be confirmed.

After reviewing the relevant intelligence on al Qaeda’s involvement in drug trafficking
and interviewing the leading authorities on the subject, we have seen no substantial
evidence that al Qaeda played a major role in the drug trade or relied on it as an important
source of revenue either before or after 9/11. While the drug trade was an important
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source of income for the Taliban before 9/11, it did not serve the same purpose for al
Qaeda. Although there is some fragmentary reporting alleging that Bin Ladin may have
been an investor, or even had an operational role, in drug trafficking before 9/11, this
intelligence cannot be substantiated and the sourcing is probably suspect. One
intelligence analyst described the reporting as “bizarre.” Bin Ladin may, however, have
encouraged drug traffickers to sell to Westerners as part of his overall plan to weaken the
West (though much of that intelligence is also suspect).

It is even less likely that al Qaeda is currently involved in the drug trade. Substantial
post-9/11 intelligence collection efforts have failed to corroborate rumors of current
narcotic trafficking. In fact, there is compelling evidence the al Qaeda leadership does not
like or trust those who today control the drug trade in Southwest Asia, and has
encouraged its members not to get involved. Although some individuals with some
connection to al Qaeda may be involved in drug trafficking, there is no convincing
evidence that al Qaeda plays a major role in it or that it is an important source of
revenue." In addition to the lack of affirmative evidence, there are substantial reasons to
believe that al Qaeda has no role in drug trafficking: al Qaeda members are
geographically hemmed in and are unable to travel as the narcotics business demands.
Trafficking would unnecessarily expose al Qaeda operatives to risks of detection or
arrest. Moreover, established traffickers have no reason to involve al Qaeda in their
lucrative businesses; associating with the world’s most hunted men would attract
unwanted attention to their activities and exponentially increase the resources devoted to
catching them. Furthermore, Al Qaeda neither controls territory nor brings needed skills
and therefore has no leverage to break into the sector.

Allegations that al Qaeda has used the trade in conflict diamonds to fund itself similarly
have not been substantiated. Commission staff has evaluated the sources of information
for these various public reports raising the diamond allegations. These include reports of
journalists, the United Nations, and certain nongovernmental organizations investigating
this issue. The FBI conducted an intensive international investigation of the conflict
diamond issue, including interviews of key witnesses with direct knowledge of the
relevant facts, and found no evidence of any substantial al Qaeda involvement; the CIA
has come to the same judgment. Additionally, detained operatives have since reported
that al Qaeda was not involved in legal or illegal trading in diamonds or precious stones
during its Afghan years. We have evaluated the U.S. government investigations in light
of the public reports to the contrary, the relative veracity of the sources of information,
and the best available intelligence on the subject, and see no basis to dispute these
conclusions. There is some evidence that specific al Qaeda operatives may have either
dabbled in trading precious stones at some point, or expressed an interest in doing so, but
that evidence cannot be extrapolated to conclude that al Qaeda has funded itself in that
manner.

1> We are aware of the December 2003 seizure of two tons of hashish from a ship in the Persian Gulf, and
of the initial press reports that three individuals on board had purported al Qaeda links. Both the CIA and
the DEA discount the significance of those links, and neither agency believes that this seizure is evidence
that al Qaeda is financing itself through narcotics trafficking. We have seen no evidence to the contrary.
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Other than support provided by the Taliban in Afghanistan, there is no persuasive
evidence of systematic government financial sponsorship of al Qaeda by any country
either before or after 9/11. While there have been numerous allegations about Saudi
government complicity in al Qaeda, the Commission staff has found no persuasive
evidence that the Saudi government as an institution or as individual senior officials
knowingly support or supported al Qaeda."*

Al Qaeda fund-raising in the United States

The United States is not, and has not been, a substantial source of al Qaeda funding, but
some funds raised in the United States may have made their way to al Qaeda and its
affiliated groups. A murky U.S. network of jihadist supporters has plainly provided funds
to foreign mujahideen with al Qaeda links. Still, there is little hard evidence of substantial
funds from the United States actually going to al Qaeda. A CIA expert on al Qaeda
financing believes that any money coming out of the United States for al Qaeda is
“minuscule.” Domestic law enforcement officials, acknowledging the possibility of
schemes that they have not identified, generally state it is impossible to know how much,
if any, funding al Qaeda receives out of the United States. These officials agree that any
funds al Qaeda raises in the United States amount to much less than is raised by other
terrorist groups, such as Hamas and Hezbollah, and that the United States is not a primary
source of al Qaeda funding.

Finally, contrary to some public reports, we have not seen substantial evidence that al
Qaeda shares a fund-raising infrastructure in the United States with Hamas, Hezbollah, or
Palestinian Islamic Jihad. None of the witnesses we interviewed, including the FBI’s
leading authorities on terrorist financing generally and its expert on Palestinian extremist
fund-raising specifically, reported evidence of this overlap, although supporters of
Palestinian extremist groups travel in the same general circles as suspected al Qaeda
supporters and have some contact with them.'® In fact, there is far more evidence of fund-
raising collaboration between Hamas and Hezbollah than between either of these groups
and al Qaeda, according to the FBI official responsible for tracking these groups’
funding.

How did al Qaeda move its money?

' The Saudi government turned a blind eye to the financing of al Qaeda by prominent religious and
business leaders and organizations, at least before 9/11, and the Saudis did not begin to crack down hard on
al Qaeda financing in the Kingdom until after the May 2003 al Qaeda attacks in Riyadh. See chapter 3,
“Government Efforts Before and After the September 11 Attacks,” and chapter 7 on al Haramain and Saudi
Arabia.

" In addition, individuals may have made donations both to suspected Hamas front groups and to other
organizations believed to be somehow affiliated with al Qaeda. Such overlap does not establish any
organizational coordination or cooperation, however.
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Before 9/11 al Qaeda appears to have relied primarily on hawala'® and couriers to move
substantial amounts of money for its activities in Afghanistan. Charities were also used as
conduits to transfer funds from donors to al Qaeda leaders. At times al Qaeda operatives
and supporters in the West and other banking centers freely used the international
financing system.

Hawala

Al Qaeda moved much of its money by hawala before 9/11. In some ways, al Qaeda had
no choice after its move to Afghanistan in 1996; the banking system there was antiquated
and undependable. Hawala became particularly important after the August 1998 East
Africa bombings increased worldwide scrutiny of the formal financial system. Bin Ladin
turned to an established hawala network operating in Pakistan, in Dubai, and throughout
the Middle East to transfer funds efficiently. Hawalas were attractive to al Qaeda because
they, unlike formal financial institutions, were not subject to potential government
oversight and did not keep detailed records in standard form. Although hawaladars do
keep ledgers, their records are often written in idiosyncratic shorthand and maintained
only briefly. Al Qaeda used about a dozen trusted hawaladars, who almost certainly knew
of the source and purpose of the money. Al Qaeda also used both unwitting hawaladars
and hawaladars who probably strongly suspected that they were dealing with al Qaeda
but were nevertheless willing to deal with anyone.

Financial institutions

Al Qaeda itself probably did not use the formal financial system to store or transfer funds
internally after Bin Ladin moved to Afghanistan. Bin Ladin’s finances were initially in
dire straits; al Qaeda was living hand to mouth and did not have any funds to store.
Additionally, the Afghan banking system was rudimentary at best, and the increased
scrutiny after the East Africa bombings and the UN resolutions against Bin Ladin and the
Taliban made the use of such institutions problematic.

Al Qaeda’s extended network of supporters and operatives did use the formal financial
system before 9/11. Hawaladars associated with al Qaeda (like hawaladars generally)
relied on banks as part of their hawala operations. One bank, for example, had 1,800 to
2,000 branches in Pakistan, making it relatively easy for a hawaladar to use the bank to
move funds.'” In addition to hawaladars, charities such as Wafa Humanitarian

1 A definition of hawala is contained in the case study of the al-Barakaat network. Additionally, a good
discussion of hawala is found in U.S. Department of Treasury, A Report to Congress in Accordance with
Section 359 of the USA PATRIOT Act, November 2002 (online at
www.fincen.gov.hawalarptfinal11222002.pdf).

" Hawala was frequently combined with other means of moving money. For a single transaction, the
hawaladars sometimes used both hawala and the formal banking system or money remitters; the senders
and receivers of the funds also often used couriers to transfer the funds to and from their respective
hawaladars. Hawala also enabled operatives to access the banking system without having to open an
account.
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Organization had accounts at banks, which served as a means to move money for
terrorists.

Fund-raisers for al Qaeda also used banks to store and move their money. Most banks
probably did not know their institutions were being used to facilitate the flow of funds to
al Qaeda, although some may have. Corrupt individuals on the inside of these banks may
have facilitated the transactions. There is little question that the near-total lack of
regulation and oversight of the financial industry in the UAE and Pakistan before 9/11
allowed these activities to flourish.

Al Qaeda operational cells outside Afghanistan made extensive use of the formal
financial system. As discussed in appendix A, the September 11 hijackers and their co-
conspirators had bank accounts and credit cards, made extensive use of ATM cards, and
sent and received international wire and bank-to-bank transfers. Those al Qaeda
operatives and supporters who were relatively anonymous could more easily risk using
the formal financial system than could al Qaeda’s core leadership.

Couriers

Al Qaeda used couriers because they provided a secure way to move funds. Couriers
were typically recruited from within al Qaeda and could maintain a low profile—perhaps
because of their background, language skills, ethnicity, or documentation—and so,
ideally, no outsiders were involved or had knowledge of the transaction. They usually did
not know the exact purpose of the funds. A single courier or several couriers might be
used, depending on the route and the amount of money involved. They picked up money
from a hawaladar, financial facilitator, or donor, and took it to its destination. For
example, al Qaeda reportedly used a Pakistani-based money changer to move $1 million
from the UAE to Pakistan, at which point the money was couriered across the border into
Afghanistan. The 9/11 transaction provides a good example of al Qaeda’s use of couriers.
As discussed in appendix A, the plot leader Khalid Sheikh Mohammad delivered a large
amount of cash, perhaps $120,000, to the plot facilitator Abdul Aziz Ali in Dubai; Ali
then used the cash to wire funds to the hijackers in the United States.

Since 9/11

Since 9/11 the core al Qaeda operatives have relied on cash transactions involving trusted
hawaladars and couriers. The hawala network that existed prior to 9/11 seems to have
been largely destroyed. Several of the main hawaladars who were moving money for al
Qaeda before 9/11 have been detained, and the identities of others have been revealed in
seized records. Al Qaeda may have developed relationships with other hawaladars, and it
most likely uses them to move some of its money. However, major cash transfers
apparently are done by trusted couriers or, for added security, by the main operatives
themselves. Some couriers may be carrying information (although not specific
operational details) as well as cash.
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Using couriers has slowed down al Qaeda’s movement of money, as physically
transporting money over large distances necessarily takes much longer than using
electronic means such as wire transfer. In addition, there is evidence that significant
delays in moving money, especially to al Qaeda operatives in far-flung parts of the world,
have been caused by the limited supply of trusted couriers. Moreover, transferring funds
by courier requires planning, coordination, and communication, all of which take time.
Al Qaeda’s use of couriers presents challenges and opportunities for the intelligence and
law enforcement communities. Couriers can be vulnerable to certain forms of
enforcement, however.

How did al Qaeda spend its money?

Before 9/11 al Qaeda’s expenses included funding operations, maintaining its training
and military apparatus, contributing to the Taliban and their high-level officials, and
sporadically contributing to related terrorist organizations. The CIA estimates that prior
to 9/11 it cost al Qaeda about $30 million per year to sustain these activities.

Al Qaeda’s expenses

Once in Afghanistan, Bin Ladin focused on building al Qaeda into a fully operating
organization. Al Qaeda spent money on military training and support, including salaries
for jihadists, training camps, and related expenses. Reportedly there were also
propaganda and proselytizing-related expenses and costs to support al Qaeda outside
Afghanistan.

Before 9/11 al Qaeda was reportedly highly organized, with a committee structure that
included the Finance Committee. Credible evidence indicates that Bin Ladin played a
significant role in planning each operation and was very attentive to financial matters.
Other than Bin Ladin, the person with the most important role in al Qaeda financing was
reportedly Sheikh Qari Sa’id. Sa’id, a trained accountant, had worked with Bin Ladin in
the late 1980s when they fought together in Afghanistan and then for one of Bin Ladin’s
companies in Sudan in the early to mid-1990s. Sa’id was apparently notoriously
tightfisted with al Qaeda’s money.'® Operational leaders may have occasionally bypassed
Sa’id and the Finance Committee and requested funds directly from Bin Ladin. Al Qaeda
members apparently financed themselves for day-to-day expenses and relied on the
central organization only for operational expenses.

Al Qaeda funded a number of terrorist operations, including the 1998 U.S. embassy
bombings in East Africa (which cost approximately $10,000), the 9/11 attacks
(approximately $400,000—500,000), the October 18, 2002, Bali bombings (approximately

' Sa’id reportedly vetoed a $1500 expense for travel to Saudi Arabia to get visas for the 9/11 attacks until
Bin Ladin overruled him (although there is no reason to believe that Sa’id knew the reason for the travel at
that time).
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$20,000), and potential maritime operations against oil tankers in the Strait of Hormuz
(approximately $130,000). The actual operations themselves were relatively cheap,
although these figures do not include such “overhead” as training at camps, evaluation of
trainees, and recruitment. Although the cyclical nature of fund-raising may have created
periodic cash shortfalls, we are not aware of any evidence indicating that terrorist acts
were interrupted as a result.

Money for the Taliban

Once Bin Ladin revitalized his fund-raising after moving to Afghanistan, he provided
funds to the Taliban in return for safe haven. Al Qaeda probably paid between $10 to 20
million per year to the Taliban. As time passed, it appeared that the Taliban relied on al
Qaeda for an ever-greater share of their needs, such as arms, goods, and vehicles, and
even social projects. In return, the Taliban resisted international pressure to expel Bin
Ladin or turn him over to a third country.

Money to other terrorist groups

Before 9/11 Bin Ladin appears to have used money to create alliances with other Islamic
terrorist organizations. Al Qaeda’s cash contributions helped establish connections with
these groups and encouraged them to share members, contacts, and facilities. It appears
that al Qaeda was not funding an overall jihad program but was selectively providing
start-up funds to new groups or money for specific operations. Generally, however, al
Qaeda was more likely to provide logistical support and cover and to assist with terrorist
operations than to provide money.

Since 9/11

Al Qaeda’s expenditures have decreased significantly since the 9/11 attacks and the
defeat of the Taliban, although it is impossible to determine to what extent. Al Qaeda has
become decentralized and it is unlikely that the Finance Committee still exists. Sa’id
continues to operate, but given the difficulties of communication, it is doubtful that he
exerts much control. The direction and financing of operations are now based more on
personal relationships with operatives than on a management structure.

Al Qaeda no longer pays money to the Taliban (for safe haven or otherwise) and no
longer operates extensive training camps in Afghanistan or elsewhere. It still provides
operatives and their families with modest support. Al Qaeda occasionally provides funds
to other terrorist organizations, especially those in Southeast Asia. Intelligence analysts
estimate that al Qaeda’s operating budget may be only a few million dollars per year,
although such estimates are only tentative.
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We have learned much since 9/11 about how al Qaeda raises, moves, and stores money,
but our understanding is still somewhat speculative. The U.S. intelligence community is
forced to extrapolate from current information to fill in the gaps in our knowledge.
Detainees have confirmed the basic sources of al Qaeda funding and methods of moving
money, and have provided insights into changes in al Qaeda’s financing since 9/11.
Moreover, al Qaeda adapts quickly and effectively, creating new difficulties in
understanding its financial picture. Intelligence challenges remain and are likely to
continue, although the picture is clearer today than ever before. As al Qaeda becomes
more diffuse—or becomes essentially indistinguishable from a larger global jihadist
movement—the very concept of al Qaeda financing may have to be reconsidered. Rather
than the al Qaeda model of a single organization raising money that is then funneled
through a central source, we may find we are contending with an array of loosely
affiliated groups, each raising funds on its own initiative.
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Chapter 3

Government Efforts Before and After the September
11 Attacks

This chapter discusses the U.S. government terrorist financing efforts before September
11, and describes and assesses our current efforts. As in other areas of counterterrorism,
the government has poured vastly more resources and attention to combating terrorist
financing since the attacks, and has made great strides in a difficult area.

Before the September 11 Attacks

Notwithstanding the government’s efforts to choke off Bin Ladin’s finances before 9/11,
on the eve of the September 11 attacks the CIA judged that Bin Ladin’s cash flow was
“steady and secure.”” Although fund-raising was somewhat cyclical, al Qaeda had
enough money to operate its network of Afghan training camps, support the families of
its members, pay an estimated $10—20 million to the Taliban and its officials, and fund
terrorist operations.”’

Domestic intelligence and law enforcement

Before September 11, FBI street agents in a number of field offices gathered intelligence
on a significant number of suspect terrorist-financing organizations. These FBI offices,
despite setbacks and bureaucratic inefficiencies, had been able to gain a basic
understanding of some of the largest and most problematic terrorist-financing
conspiracies that have since been identified. The agents understood that there were
extremist organizations operating within the United States supporting a global Islamic
jihad movement. They did not know the degree to which these extremist groups were
associated with al Qaeda, and it was unclear whether any of these groups were sending
money to al Qaeda. The FBI operated a web of informants, conducted electronic
surveillance, and engaged in other investigative activities. Numerous field offices,
including New York, Chicago, Detroit, San Diego, and Minneapolis, had significant
intelligence investigations into groups that appeared to be raising money for foreign
jihadists or other radical Islamist groups. Many of these groups appeared to the FBI to
have had some connections either to al Qaeda or to Usama Bin Ladin.

The FBI was hampered by an inability to develop an endgame; its agents continued to
gather intelligence with little hope that they would be able to make a criminal case or
otherwise disrupt an operation. Making a case in terrorist financing was certainly as if not

' Intelligence report, 29 August 2001. Commission staff has seen no evidence that would contradict the
CIA’s assessment.

20 Commission staff, in researching this chapter, conducted a comprehensive review of government
materials on terrorist financing from essentially every law enforcement, intelligence and policy agency
involved in the effort. This review included interviews of current and former government personnel, from
intelligence analysts and street agents, up to and including members of the cabinet.
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more difficult than in other similarly complex international financial criminal
investigations. The money inevitably moved overseas—and once that occurred, the
agents were at a dead end. Financial investigations depend on access to financial records.
This usually requires a formal legal request, typically through a previously negotiated
mutual legal assistance treaty (MLAT), or an informal request to a foreign government
security service through the FBI’s legal attaché (Legat) responsible for the relevant
country. The United States rarely had mutual legal assistance treaties with the countries
holding the most important evidence; and when agents could make an MLAT request, the
process was slow and sometimes took years to get results. In addition, an MLAT request
required the existence of a criminal investigation. Because the vast majority of FBI
terrorist-financing investigations involved intelligence, not crimes, agents could not avail
themselves of even this imperfect vehicle for accessing critical foreign information.
Informal requests were frequently ignored, even when made of U.S. allies in important
cases. Moreover, simply to make a request required that the agents disclose the target and
the nature of the evidence. The risk of potential compromise was great, and most agents
were not willing to take the risk against such a speculative outcome. Obtaining foreign
financial records thus was often a practical impossibility.

As was true in other areas of counterterrorism, agents perceived themselves as being
stymied by rules regarding the commingling of intelligence and criminal cases. Chicago
intelligence investigators looking at a Hamas subject thought, for example, that opening a
criminal case precluded their ability to obtain approvals from the Justice Department for
a FISA (Foreign Intelligence Surveillance Act) warrant to tap telephones. The agents
believed that the Justice Department would think that the request under FISA would
appear to be simply a pretext to further the criminal case.”’ No agents wanted to block
themselves from using what could be the most productive investigative tool they had—
FISA—so criminal investigations were not opened and potential criminal charges were
not seriously contemplated.

Some agents also hesitated because of the nature of the cases. Indicting or even
investigating an Islamic charity or group of high-profile Middle Easterners required
special sensitivity. Fears of selective prosecution or inappropriate ethnic profiling were
always a consideration in going after a high-profile and sensitive target. Certainly, the
evidence had to be strong before a prosecution would be considered. As one highly
experienced prosecutor told the Commission staff, if the FBI had aggressively targeted
religious charities before 9/11, it would have ultimately had to explain its actions before a
Senate committee.

Lastly, the legal tools in terrorist financing were largely new, untested, and unfamiliar to
field agents and prosecutors in U.S. Attorney’s offices. Congress in 1996 had made it a
crime to provide “material support” to foreign terrorist organizations.** Before the

2! The actual procedures were somewhat different that the agent’s perceptions, however. See the 9/11
Commission, Final Report, at 78 to 80, and accompanying footnotes, for a discussion of the issue.

2218 U.S.C. Section 2339B makes it a crime to provide “material support or resources to a foreign terrorist
organization.” The secretary of state designates foreign terrorist organizations in consultation with the
secretary of the treasury and the attorney general.
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enactment of this statute, prosecuting a financial supporter of terrorism required tracing
donor funds to a particular act of terrorism—a practical impossibility. Under the 1996
law, the prosecutor had only to prove that the defendant had contributed something of
value to an organization that had been named by the secretary of state, after a formal
process, as a foreign terrorist organization (FTO). Unfortunately, al Qaeda was not
named an FTO until 1999, so criminal prosecution could not be considered earlier. Even
then, there was little impetus to focus on prosecuting material support cases or
committing resources to train prosecutors and agents to use the new statutory powers. As
a result, the prospect of bringing a criminal case charging terrorist financing seemed
unrealistic to field agents.

It was far easier for agents to find a minor charge on which to convict a suspect, thereby
ultimately immobilizing and disrupting the operation. This strategy was used in San
Diego in 1999, for example; knowing that individuals may have been supporting a
specific terrorist group, the FBI and the U.S. Attorney’s Office for the Southern District
of California developed a case charging the individuals with relatively low-level fraud.
This prosecution effectively disrupted the operation. More often, however, agents knew
that it would have been hard to persuade a busy prosecutor to bring a case on low-level
fraud or minor money-laundering crimes. If the prosecutors knew the classified
intelligence underlying the case, the agents might have had a better shot at convincing
them. But sharing that intelligence was difficult, and required approval from FBI
headquarters and notice to OIPR. Additionally, some of these low-level crimes carried
no jail time, and most agents did not think prosecution for a crime ultimately ending in a
probationary sentence would have been sufficient to disrupt an ongoing funding
operation.

On a national level, the FBI never gained a systematic or strategic understanding of the
nature and extent of the jihadist or al Qaeda fund-raising problem within the United
States. The FBI did not understand its role in assisting national policy coordination and
failed to provide intelligence to government policymakers. For example, shortly after the
East Africa embassy bombings in 1998, a staff member of the National Security Council
was assigned the task of coordinating government resources in the hunt for Bin Ladin’s
finances and ensuring effective interagency coordination of the issue. The NSC wanted
the FBI to produce an assessment of possible al Qaeda fund-raising in the United States
by al Qaeda supporters, but the FBI shared little information regarding Usama Bin Ladin
or al Qaeda. The NSC therefore concluded that the FBI did not have relevant information.

The problem stemmed in part from the FBI’s failure to create high-quality analytic
products on al Qaeda financing or an effective system for storing, searching, or retrieving
information of intelligence value contained in the investigative files of various field
offices.” There was very little finished intelligence that FBI program managers could use
to show trends, estimate the extent of the problem, or distribute to policymakers or other
agencies.

 The Commission staff, in interviews with field agents and in searching the FBI’s automated case-tracking
system, found a treasure trove of information regarding suspected terrorist fund-raising organizations in the
United States, yet none of this information was readily accessible.
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The FBI lacked a headquarters unit focused on terrorist financing. According to the then-
head of its Counterterrorism Division, the FBI considered setting up such a unit prior to
9/11. However, the FBI viewed terrorist-financing cases as too difficult to make. It also
believed that fighting terrorist financing would have little impact, since most terrorist acts
were cheap. As a result, the issue was left to the FBI’s general counterterrorism program
office. Those agents, overworked and focusing on the day-to-day approvals and oversight
of the entire FBI counterterrorism program, had neither the time nor the expertise to wade
through reports, talk to case agents, or focus on the terrorist-financing problem.

For its part, the Criminal Division of the Department of Justice also lacked a national
program for prosecuting terrorist-financing cases, under the 1996 “material support”
statute or otherwise. The DOJ’s Terrorism and Violent Crime Section (TVCS) had played
a role in drafting the material support statute and took the lead in developing the
administrative record to support the first round of FTO designations in 1997. After such
designations began to be made, TVCS worked on developing a program to use the 1996
statute, but it had little practical success before 9/11.

The fundamental problem that doomed efforts to develop a program to prosecute terrorist
fund-raising cases was that DOJ prosecutors lacked a systematic way to learn of evidence
of prosecutable crimes in the FBI’s intelligence files. The prosecutors simply did not
have access to these files because of “the wall.” Although the attorney general’s 1995
guidelines required the FBI to pass to the Criminal Division intelligence information
indicating potential past, current, or future violations of federal law, the FBI almost never
did so with respect to terrorist fund-raising matters. Lacking access to the relevant FBI
investigations, the TVCS made some efforts to investigate cases on its own, including a
cooperative effort with a foreign service to probe potential Hamas fund-raising in the
United States. These initiatives took a great deal of time and effort and did not produce
any solid criminal leads. As a small section with many responsibilities, the TVCS had
insufficient personnel for the resource-intensive task of investigating terrorist financing.

The wall may, in fact, have created a disincentive for FBI intelligence agents to share
evidence of prosecutable crimes with criminal prosecutors. One experienced prosecutor
believed that it would have violated every bone in their bodies for these agents—who
were evaluated in large part on the number and quality of their FISA investigations—to
share information with the Criminal Division and thereby jeopardize the continuing
viability of a successful intelligence investigation. Another experienced prosecutor
expressed the view that FBI agents were focused on potential violent threats and did not
think the uncertain prospect of bringing a fund-raising case justified the risk of losing a
FISA investigation that might locate terrorist operatives. In any event, the FBI and DOJ’s
relationship regarding terrorist financing was dysfunctional; FBI agents rarely shared
information of potentially prosecutable crimes with DOJ prosecutors, who, therefore,

could play no role in trying to develop a strategy to disrupt the fund-raising operations.**

2% Richard Clarke of the NSC, who was interested in terrorist fund-raising in the United States, expressed
concern about the lack of terrorist fund-raising prosecutions to the chief of the TVCS. Clarke actually
brought to a meeting material he had printed off the Internet indicating extremists were soliciting support in
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In early May 2000, in response to an inquiry from the NSC’s Richard Clarke, a TVCS
attorney drew up a detailed proposal for developing a program to prosecute terrorist-
financing cases, providing a sophisticated analysis of the relevant legal and practical
considerations. The memorandum pointed out that the “vast majority” of the FBI’s
terrorist-financing investigations were being run as intelligence investigations, and
contended that the FBI gave preference to intelligence equities at the expense of the
criminal when the two overlapped. To circumvent this problem, the memo proposed the
creation of a unit to identify and pursue potential fund-raising matters as criminal rather
than intelligence investigations, and described a systematic methodology to investigate
and prosecute domestic fund-raisers for foreign terrorist organizations.

The memorandum had no effect; no resources were allocated to pursue the proposal, and
it was not implemented. The FBI continued its intelligence investigations, and the
criminal prosecutors largely sat on the sidelines.

Most fundamentally, the domestic strategy for combating terrorist financing within the
United States never had any sense of urgency. The FBI investigations lacked an
endgame. FBI agents in the field had no strategic intelligence that would have led them to
believe that any of the fund-raising groups posed a direct domestic threat, so there was no
push to disrupt their activities. Without access to the intelligence files, prosecutors had no
ability to build criminal cases, and the DOJ was doing little on a practical level to change
the situation. As a result, FBI intelligence agents merely kept tabs on the activities of
suspected jihadist fund-raisers, even as millions of dollars flowed overseas.

U.S. foreign intelligence collection and analysis

As we note in chapter 2, the CIA’s understanding of Usama Bin Ladin and al Qaeda
before the September 11 attacks was incomplete. The intelligence reporting on the nature
of his wealth was largely speculative, and sourced to general opinion in the Saudi
business community.”’

The intelligence community learned the reality only after White House—level prodding. In
1999 Vice President Al Gore spoke to Saudi Crown Prince Abdullah during a visit to
Washington, DC about isolating and disrupting Bin Ladin’s financial network. The two
leaders agreed to set up a meeting on this issue between U.S. counterterrorism experts
and high-ranking Saudi officials. As a result there were two NSC-initiated trips to Saudi
Arabia, in 1999 and 2000. During these trips NSC, Treasury, and intelligence
representatives spoke with Saudi officials, and later interviewed members of the Bin
Ladin family, about Usama’s inheritance. They learned that the Bin Ladin family had
sold Usama’s share of the inheritance and, at the direction of the Saudi government,
placed the money into a specified account, which was then frozen by the Saudi

the United States and asked the TVCS chief what the DOJ was doing about the problem. The answer was,
unfortunately, not much.

 For example, a 1998 intelligence report acknowledges that the CIA did not know the exact state of Bin
Ladin’s personal wealth, although it cited his inheritance as $300 million.
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government in 1994. The urban legend that Bin Ladin was a financier with a fortune of
several hundred million dollars was nevertheless hard to shake, and U.S. government
intelligence documents even after the September 11 attacks sometimes referred to him as
such.

The lack of specific intelligence was a source of frustration to policymakers. As the
NSC’s Richard Clarke testified to the Senate Banking Committee in 2003:

The questions we asked then [in 1995] of the CIA were never answered—
and we asked them for six years: how much money does it cost to be al
Qaeda? What’s their annual operating budget? Where do they get their
money? Where do they stash their money? Where do they move their
money? How? Those questions we asked from the White House at high
levels for five or six years were never answered because, according to the
intelligence community, it was too hard.*

The CIA’s response to Clarke’s criticism was that terrorist financing was an
extraordinarily hard target and that, given the legal and policy limitations on covert action
against banks during this period, there was little utility in simply collecting intelligence
on terrorist financing.

The CIA obtained a very general understanding of how al Qaeda raised money. It knew
relatively early on, for example, about the loose affiliation of financial institutions,
businesses, and wealthy individuals who supported extremist Islamic activities. It also
understood that nongovernmental agencies (NGOs) and Saudi-based charities played a
role in funding al Qaeda and moving terrorist-related money. The problem, however,
was that the government could not disrupt funding flows, through either covert action or
economic sanctions, because the information was not specific enough. The CIA had
intelligence reporting on Sudan and the purported businesses Bin Ladin owned there, but
by the time of the East Africa embassy bombings this information was dated and not
useful. Much of the early reporting on al Qaeda’s financial situation and structure came
from a single source, a former al Qaeda operative, who walked into the U.S. Embassy in
Eritrea in 1996.

CIA devoted few resources to collecting the types of strategic financial intelligence that
policymakers were looking for, or that would have informed the larger counterterrorism
strategy. The CIA’s virtual station—ALEC station—was originally named CTC-TFL
(Counter Terrorism Center - Terrorist Financial Links), reflecting the CIA’s early belief
that Bin Ladin was simply a terrorist financier, as opposed to someone who actually
planned and conducted operations. However, the intelligence reporting was so limited
that one CIA intelligence analyst told Commission staff that, unassisted, he could read

%6 Clarke testimony before the Senate Banking Committee, Oct. 22, 2003; see also Clarke testimony to the
Congressional Joint Inquiry. Contemporaneous documents support Clarke’s recollection concerning his
frustration. For example in November 1998, Clark wrote that four years after the NSC first asked the CIA
to track down UBL’s finances, the CIA can only guess at the main sources of Bin Ladin’s budget, where he
parks his money, and how he moves it.

35



National Commission on Terrorist Attacks Upon the United States

and digest the universe of intelligence reporting on al Qaeda financial issues in the three
years prior to the September 11 attacks. Another person assigned to ALEC station told
the Commission staff that while its original name may have been Terrorist Financial
Links, the station appeared to him to do everything but terrorist financing. Any
intelligence it had on terrorist financing appeared to have been collected collaterally, as a
consequence of gathering other intelligence. According to one witness, this approach
stemmed in large part from the chief of ALEC station, who did not believe that simply
following the money from point A to point B revealed much about the terrorists’ plans
and intentions. As a result, terrorist financing received very little emphasis. Another
witness recalled that ALEC station made some effort to gather intelligence on al Qaeda
financing, but it proved to be too hard a target, the CIA had too few sources, and, as a
result, little quality intelligence was produced.

Some attributed the problem to the CIA’s separation of terrorist-financing analysis from
other counterterrorism activities. Within the Directorate of Intelligence, a group was
devoted to the analysis of all financial issues, including terrorist financing. Called the
Office of Transnational Issues (OTI), Illicit Transaction Groups (ITG), it dealt with an
array of issues besides terrorist financing, including drug trafficking, drug money
laundering, alien smuggling, sanctions, and corruption. The ITG was not part of the CTC,
and rotated only a single analyst to the CTC. Moreover, ITG analysts were separated
from the operational side of terrorist financing at the CTC, which planned operations
against banks and financial facilitators. Members of the NSC staff stressed that this
structure was defective because there was almost no intersection between those who
understood financial issues and those who understood terrorism. As a result, the NSC was
forced to try to educate two different groups on the issues. Inevitable turf wars also
resulted.

Before 9/11, the National Security Agency had a handful of people working on terrorist-
financing issues. The terrorist-financing group had no foreign-language capability. As a
result, its collection had to focus on targets most likely to use the English language. The
NSA’s effectiveness was limited by sparse lead information from other elements of the
intelligence community on financing and, like the rest of the intelligence community, by
the wall between intelligence and law enforcement that gave it only limited access to law
enforcement information.

One possible solution to these weaknesses in the intelligence community was the
proposed all-source terrorist financing intelligence analysis center at Treasury’s Office of
Foreign Assets Control (OFAC), called the Foreign Terrorist Asset Tracking Center
(FTATC), which had been recommended in 2000 by the National Commission on
Terrorism (the so-called Bremer Commission). The NSC spearheaded efforts to create the
FTATC, but bureaucratic delays and resistance by Treasury and CIA officials delayed its
implementation until after the September 11 attacks. The delays resulted from the CIA’s
belief that the FTATC would duplicate some of its functions, the CIA’s unwillingness to
host the center temporarily until OFAC could accommodate it, and Treasury’s reluctance
to create a secure facility to host the center and allow OFAC direct access to intelligence.
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The government also considered possible economic disruption, to be effected by targeting
Bin Ladin’s financial resources or by intercepting money couriers or hawaladars who
handled Bin Ladin’s money.

There is little doubt that the CIA had the authority to use methods of covert disruption to
go after cash couriers or hawaladars. Ultimately it was unsuccessful in doing so, either
because it was unable to identify specific useful targets or because such disruption was
judged to be too dangerous.

Economic and diplomatic efforts

Treasury’s Office of Foreign Assets Control had an early interest in searching out and
freezing Bin Ladin assets. Its primary tool, the International Emergency Economic
Powers Act (IEEPA), allows the president to designate individuals and entities as a threat
to the United States and thereby freeze their assets and block their transactions. OFAC,
for example, had long experience in freezing assets associated with Libya and Cuba. In
the 1990s the government began to use these powers in a different, more innovative way,
to go after nonstate actors. It first imposed sanctions against persons and entities
interfering with the Middle East peace process (MEPP) and then against other nonstate
threats, such as the Cali, Colombia, narcotics-trafficking cartel. OFAC personnel were
interested in trying to find and freeze Bin Ladin’s assets, but to do so required either a
presidential designation of Bin Ladin or the discovery of a link between Bin Ladin and
someone named for disrupting the MEPP. Efforts were made before the East Africa
bombings to link Bin Ladin to the names on the MEPP list, but their lack of usable
intelligence on the issue hampered OFAC analysts. OFAC did not collect its own
intelligence; rather, it relied on the intelligence community to collect and often analyze
the evidence, which it then used to make designations.

After the East Africa bombings in August 1998, President Clinton formally designated
Usama Bin Ladin and al Qaeda as subject to the sanctions available under the IEEPA
program, giving OFAC the ability to search for and freeze any of their assets within the
U.S. or in the possession or control of U.S. persons. OFAC had little specific information
to go on, however, and few funds were frozen.?” The futility of this effort is attributed to
the lack of usable intelligence, OFAC’s reluctance to rely on what classified information
there was, and Bin Ladin’s transfer of most of his assets out of the formal financial
system by that time. Even if OFAC had received better intelligence from the intelligence
community, it could have taken little effective action. OFAC has authority over only U.S.
persons (individuals and entities), wherever located. Because Al Qaeda money flows
depended on an informal network of hawalas and Islamic institutions moving money
from Gulf supporters to Afghanistan, these funds would stayed outside the U.S. formal
financial system.

7 OFAC did freeze accounts belonging to Salah Idris, the owner of the Al-Shifa facility bombed in
response to the East Africa embassy bombings. Idris filed suit against his bank and OFAC, and OFAC
subsequently authorized the unfreezing of those accounts.
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The Taliban was designated by the president under the IEEPA in July 1999 for harboring
Usama Bin Ladin and al Qaeda. Here, OFAC experienced better success against a more
stationary target: it blocked more than $34 million in Taliban assets held in U.S. banks,
mostly consisting of assets of Afghanistan’s central bank and national airline. The
Federal Reserve Bank of New York’s holdings of more than $215 million in gold and $2
million in demand deposits from the Afghan central bank were also blocked.

With the exception of some limited attempts by Treasury’s Financial Crimes
Enforcement Network (FinCEN) to match classified information with reports filed by
banks, U.S. financial institutions and Treasury regulators focused on finding and
deterring or disrupting the vast flows of U.S. currency generated by drug trafficking and
by high-level international fraud. Large-scale scandals, such the use of the Bank of New
York by Russian money launderers to move millions of dollars out of Russia, captured
the attention of the Department of the Treasury and Congress. As a result, little attention
was paid to terrorist financing.”®

A number of significant anti-money-laundering initiatives failed to gain traction during
this time. One, the Money Laundering Control Act of 2000, championed by Treasury at
the close of the Clinton administration, proposed controls on foreign banks with accounts
in the United States. These accounts had been shown to be significant unregulated
gateways into the U.S. financial system. The legislation had broad bipartisan support in
the House of Representatives but foundered in the Senate Banking Committee, whose
chair opposed further regulation of banks.

Additionally, the Treasury Department and the financial regulators had proposed draft
regulations in 1999, under the rubric of “know your customer” requirements. Broadly,
these regulations required a bank to know the beneficial owner of the money and the
sources of the money flowing through the owner’s accounts, and to take reasonable steps
to determine this information. This proposal caused such a storm of controversy—
Treasury received more than 200,000 negative comments and fierce resistance from the
financial services industry—that it was abandoned. Congress even considered rolling
back the money-laundering controls then in place. As a result, Treasury regulators
hesitated to move forward with future directives.

Another foundering financial regulation involved “money services businesses” (MSBs)
loosely defined as check cashers, businesses involved in wiring money, and those selling
money orders and traveler’s checks. It would also have covered informal movers of
money, such as hawaladars and other neighborhood shops that could wire money to a
foreign country for a fee. These businesses were unregulated for money laundering and
posed a huge vulnerability: criminals shut out of the banking system by regulatory
controls could easily turn to these industries to move and launder criminal proceeds.
Investigators had seen a significant increase in the use of these casual money remitters.
Drug traffickers in particular took advantage of this relatively inexpensive and risk-free
method of moving money. A study commissioned by FinCEN in 1997 recognized the

% The 2001 National Money Laundering Strategy, for example, issued by Treasury in September 2001,
does not discuss terrorist financing in any of its 50 pages.
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vulnerability of MSBs to money laundering. In 1994 Congress directed Treasury to
regulate these businesses to discourage money laundering, but Treasury failed until after
9/11 to implement regulations that would have required the businesses to register with the
government and report activity judged to be suspicious.”’

On the diplomatic front, the State Department formally designated al Qaeda in October
1999 as a “foreign terrorist organization.” This designation allowed the criminal
prosecution of any U.S. person proven to be materially supporting the organization,
required U.S. banks to block its funds, and denied U.S. visas to aliens associated with it.
Additionally, the United Nations Security Council passed UNSCR 1267 on October 15,
1999, calling for the Taliban to surrender Bin Ladin or face a U.S.-style international
freeze of assets and transactions. The resolution provided a 30-day period before
sanctions would take effect, however, allowing al Qaeda operatives to repatriate funds
from banks in the United Kingdom and Germany to Afghanistan. The United Nations
adopted a second resolution, UNSCR 1333, against the Taliban and Usama Bin Ladin on
December 19, 2000. These sanctions brought official international censure, but were
easily circumvented. Other than this UN action, there was no multilateral mechanism to
encourage countries to outlaw terrorist financing or ensure that their financial systems
were not being used as conduits for terrorists.’® The effect, according to a State
Department assessment, was to leave the Middle East vulnerable to the exploitation of its
financial systems because of generally weak or nonexistent financial controls.

Before the September 11 attacks, the Saudi government resisted cooperating with the
United States on the al Qaeda financing problem, although the U.S. government did not
make this issue a priority or provide the Saudis with actionable intelligence about al
Qaeda fund-raising in the Kingdom. Despite high-level intervention by the U.S.
government in early 1997, the Saudis universally refused to allow U.S. personnel access
to al Qaeda’s senior financial figure, al-Ghazi Madani al Tayyib, who had turned himself
in to Saudi authorities. Two NSC-led trips to Saudi Arabia, while producing useful
intelligence about Bin Ladin’s personal finances, failed to gain any traction on the larger
question of al Qaeda’s fund-raising or any commitment to cooperate on terrorist
financing. However, the United States did little to prod the Saudis into action; the
generalized and nonactionable nature of the existing intelligence made a confrontation

% Draft regulations did not come out until 1997; a final rule was not issued until 1999, setting the
implementation date for December 31, 2001. In the summer of 2001, Treasury announced that it would
push back the requirement for registration an additional six months and the requirement for reporting nine
months. After the September 11 attacks, Treasury decided to maintain the earlier implementation date.

%% The Financial Action Task Force (FATF), a multilateral government organization dedicated to setting
standards, focused on money laundering, particularly as it related to crimes involving vast amounts of
illegally gotten money, such as drug trafficking and large-scale fraud. As part of the setting of standards,
FATF engaged in a concentrated effort to assess the world’s anti-money-laundering efforts and “named and
shamed” jurisdictions that failed to establish minimum safeguards by publicly listing them and instituting
economic sanctions against them. Although in December 1999 the United Nations General Assembly
adopted the International Convention for the Suppression of Financing Terrorism, which had been
proposed by the French and drafted by the G-8 members, the convention did not enter into force until April
2002.
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difficult.”’ Moreover, other issues, such as supporting the Middle East peace process,
ensuring the steady flow of oil, cutting off support to the Taliban, and assisting in the
containment of Iraq, took primacy on the U.S.-Saudi bilateral agenda.

Saudi Arabia had not enforced its professed money-laundering regulations and, like most
of the countries in the Middle East, it had enacted no other controls on the movement of
money. Moreover, it had delegated the regulation of charities to the government’s
religious establishment and did little to address the problem of al Qaeda fund-raising in
the Kingdom.

The United Arab Emirates, the financial center for the Gulf area, also had a reputation for
being “wide open,” with few regulations on the control of money and a woefully
inadequate anti-money-laundering program.’> The UAE system had been a concern of
U.S. policymakers long before the 9/11 attacks, and they directly raised their concerns
with UAE officials. The UAE had no money-laundering law, although at U.S. urging in
1999 it started drafting one, which was not finalized until after 9/11. Although the UAE
was aware that terrorists and other international criminals had laundered money through
the UAE, and that it was the center for hawala and courier operations, it did little to
address the problem. Additionally, the United States expressed its concern about UAE
support for Ariana Airlines and the movement of Bin Ladin funds through Dubai. Shortly
before the September 11 attacks, the departing U.S. ambassador to the UAE warned
senior officials in the Emirates that they needed to move forward on money-laundering
legislation, so as not to be placed on the Financial Action Task Force (FATF) “blacklist”
of countries not fully complying with international standards in this area. These warnings
had no discernible effect.

Intergovernmental coordination and policy development

NSC Senior Director Richard Clarke considered terrorist financing important, and he
established an NSC-led interagency group on terrorist financing after the East Africa
embassy bombings. This group consisted of representatives from the NSC, Treasury, the
CIA, the FBI, and State and was initially focused on determining and locating Bin
Ladin’s purported wealth. After interagency visits to Saudi Arabia in 1999 and 2000, the
group succeeded in dispelling the myth that Bin Ladin was funding al Qaeda from his
personal fortune. The group also focused on trying to figure out how to stop the flow of
funds to Bin Ladin and was concerned about Bin Ladin’s apparent ability to raise funds
from charities. While the CIA paid more attention to terrorist financing during the
interagency group’s life span, Clarke was unable to get the FBI to participate

3! State Department memorandum, Nov. 24, 1998 (“We are still far, however, from possessing detailed
information that would enable us to approach key Middle Eastern and European government with specific
action requests concerning Bin Ladin’s financial network™).

32 The vast majority of the money funding the September 11 attacks flowed through the UAE. The fact that
Ali Abdul Aziz Ali was able to use an alias or partial name, and show no identification, for five of the six
wire transfers from the UAE should come as a surprise to no one.
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meaningfully in the interagency process. Responsibility for the problem was dispersed
among a myriad of agencies, each working independently and cooperating, if at all, on an
ad hoc and episodic basis.

Where Are We Now?

Since September 11 the world has indeed changed, and nowhere more than in the area of
countering terrorist financing. The attacks galvanized the world community and an
international sanctions regime against terrorists and their supporters was established, with
the United States leading the way with a vigorous effort to freeze their assets. With an
understanding of the nature of the threat, both the intelligence and law enforcement
communities established significant entities to focus on and bring expertise to this area.
These new entities are led by experienced individuals committed to the issue who know
how to use money flows to identify and locate unknown associates of known terrorists.
They are supported by the leadership within their respective agencies, who have provided
them significant resources and authority to do the job. A broad and active interagency
mechanism was established and new legal provisions against terrorist financing were
enacted, while many of the legal obstacles hampering terrorist-financing investigations
were stripped away.

Domestic intelligence and law enforcement

In the days after the September 11 attacks, the FBI set up the Financial Review Group
(FRG) to bring order to a chaotic financial analysis of the attacks, in which every FBI
field office conducted its own investigation as though it were the originating office. The
initial goals of the FRG were to investigate the September 11 plot and look for an al
Qaeda support mechanism that could sustain a second attack. All relevant federal
agencies, including Customs, the Internal Revenue Service, the banking regulators,
FinCEN, and OFAC, agreed to staff the FRG and work together. The FRG brought in
agents with financial investigative expertise from around the country. The local field
offices continued their investigations, but provided everything they learned to the FRG
for coordination.

The FRG, ultimately renamed the Terrorist Financing Operations Section (TFOS) and
located in the FBI’s counterterrorism division, is the FBI’s national program office for
terrorist financing. The FBI believes that TFOS allows for (1) consistency of financial
investigations and the assurance that every major terrorism case will have a financial
investigative component; (2) the establishment of effective working relationships with
international banking, law enforcement, and intelligence communities;> (3) the
development of a real-time financial tracking capability, resting in large part on the FBI’s
extensive relationships with the financial community, which has transformed financial
investigations from the traditional, methodical, slow-paced analysis to a tool that can

33 In this regard, one experienced criminal prosecutor said TFOS does a very good job at outreach to the
financial community because its agents “speak the language” of accountants and auditors.
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provide near real-time information in urgent situations;** and (4) the formation of teams
that can be sent to field offices to bolster document-intensive financial investigations and
provide guidance and leadership on conducting financial investigations. Significantly, it
is the first time a single office has been given responsibility for coordinating the FBI’s
terrorist-financing efforts.

TFOS and the FBI still need to improve their abilities to systematically gather and
analyze the information developed in their investigations and create high-quality analytic
products and finished intelligence. As of spring 2004, the FBI has generated very little
quality finished intelligence in the area of al Qaeda financing. The FBI’s well-
documented efforts to create an analytical career track and enhance its analytical
capabilities are sorely needed in this area.”> TFOS must also establish its own formal
system for tracking and evaluating the extent of terrorist fund-raising by various groups
in the United States. TFOS has created a program management unit responsible for,
among other things, evaluating the extent and scope of the terrorist-financing problem in
the United States. Such an effort is plainly needed to help guide the allocation of law
enforcement resources and to help inform policymakers.

The individual FBI field offices retain primary responsibility for conducting terrorist-
financing investigations, but TFOS provides field agents with resources not previously
available as well as coherent programmatic leadership. To help integrate the field offices’
efforts with TFOS, each field office has a terrorist-financing coordinator who serves as a
liaison with headquarters and a resource to fellow field agents. As of spring 2004, this
program is in its early stages, but it is a positive step toward a truly national effort.

The Department of Justice also has dramatically increased its focused efforts to
investigate and disrupt terrorist financing in the United States. The Terrorism and Violent
Crimes Section, using resources from various parts of the DOJ (including prosecutors
from U.S. Attorney’s offices, the Criminal Tax Section, and other sections of the
Criminal Division), formed a unit to implement an aggressive program of prosecuting
terrorist-financing cases. That unit ultimately evolved into a distinct Terrorist Financing
Unit within the DOJ’s Counterterrorism Section (CTS). The Terrorist Financing Unit
coordinates and pursues terrorist-financing criminal investigations around the country
and provides support and guidance to U.S. Attorney’s offices on terrorist-financing
issues.

** TFOS has made extraordinary strides in this area, including a great leap forward in the use of
sophisticated software to help locate terrorist suspects in urgent situations.

%> Some of the FBI’s post-9/11 efforts in this area have been disappointing, in part because of a disconnect
between the FBI’s new analytical operation and TFOS. For example, a December 2002 analytical
document titled “Al-Qaida’s US Financial Network Broad and Adaptable” was distributed to FBI field
offices and Legats worldwide. The then-head of TFOS told Commission staff that this piece was prepared
by FBI analysts entirely without any involvement of TFOS and that its conclusion, as reflected in the title,
was dramatically overstated and did not reflect a law enforcement judgment about what the evidence
actually showed concerning any Al Qaeda financing network in the United States. Since December 2002,
the FBI has taken steps to ensure analytical product about terrorist financing not be distributed without
TFOS involvement.
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In stark contrast to the dysfunctional relationship between the FBI and DOJ that plagued
them before 9/11, the two entities now seem to be working cooperatively. The leadership
of TFOS praises the CTS Terrorist Financing Unit for its unwavering support. TFOS
leadership also believes that the U.S. Attorney’s offices have been supportive and that the
CTS Terrorist Financing Unit has been helpful in resolving any issues that have arisen
between FBI field offices and U.S. Attorney’s offices. The head of the CTS Terrorist
Financing Unit identifies TFOS, as well as the FBI’s post-9/11 International Terrorism
Operating Section, as valuable allies, and describes the enthusiasm of these sections for
criminal prosecutions as a “sea change” from the FBI’s recalcitrance before 9/11.

Fundamentally, the FBI now understands that its terrorist fund-raising investigations
must have an endgame. TFOS, in particular, with its financial investigative skills and
prosecutorial mind-set, is a strong ally of the DOJ’s terrorist-financing prosecutors.
Generally, the demise of “the wall” has facilitated the flow of terrorist-financing
information between the FBI and the DOJ’s criminal prosecutors. This sharing of
information has addressed the problems that stymied the DOJ before 9/11. Still,
information-sharing problems arise in the field, and the DOJ must at times encourage its
prosecutors to fight for access to classified FBI information.

Despite these improvements, prosecuting terrorist-financing cases continues to present
vexing problems for prosecutors and agents. Although some within the DOJ argue that
the average terrorist fund-raising case is no harder to investigate and prosecute than any
complex white-collar criminal case,’® sophisticated jihadist fund-raising operations,
especially those involving international NGOs that support both humanitarian and
militant causes, are generally very difficult to penetrate and prosecute. Investigating a
material support case usually requires obtaining records from another country to show the
destination of the money, which itself is often very difficult, as discussed above. Even
with access to the relevant records, tying the funds to a specific criminal act or a
designated terrorist group is extraordinarily difficult. Funds are often dispersed overseas
in cash, making them virtually impossible to trace.

Unraveling terrorist-financing schemes can be even more complicated because the same
groups that finance terror and jihad often provide real humanitarian relief as well. The
people running these groups believe in charity, practice it, and keep voluminous records
of it, thereby serving to conceal their illicit fund-raising activities more effectively.
Prosecutors who fail to acknowledge that the corrupt NGOs do provide charity will likely
be confronted with the beneficiaries of the charity lining up in the courtroom to testify for
the defendant.

Even if money can be traced to an illicit activity or a designated group, proving the U.S.
donors or NGOs knew where the money was going can also be extraordinarily difficult.

3% It may well be that cases involving Hamas or certain other terrorist groups are easier to prosecute because
the fund-raisers are more open about supporting causes that have legitimacy in certain circles and,
therefore, are more likely to make incriminating comments on wiretaps or to informants. Anyone raising
money in the United States for al Qaeda or groups affiliated with al Qaeda is likely to be extremely
secretive and do everything possible to ensure the funds cannot be traced back to him or her.
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Although there may be substantial grounds for suspicion, proving the level of knowledge
required in a criminal case poses significant problems. Notwithstanding this difficulty,
the DOJ appears to be committed to aggressive prosecution of terrorist fund-raisers in the
United States, believing that such prosecutions can deter more fund-raising and disrupt
ongoing fund-raising operations. The best cases may well require luck, fruitful electronic
surveillance or a well-placed informant, or even the prosecution of the suspect
organization for a non-terrorism-related charge such as fraud or tax evasion. This strategy
can be effective in disrupting suspected terrorist fund-raisers, but can also lead to
accusations of selective prosecution and oppression of Muslim charities.*’

In addition to the FBI, other agencies, including the Department of Homeland Security’s
Immigration and Customs Enforcement (ICE) and the IRS’s Criminal Investigative
Division, play a role in investigating terrorist financing through their participation in the
Joint Terrorism Task Force (JTTF). The FBI is the lead agency on terrorist-financing
investigations through the FBI-led JTTF structure.”® Commission staff believes this is
appropriate. Terrorist-financing investigations are inextricably intertwined with overall
terrorism enforcement; a fund-raising investigation may give rise to evidence of a group
poised to commit a terrorist act, or the investigation of a terrorist group will necessarily
use financial leads to further its investigation. One agency needs to be in charge of the
entire counterterrorism effort and other agencies can still contribute expertise in
particular cases through the JTTF. Of course, giving the FBI the lead requires continuing
vigilance to ensure that the FBI properly shares information and willingly coordinates
with its JTTF partners.

U.S. foreign intelligence collection and analysis

The day after the September 11 attacks, the CIA began beefing up its effort on terrorist
financing and by mid-month had created a new section dedicated to terrorist financing,
whose purpose was to create long-term intelligence capacity in this area. It is staffed with
personnel from the FBI, NSA, and DoD and it absorbed the CIA intelligence analysts
working on terrorist-financing issues in the Office of Transnational Issues, thereby
correcting the perceived structural defect previously identified. This new section’s
mission is to use information about terrorist money to understand their networks, search
them out, and disrupt their operations. The CIA has devoted considerable resources to
the task, and the effort is led by individuals with extensive expertise in the clandestine
movement of money. It appears that the CIA is devoted to developing an institu